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The following is intended to outline our general 

product direction. It is intended for information 

purposes only, and may not be incorporated into any 

contract. It is not a commitment to deliver any 

material, code, or functionality, and should not be 

relied upon in making purchasing decisions.

The development, release, and timing of any 

features or functionality described for Oracle’s 

products remain at the sole discretion of Oracle.
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More data than ever…

Source: IDC, 2008

1,800 Exabytes

Growth Doubles 
Yearly

2006 2011
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More threats than ever…

70% attacks originate inside the firewall

90% attacks perpetrated by employees with privileged access



Higher Costs Than Ever…

• User Management Costs

• User Productivity Costs

• Compliance & Remediation 
Costs

• Security Breach Remediation 
Costs

It Adds Up
$
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Business Requirements for IT Security

Managing 

Security & Risk

Increasing     
Business Value

Sustaining 

Compliance



State of Security Solutions Today
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• Fragmented

- Multiple solutions which lack integration

- Lack of open standards

• Bolted On

- Security added to applications as after-thought

- Insufficient tooling and support for application 
development

• Proprietary and Outdated

- Complexity in ongoing maintenance

- Incapable of supporting modern IT initiatives

2
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A New Approach is Needed

• Meet modern IT 
requirements

• Services, Cloud 
Computing, 
Extranet Scale 

Modern 
Security 

Architecture

• Easy to deploy, 
easy 
to manage

• Enable agile IT 
for dynamic 
business

Integrated & 
Flexible

• Minimize 
compliance 
costs

• Increase 
governance and 
visibility

Intelligent 
Compliance



How Can Identity Management Help?
Establish Enterprise Identity & Roles

• Consolidate or virtualize multiple, 

complex identity environments to a single 

enterprise identity source

• Automate linkage of employee records 

with user accounts

• Establish enterprise roles for automation, 

compliance and business continuity

• Eliminate rogue and orphaned accounts

? !X



X
• Enforce strong password policies via 

synchronization or single sign-on (SSO)

• Implement strong authentication and risk 

based authorization for critical apps and 

web services

• Enforce minimal access rights based on 

roles, attributes, and requests

• Leverage federation technologies for 

cross-domain SSO

How Can Identity Management Help?
Enforce Strong And Granular Security Policies



• Implement automated attestation for 

entitlements, roles, policies, workflows….

• Implement exception driven process 

automation

• Implement segregation of duties around 

roles and entitlements

• Implement automation and controls for 

management of privileged users

How Can Identity Management Help?
Define Audit And Control Framework

X



• Define an enterprise-wide integration 
standard

• Leverage all integrations through a single 
interface / application

• Heavily leverage open standards to protect 
IT investments

• Maximize out-of-the-box integrations 
across technology stacks: applications, 
middleware, database and operating 
systems

How Can Identity Management Help?
Deploy A Scalable Integration Architecture
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Oracle and Enterprise 

Security
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Information Rights Management

• Encryption and Masking

• Privileged User Controls

• Activity Monitoring and Audit

• Secure Configuration

Identity Management

Database Security

Databases

Applications

Content

Oracle Security Inside Out

Infrastructure

• User Provisioning 

• Role Management

• Entitlements Management 

• Risk-Based Access Control 

• Virtual Directories

• Document-level access control

• All copies, regardless of location
(even beyond the firewall)

• Auditing and revocation

Information



Information Centric Security Solutions

Databases

Applications

DATABASE 
SECURITY

Encryption and 
Data Masking 

Access Control and 
Authorization 

Activity Monitoring

IDENTITY 
AND ACCESS 
MANAGEMENT

Identity
Administration Directory Services

Access 
Management 

INFORMATION

RIGHTS 

MANAGEMENT

Centralized Document  
Access Control

Revocation (Digital 
Shredding)

Document Activity 
Monitoring and Audit

Content



<Insert Picture Here>

Oracle and Identity 

Management



Oracle’s Identity Management Portfolio

Platform Security Services 

Access Management*Identity Administration Directory Services

Access Manager

Adaptive Access Manager

Enterprise Single Sign-On

Identity Federation

Entitlements Server

Identity Manager Directory Server EE

Internet Directory

Virtual Directory

Identity Analytics

Management Pack For Identity Management

Operational Manageability

Identity & Access Governance

*Access Management includes Oracle OpenSSO STS and Oracle OpenSSO Fedlet



• Tens of thousands of users with hundreds of entitlements 

• Automate Provisioning / Deprovisioning

• Identify orphaned accounts

• Report on “Who has access to what” 

• Self-service requests & Delegated Administration

Oracle Identity Administration

Users Enterprise ResourcesRoles



Identity Lifecycle Mgmt

Policy based Provisioning

New

Employee

HRMS

Provisioned

Applications

Revoked

Applications

Reconciliation

Engine

Identity

Store Access

Policy
Workflow Connector

User

Group

New

Contractor

ApprovalSelf

Registration



Automated De-Provisioning

Identity

Store

Reconciliation

Engine

Terminated

Employee

HRMS

Identity Lifecycle Management

Revoked

Applications

ConnectorProvisioning

Workflow

Manual Task Revoked 
Cell Phone



Extranet Provisioning

• Millions of users and hundreds of organizations but 
simpler provisioning policies

• User/company registration, account and password 
management

• Multi-tier delegated administration and compliance 
reporting

Internet

Delegated admin 

Password reset

Self registration

Customers 
Partners 
Suppliers

SSO/LDAP

CRM/Billing

Social Networking
User

Organization



Oracle Access Management

• Comprehensive security for 
applications, data, documents, 
web services

• End-to-end authentication, 
single sign-on, and fine 
grained application protection

• Innovative anomaly detection, 
transaction security, and 
secondary authentication

• Extensive 3rd party 
integrations

35 Copyright © 2009, Oracle.  All rights reserved



Security for Applications

• Consolidated application 

security policy

• Enforcement across 

application and data tiers

• Fine grained authorization

• Anomaly and risk based 

authentication & authorization

41 Copyright © 2009, Oracle.  All rights reserved



Oracle Access
Management Suite

A
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Entitlements Management

Before After

• Hard-coded security policies

• Brittle policy management

• Application policy silos

• Externalized entitlements

• Agile business policies

• Centralized policy management
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Multiple Identity Data StoresIdentity Data

Single 
View 

Oracle Virtual Directory

• Virtual consolidated view of identity silos

• Real-time identity data integration

• Accelerated applications deployment

• Eases pain of directory consolidation

Centralize Identity Data 



Integration of Sun Identity 

Management

• Integration with Oracle Identity Management 

• Integration with Oracle Fusion Middleware

• Certifications across all Oracle platforms 

(DB, OEL, WLS) for all Sun products

• Continued investment in performance tuning 

and sustaining engineering across all Sun 

products

45



Oracle Identity Management 
Roadmap Timelines

11gR1

Internet Directory
Virtual Directory

Identity Federation
Web Services Manager

Platform Security Services

11gR1 

Identity Manager

Access Manager

Adaptive Access 
Manager

11g Patchsets and 
Entitlement Server 

11gR1

11gR2
All Identity Management 

products

July 2009

July 2010

H1CY2011

H2CY2011

Hundred Day Release

Directory Server EE
Identity Analytics 
Oracle Waveset

Oracle OpenSSO

Sun Acquisition
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Customer Case Studies
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• Provide eSSO to thousands of applications of all types to over 
160,000 employees

• Reduce helpdesk calls and IT costs

• Integration with Microsoft Windows Authentication and Microsoft 

Active Directory

Oracle Solution

• Passlogix v-GO SSO (Oracle eSSO Logon 
Manager)

• Initial configuration completed within 30 

days of contract award

• Fully deployed in under 1 year with less than 

3 FTE

• Users need only to log on once – to 
Windows

• Secure access for all MS Windows, Web, 

Telnet, Java, homegrown and host-based 

applications

Return On Investment

Case Study – US Postal Service
Reduced Help Desk Calls and IT Costs

Business Challenges
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• DTI wanted to provided 12,000 state employees with self service HR 

capability. 

• Wanted to initiate eGovernment efforts to offer Delaware residents the 

ability to do common online tasks.

• Most of the self service tasks were manual and paper/fax based.

Oracle Solution

• Oracle Access Manager, Oracle Virtual 

Directory, and OID chosen May 2006

• 150K External Users, 12K Internal Users

• Oracle Solution works with IBM WebSphere

mid-tier and PeopleSoft HR

• Oracle was able to demonstrate a web 

services based identity management solution

Business Challenges

• User self service expected to lower cost and 

improve user adoption

• Improved security and efficiency by 

migrating manual self service tasks to an 

automated system

Return On Investment

Case Study – State of DE 
Improved Security & Efficiency
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• Minnesota’s Department of Human Services (DHS) 30,000 medical 
providers and 80,000 users submit electronic claims. These must 
be secured to comply with federal HIPAA regulations

• Management overhead of all 

users is tremendous as providers and users 

change regularly

Oracle Solution

• State of Minnesota selected Oracle Access 
Manager

• Secure access claims submission portal, 

using audit and log capabilities

• Superior workflow capabilities for setting up 

users in Microsoft Exchange and Active 

Directory

• Powerful delegated administration features

Business Challenges

• Medical claims are secure and processed 
more quickly

• State of Minnesota is “HIPAA compliant”

Return On Investment

Case Study – State of Minnesota
HIPAA Compliant
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Industry Validation



Short List: Burton Group Market Insight 

The Market Insight diagram is not a product or vendor recommendation. Rather, the diagram provides a holistic view of the market, evaluating vendors and 
their products using a comprehensive, but generalized, criteria set that balances many factors. To gain the most effective use of the Market Insight 

diagram, clients should schedule a dialogue with an analyst to discuss their organization's specific requirements

“Oracle is currently leading the provisioning market

- Provisioning Market 2009 report



A Leader in                Magic Quadrants

Magic Quadrant Disclaimer:  The Magic Quadrant is copyrighted by Gartner, Inc. and is reused with permission. The Magic Quadrant is a graphical representation of a marketplace at and for a specific time period. It depicts Gartner's analysis of how certain vendors 
measure against criteria for that marketplace, as defined by Gartner. Gartner does not endorse any vendor, product or service depicted in the Magic Quadrant, and does not advise technology users to select only those vendors placed in the "Leaders" quadrant. The 

Magic Quadrant is intended solely as a research tool, and is not meant to be a specific guide to action. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. 
The Magic Quadrant graphic was published by Gartner, Inc., as part of a larger research note and should be evaluated in the context of the entire report.  The Gartner report is available upon request from Oracle

2009 Magic Quadrant for 

Web Access Management

2009 Magic Quadrant for 

User Provisioning

As of Sept. 30th 2009 As of Nov. 12th 2009

http://gartner.com/silentlocalechooser.jsp?locale=wcw


A Leader in Forrester Wave: 

Identity and Access Management, (November 2009)

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation 
of Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor, product, or service 

depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change.



For More Information

search.oracle.com

or

oracle.com

Identity management




