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Commonwealth of Virginia 
Virginia Information Technologies Agency 

 
GRANTS MANAGEMENT SOLUTIONS (GMS)  

 
 

Date:     January 20, 2015 
 
Contract #:    VA-110215-TTEM 
 
Authorized User:  All Public Bodies including VITA as defined by §2.2-4301  

and referenced by §2.2-4304 of the Code of Virginia 
 
Contractor:    Tetra Tech EM, Inc. 
     240 Continental Drive 
     Suite 200 
     Newark, DE  19713 
 
FIN:     62-1080561 
 
Contact Person:    Andy Mazzeo 
     Voice:  302-283-2233     
     Fax:     302-454-5980 
     Email:  Andy.Mazzeo@tetratech.com 
 
Term:     February 15, 2015 - February 14, 2016 
 
Payment:    Net 30 days 
 
 
For Additional Information, Please Contact: 
 
Supply Chain Management 
Virginia Information Technologies Agency 
 
Mike Novak          
Phone:  804-416-6168      
E-Mail:  mike.novak@vita.virginia.gov   
Fax:      804-416-6361     
 
 
 
 
NOTES: Individual Commonwealth of Virginia employees are not authorized to purchase equipment or 

services for their personal use from this Contract. 
 
 

For updates, please visit our Website at http://www.vita.virginia.gov/procurement/contracts.cfm 
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http://www.vita.virginia.gov/procurement/contracts.cfm


 Page 2 of 2 

CONTRACT # VA-110215-TTEM 
CONTRACT CHANGE LOG  

 
  Change       Effective 
     No.       Description of Change             Date 

1 Renewing contract for additional year 2/15/2014 

2 Mod 1 adds clauses to clarify/define certain terminology used in the 
contract 

09/02/14 

3 Extends contract term 02/15/15 

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

 



AN EQUAL OPPORTUNITY EMPLOYER 

 
 

 

 
 

 
 
 

January 15, 2015 
 
 

Andy Mazzeo  
Tetra Tech Em Inc 
240 Continental Drive 
Suite 200 
Newark Delaware 19713 
 
Mr. Mazzeo, 
 
Per Section 3.A. (“Term and Termination”) of contract VA-110215-TTEM, The Virginia 
Information Technologies Agency has elected to exercise its option to renew the contract for one 
year, from February 15, 2015 through February 14, 2016. Should you have any questions, please 
feel free to contact me. 
 
 
Respectfully, 
Doug Crenshaw 
Strategic Sourcing Manager 
Virginia Information Technologies Agency 
(804) 416-6160 

COMMONWEALTH of VIRGINIA 

Samuel A. Nixon, Jr. 
Chief Information Officer 
E-mail:  cio@vita.virginia.gov 

TDD VOICE -TEL. NO.  
711 

Virginia Information Technologies Agency
11751 Meadowville Lane 

Chester, Virginia  23836-6315 
(804) 416-6100 







 

AN EQUAL OPPORTUNITY EMPLOYER 

 

 

 
 

 

 
January 8, 2014 

 
 

Andy Mazzeo 
Tetra Tech EM Inc.  
 
 
Per Section 3.A. (“Term and Termination”) of contract VA-110215-TTEM, The Virginia 
Information Technologies Agency has elected to exercise its option to renew the contract for one 
year, from February 15, 2014 through February 14, 2015. Should you have any questions, please 
feel free to contact me. 
 
 
Respectfully, 
Doug Crenshaw 
Strategic Sourcing Manager 
Virginia Information Technologies Agency 
(804) 416-6160 

COMMONWEALTH of VIRGINIA 

Samuel A. Nixon, Jr. 
Chief Information Officer 
E-mail:  cio@vita.virginia.gov 

TDD VOICE -TEL. NO.  
711 

Virginia Information Technologies Agency 
11751 Meadowville Lane 

Chester, Virginia  23836-6315 
(804) 416-6100 
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GRANTS MANAGEMENT SOLUTIONS (GMS) 
 INFORMATION TECHNOLOGY SOLUTION CONTRACT 

THIS GMS INFORMATION TECHNOLOGY SOLUTION CONTRACT (“Contract”) is entered into by and 
between the Virginia Information Technologies Agency (VITA) pursuant to §2.2-2012 of the Code of 
Virginia and on behalf of the Commonwealth of Virginia, (hereinafter referred to as “VITA”) and Tetra 
Tech EM Inc.   (Supplier), a corporation headquartered at 240 Continental Drive – Suite 200, Newark, DE 
19713to be effective as of February 15, 2011 (Effective Date).  

1. PURPOSE  
The Supplier shall provide a Grants Management Solution (GMS) for the management of the 
End-to-End request and distribution process of grant funds to include the implementation of the 
GMS; training of the GMS and ongoing support services as related to the GMS.  
This Contract sets forth the terms and conditions under which Supplier agrees to provide and 
implement for Authorized Users a solution for the Grants Management Solution (“Solution”), and 
to provide various Services to the Authorized Users. 

2. DEFINITIONS 

A. Acceptance 
Successful performance of the Solution at the location designated in the applicable Statement of 
Work, or completed and successful Acceptance testing in conformance with the Requirements as 
determined by the Authorized User in the applicable Statement of Work. 

B. Agent 
Any third party independent agent of any Authorized User. 

C. Authorized Users 
All public bodies, including VITA, as defined by §2.2-4301 and referenced by §2.2-4304 of the 
Code of Virginia. 

D. Computer Virus 
Any malicious code, program, or other internal component (e.g., computer virus, computer worm, 
computer time bomb, or similar component), which could damage, destroy, alter or disrupt any 
computer program, firmware, or hardware or which could, in any manner, reveal, damage, 
destroy, alter or disrupt any data or other information accessed through or processed by such 
software in any manner. 

E. Confidential Information 
Any confidential or proprietary information of a Party that is disclosed in any manner, including 
oral or written, graphic, machine readable or other tangible form, to any other Party in connection 
with or as a result of discussions related to this Contract or any order or Statement of Work 
issued hereunder, and which at the time of disclosure either (i) is marked as being “Confidential” 
or “Proprietary”, (ii) is otherwise reasonably identifiable as the confidential or proprietary 
information of the disclosing Party, or (iii) under the circumstances of disclosure should 
reasonably be considered as confidential or proprietary information of the disclosing Party.   

F. Deliverable 
The tangible embodiment of the Services, including the development or creation of Work Product, 
performed or the Solution or Solution component provided by Supplier as identified in the 
applicable Statement of Work. 

G. Documentation 
Those materials detailing the information and instructions needed in order to allow any Authorized 
User and its Agents to make productive use of the Solution, and to implement and develop self-
sufficiency with regard to the Solution as may be specified in a Statement of Work issued 
hereunder. 
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H. Electronic Self-Help 
Any use of electronic means to exercise Supplier’s license termination rights, if allowable 
pursuant to the Software License section of this Contract, upon breach or cancellation, 
termination or expiration of this Contract or any order placed hereunder. 

I. Party 
Supplier, VITA, or any Authorized User. 

J. Receipt  
An Authorized User or its Agent has physically received any deliverable at the correct “ship-to” 
location. 

K. Requirements 
The functional, performance, operational, compatibility, Acceptance testing criteria and other 
parameters and characteristics of the Service(s) and Deliverables as set forth in Exhibit A and the 
applicable Statement of Work and such other parameters, characteristics, or performance 
standards that may be agreed upon in writing by the Parties. In case of conflict, see the Entire 
Contract clause for order of precedence. 

L. Services 
Any work performed or service provided, including development and maintenance of the Solution, 
software modifications, installation, support, training, and provision to the Authorized User of any 
Deliverable described in the applicable SOW, provided by Supplier under this Contract for an 
Authorized User. Services include the discovery, creation, or development of Work Product, if 
any. 

M. Software 
The programs and code provided by Supplier under this Contract as a component(s) of the 
Solution, and any subsequent modification of such programs and code, excluding Work Product. 

N. Software Publisher 
The licensor of the Software provided by Supplier under this Contract, if distinct from Supplier. 

O. Statement of Work (SOW) 
Any document in substantially the form of Exhibit D (describing the deliverables, due dates, 
assignment duration and payment obligations for a specific project, engagement, or assignment 
for which Supplier shall be providing a Solution and/or Services to an Authorized User), which, 
upon signing by both Parties, shall be deemed a part of this Contract. 

P. Supplier 
Means the Supplier and any of its Affiliates (i.e., an entity that controls, is controlled by, or is 
under common control with Supplier).  

Q. Work Product 
Inventions, combinations, machines, methods, formulae, techniques, processes, improvements, 
software designs, computer programs, strategies, specific computer-related know-how, data and 
original works of authorship (collectively, the "Work Product") discovered, created, or developed 
by Supplier, or jointly by Supplier and an Authorized User(s) in the performance of this Contract 
or any order issued hereunder. Work Product shall not include configuration of software. 

3. TERM AND TERMINATION 

A. Contract Term 
This Contract is effective and legally binding as of the Effective Date and, unless terminated as 
provided for in this section, shall continue to be effective and legally binding for a period of  three 
(3) years. VITA, in its sole discretion, may extend this Contract for up to two (2) additional one  (1) 
year periods after the expiration of the initial three (3) year period.  VITA will issue a written 
notification to the Supplier stating the extension period thirty (30) days prior to the expiration of 
any current term. In addition, performance of an order or SOW issued during the term of this 
Contract may survive the expiration of the term of this Contract, in which case all terms and 
conditions required for the operation of such order or SOW shall remain in full force and effect 
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until the Solution and all Services pursuant to such order or SOW have met the final Acceptance 
criteria of the applicable Authorized User. 

B. Termination for Convenience  
VITA may terminate this Contract, in whole or in part, or any order or SOW issued hereunder, in 
whole or in part, or an Authorized User may terminate an order or SOW, in whole or in part, upon 
not less than thirty (30) days prior written notice at any time for any reason.   

C. Termination for Breach or Default 
VITA shall have the right to terminate this Contract, in whole or in part, or any order or SOW 
issued hereunder, in whole or in part, or an Authorized User may terminate an order or SOW, in 
whole or in part, for breach and/or default of Supplier. Supplier shall be deemed in breach and/or 
default in the event that Supplier fails to meet any material obligation set forth in this Contract or 
in any order or SOW issued hereunder. 

If VITA deems the Supplier to be in breach and/or default, VITA shall provide Supplier with notice 
of breach and/or default and allow Supplier fifteen (15) days to cure the breach and/or default If 
Supplier fails to cure the breach as noted, VITA may immediately terminate this Contract or any 
order or SOW issued hereunder, in whole or in part. If an Authorized User deems the Supplier to 
be in breach and/or default of an order or SOW, such Authorized User shall provide Supplier with 
notice of breach and/or default and allow Supplier fifteen (15) days to cure the breach and/or 
default. If Supplier fails to cure the breach and/or default as noted, such Authorized User may 
immediately terminate its order or SOW, in whole or in part. Any such termination shall be 
deemed a Termination for Breach or Termination for Default. In addition, if Supplier is found by a 
court of competent jurisdiction to be in violation of or to have violated 31 USC 1352 or if Supplier 
becomes a party excluded from Federal Procurement and Nonprocurement Programs, VITA may 
immediately terminate this Contract, in whole or in part, for breach, and VITA shall provide written 
notice to Supplier of such termination. Supplier shall provide prompt written notice to VITA if 
Supplier is charged with violation of 31 USC 1352 or if federal debarment proceedings are 
instituted against Supplier.  

D. Termination for Non-Appropriation of Funds 
All payment obligations under this Contract are subject to the availability of legislative 
appropriations at the federal, state, or local level, for this purpose. In the event of non-
appropriation of funds, irrespective of the source of funds, for the items under this Contract, VITA 
may terminate this Contract, in whole or in part, or any order, in whole or in part, or an Authorized 
User may terminate an order, in whole or in part, for those goods or services for which funds have 
not been appropriated. Written notice will be provided to the Supplier as soon as possible after 
legislative action is completed.  

E. Effect of Termination  
Upon termination, neither the Commonwealth, nor VITA, nor any Authorized User shall have any 
future liability except for Deliverables accepted by the Authorized User or Services rendered by 
Supplier and accepted by the Authorized User prior to the termination date.  

In the event of a Termination for Breach or Termination for Default, Supplier shall accept return of 
any Deliverable that was not accepted by the Authorized User(s), and Supplier shall refund any 
monies paid by any Authorized User for such Deliverable, and all costs of de-installation and 
return of Deliverables shall be borne by Supplier. 

F. Transition of Services 
Prior to or upon expiration or termination of this Contract and at the request of VITA, Supplier 
shall provide all appropriate and reasonable assistance as VITA or an Authorized User may 
reasonably require to transition Solution-related Services to any other supplier with whom VITA or 
such Authorized User contracts for provision of a GMS. This obligation may extend beyond 
expiration or termination of the Contract for a period not to exceed three (3) months. In the event 
of a termination for breach and/or default of Supplier, Supplier shall provide such assistance at no 
charge or fee to VITA or any Authorized User; otherwise, Supplier shall provide such assistance 
at the hourly rate or a charge agreed upon by Supplier and VITA or an Authorized User.  
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G. Contract Kick-Off Meeting 
Within 10 days of Contract award, Supplier may be required to attend a contract orientation 
meeting, along with the VITA contract manager/administrator, the VITA and/or other CoVa 
Agency project manager(s) or authorized representative(s), technical leads, VITA representatives 
for SWaM and Sales/IFA reporting, as applicable, and any other significant stakeholders who 
have a part in the successful performance of this Contract. The purpose of this meeting will be to 
review all contractual obligations for both parties, all administrative and reporting requirements, 
and to discuss any other relationship, responsibility, communication and performance criteria set 
forth in the Contract.  The Supplier may be required to have its assigned account manager as 
specified in Section 6.0 and a representative from its contracts department in attendance.  The 
time and location of this meeting will be coordinated with Supplier and other meeting participants 
by the VITA contract manager. 

H. Contract Closeout 
Prior to the contract’s expiration date, Supplier may be provided contract close out documentation 
and shall complete, sign and return to VITA Supply Chain Management within 30 days of receipt.  
This documentation may include, but not be limited to:    Patent/Royalty Certificate, Tangible 
Property/Asset Certificate, Escrow Certificate, SWaM Reports Completion Certificate, Sales 
Reports/IFA Payments Completion Certificate, and Final Payment Certificate.  Supplier is 
required to process these as requested to ensure completion of close-out administration and to 
maintain a positive performance reputation with the Commonwealth of Virginia. Any closeout 
documentation not received within 30 days of Supplier’s receipt of our request will be 
documented in the contract file as Supplier non-compliance. Supplier’s non-compliance may 
affect any pending payments due the Supplier, including final payment, until the documentation is 
returned. 

4. SOFTWARE LICENSE 
If Authorized User is a state agency, board, commission, or other quasi-political entity of the 
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, the license 
shall be held by the Commonwealth. If Authorized User is a locality, municipality, school, school 
system, college, university, local board, local commission, or local quasi-political entity, the license 
shall be held by that public body. 

A. License Grant 
i). Supplier grants to the Commonwealth and all Authorized Users a fully paid, perpetual, 

worldwide, nonexclusive, transferable, irrevocable object code license to use, copy, modify, 
transmit and distribute the Software and Documentation including any subsequent revisions, 
in accordance with the terms and conditions set forth herein and subject only to the 
limitations and/or restrictions explicitly set forth in this Contract. It is expressly understood 
that “perpetual” license rights shall commence upon delivery of the Software to the 
Authorized User and shall exist in perpetuity unless otherwise terminated in accordance with 
the applicable provisions of the Contract. The Software is the property of Supplier, and no 
title or ownership of the Software or any of its parts, including Documentation, shall transfer 
to the Commonwealth or any Authorized User.  

ii). The Commonwealth and all Authorized Users shall have the right to use, copy, modify, 
transmit and distribute the Software for their benefit, for government use and purposes, and 
for the benefit of their Agents, including internal and third-party information processing. 

iii). The Commonwealth and any Authorized User may allow access to the Software by third 
party vendors who are under contract with an Authorized User to provide services to or on 
behalf of such Authorized User, or by other entities as required for conducting the business of 
government.  Access includes loading or executing the Software on behalf of such Authorized 
Users or their Agents. 

iv). The license fee includes a test system copy, which consists of the right to use the Software 
for non-production test purposes, including but not limited to, problem/defect identification, 
remediation, and resolution, debugging, new version evaluation, Software interface testing, 
and disaster recovery technique analysis and implementation. 
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v). In the event that all of an Authorized User’s copies of the Software, including all backup 
copies, are destroyed, irreparably damaged or otherwise lost due to fire, explosion, sabotage, 
flood or other disaster, Supplier shall provide to such Authorized User, at no additional cost, 
replacement copies of the Software and Documentation.  Nothing contained in this Section 
shall obligate Supplier to replace or assist in the recovery of data lost concurrent with the loss 
of the Software. 

vi). An Authorized User may make a reasonable number of copies of the Software and 
Documentation for use in training, support, demonstrations, backup, archiving, disaster 
recovery and development, and may run the Software concurrently at a back-up site, for no 
additional license fees or costs. Such Authorized User agrees that any copies of the Software 
or Documentation that it makes under this Contract shall bear all copyright, trademark and 
other proprietary notices included therein by Supplier.  An Authorized User may add its own 
copyright or other proprietary notice, or copyright or other proprietary notice of the 
Commonwealth, to any copy of the Software or Documentation, which contains modifications 
to which the Commonwealth or such Authorized User has ownership rights pursuant to this 
Contract. 

vii). Except as expressly authorized, an Authorized User shall not distribute the Software to any 
third party without Supplier’s prior written consent. 

viii). Except as provided or allowed by law, no Party shall reverse engineer, decompile, 
disassemble, or otherwise attempt to derive source code or other trade secrets from any 
software or other intellectual property of any other Party. 

Nothing contained herein shall be construed to restrict or limit the rights of the Commonwealth or 
any Authorized User to use any technical data, which the Commonwealth or such Authorized 
User may already possess or acquire under proper authorization from other sources. 

Compliance with the terms and conditions of any license granted pursuant to this Contract is 
solely the responsibility of the Authorized User which purchased such license or for which such 
license was purchased and not the responsibility of VITA, unless VITA purchased such license on 
its own behalf. 

B. License Type 
All licenses granted, regardless of the type, include all uses set forth above. License type may 
vary by Software product and shall be set forth in Exhibit B and identified on any order issued 
pursuant to this Contract. 

The project specific license authorizes use of the Software on any CPU; system owned or opted 
by the Commonwealth or an Authorized User, and by any user, without limitation as to quantity or 
location for GMS. 

C. No Subsequent, Unilateral Modification of Terms by Supplier (“Shrink Wrap”) 
Notwithstanding any other provision or other unilateral license terms which may be issued by 
Supplier after the Effective Date of this Contract, and irrespective of whether any such provisions 
have been proposed prior to or after the issuance of an order for a Solution, the components of 
which are licensed under this Contract, or the fact that such other agreement may be affixed to or 
accompany Software upon delivery (“shrink wrap”), the terms and conditions set forth herein shall 
supersede and govern licensing and delivery of all products and services hereunder. 

5. RIGHTS TO WORK PRODUCT 
If Authorized User is a state agency, board, commission, or other quasi-political entity of the 
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, any license to 
pre-existing work shall be held by, and all rights in, title to, and ownership of Work Product shall vest 
with the Commonwealth. If Authorized User is a locality, municipality, school, school system, college, 
university, local board, local commission, or local quasi-political entity, any license to pre-existing 
work shall be held by, and all rights in, title to, and ownership of Work Product shall vest with that 
public body. 
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A. Work Product 
VITA and Supplier each acknowledge that performance of this Contract may result in Work 
Product.  The Parties shall document all Work Product specifications and such specifications 
shall be made an incorporated exhibit to this Contract.  Supplier agrees that it shall promptly and 
fully disclose to the Commonwealth or the Authorized User any and all Work Product generated, 
conceived, reduced to practice or learned by Supplier or any of its employees, either solely or 
jointly with others, during the term or performance of this Contract, which in any way relates to the 
business of the Commonwealth, VITA or any Authorized User.  Supplier further agrees that 
neither Supplier nor Supplier's employees, contractors, agents or subcontractors, nor any party 
claiming through Supplier or Supplier's employees, shall, other than in the performance of this 
Contract, make use of or disclose to others any proprietary information relating to the Work 
Product. All Services performed hereunder shall include delivery of all source and object code 
and all executables and documentation for all Work Product.  Supplier shall at no time deny 
access to the Work Product, regardless of form, by the Commonwealth or the Authorized User. 

B. Ownership 
Supplier agrees that, whether or not the Services are considered “works made for hire” or an 
employment to invent, all Work Product discovered, created or developed under this Contract 
shall be and remain the sole property of the Commonwealth and its assigns or the Authorized 
User and its assigns.  Except as specifically set forth in writing and signed by both VITA and 
Supplier, or Authorized User and Supplier, Supplier agrees that the Commonwealth or the 
Authorized User shall have all rights with respect to any Work Product discovered, created or 
developed under this Contract without regard to the origin of the Work Product.   

If and to the extent that Supplier may, under applicable law, be entitled to claim any ownership 
interest in the Work Product, Supplier hereby irrevocably transfers, grants, conveys, assigns and 
relinquishes exclusively to the Commonwealth or the Authorized User any and all right, title and 
interest it now has or may hereafter acquire in and to the Work Product under patent, copyright, 
trade secret and trademark law in perpetuity or for the longest period otherwise permitted by law. 
If any moral rights are created, Supplier waives such rights in the Work Product.  Supplier further 
agrees as to the Work Product to assist the Commonwealth or the Authorized User in every 
reasonable way to obtain and, from time to time, enforce patents, copyrights, trade secrets and 
other rights and protection relating to the Work Product, and to that end, Supplier and its 
employees shall execute all documents for use in applying for and obtaining such patents, 
copyrights, and other rights and protection, and in protecting trade secrets, with respect to such 
Work Product, as the Commonwealth or the Authorized User may reasonably request, together 
with any assignments thereof to the Commonwealth or the Authorized User or entities designated 
by the Commonwealth or the Authorized User.   

C. Pre-existing Rights 
If and to the extent that any pre-existing rights are embodied or reflected in the Work Product, 
Supplier hereby grants to the Commonwealth or the Authorized User the irrevocable, perpetual, 
non-exclusive, worldwide, royalty-free right and license to (i) use, execute, reproduce, display, 
perform, distribute copies of and prepare derivative works based upon such pre-existing rights 
and any derivative works thereof and (ii) authorize others to do any or all of the foregoing. 

D. Return of Materials 
Upon termination of this Contract, Supplier shall immediately return to VITA or the appropriate 
Authorized User all copies, in whatever form, of any and all Confidential Information, Work 
Product and other properties provided by VITA or such Authorized User, which are in Supplier's 
possession, custody or control. 

6. SUPPLIER PERSONNEL 

A. Selection and Management of Supplier Personnel 
Supplier shall take such steps as may be necessary to ensure that all Supplier personnel 
performing under this Contract are competent and knowledgeable of the contractual 
arrangements and the applicable SOW between Authorized User and Supplier.  Supplier shall be 
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solely responsible for the conduct of its employees, agents, and subcontractors, including all acts 
and omissions of such employees, agents, and subcontractors, and shall ensure that such 
employees and subcontractors comply with the appropriate Authorized User’s site security, 
information security and personnel conduct rules, as well as applicable federal, state and local 
laws, including export regulations.  Authorized User reserves the right to require the immediate 
removal from such Authorized User’s premises of any employee, subcontractor or agent of 
Supplier whom such Authorized User believes has failed to comply or whose conduct or behavior 
is unacceptable or unprofessional or results in a security or safety breach. 

B. Supplier Personnel Supervision 
Supplier acknowledges that Supplier, or any of its agents, contractors, or subcontractors, is and 
shall be the employer of Supplier personnel, and shall have sole responsibility to supervise, 
counsel, discipline, review, evaluate, set the pay rates of and terminate the employment of 
Supplier personnel. 

C. Key Personnel 
An SOW may designate certain of Supplier’s personnel as Key Personnel or Project Managers. 
Supplier’s obligations with respect to Key Personnel and Project Managers shall be described in 
the applicable SOW. Failure of Supplier to perform in accordance with such obligations may be 
deemed a default of this Contract or of the applicable SOW. 

D. Subcontractors 
Supplier shall not use subcontractors to perform the Services unless specifically authorized in 
writing to do so by the Authorized User. If an order or SOW issued pursuant to this Contract is 
supported in whole or in part with federal funds, Supplier shall not subcontract any Services 
pursuant to such order or SOW to any subcontractor that is a party excluded from Federal 
Procurement and Nonprocurement Programs. In no event shall Supplier subcontract any 
Services to any subcontractor which is debarred by the Commonwealth of Virginia or which owes 
back taxes to the Commonwealth and has not made arrangements with the Commonwealth for 
payment of such back taxes. 

7. GENERAL WARRANTY 
Supplier warrants and represents to VITA the Solution described in Exhibit A as follows: 

A. Ownership 
Supplier has the right to provide the Solution without violating or infringing any law, rule, 
regulation, copyright, patent, trade secret or other proprietary right of any third party. 

B. Solution and Documentation 
Supplier warrants the following with respect to the Solution: 

i). The Solution is pursuant to a particular Request for Proposal (“RFP”), quote, or Request for 
Quote (RFQ), and therefore such Solution shall be fit for the particular purposes specified by 
VITA in the RFP and in this Contract, and if applicable, by the Authorized User requesting 
such quote or issuing such RFQ. Further, Supplier is possessed of superior knowledge with 
respect to the Solution and is aware that all Authorized Users are relying on Supplier's skill 
and judgment in providing the Solution;  

ii). If the RFP or RFQ specified or if Exhibit A or Supplier’s quote specifies the hardware 
equipment an Authorized User shall use to run the Solution, then Supplier warrants the 
Solution, and any subsequent Solution component Software release, is compatible with and 
shall perform well with such hardware equipment; 

iii). The Solution provided hereunder includes component Software at the current release level 
unless an Authorized User specifies an older version in its order; 

iv). No corrections, work arounds or future Software or Solution component Software releases 
provided by Supplier under the warranty provisions or under maintenance shall degrade the 
Solution, cause any other warranty to be breached, or require an Authorized User to acquire 
additional hardware equipment or software; 
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v). Supplier warrants that the Documentation and all modifications or amendments thereto which 
Supplier is required to provide under this Contract shall be sufficient in detail and content to 
allow a user/programmer to understand fully the Solution without reference to any other 
materials or information. 

C. Limited Warranty 
During the warranty period of twelve (12) months or as specified in the applicable SOW, Supplier 
warrants that the Solution shall meet or exceed the Requirements.  Supplier shall correct, at no 
additional cost to any Authorized User, all errors identified during the warranty period that result in 
a failure of the Solution to meet the Requirements. 

D. Malicious Code 
Supplier has used its best efforts through quality assurance procedures to ensure that there are 
no Computer Viruses or undocumented features in the Solution at the time of delivery to an 
Authorized User. Supplier warrants that the Solution does not contain any embedded device or 
code (e.g., time bomb) that is intended to obstruct or prevent any Authorized User’s use of the 
Solution.  Notwithstanding any rights granted under this Contract or at law, Supplier hereby 
waives under any and all circumstances any right it may have or may hereafter have to exercise 
Electronic Self-Help.  Supplier agrees that an Authorized User may pursue all remedies provided 
under law in the event of a breach or threatened breach of this Section, including injunctive or 
other equitable relief. 

E. Open Source 
Supplier will notify all Authorized Users if the Solution contains any Open Source code and 
identify the specific Open Source License that applies to any embedded code dependent on 
Open Source code, provided by Supplier under this Contract. 

F. Supplier’s Viability 
Supplier warrants that it has the financial capacity to perform and continue to perform its 
obligations under this Contract; that Supplier has no constructive or actual knowledge of a 
potential legal proceeding being brought against Supplier that could materially adversely affect 
performance of this Contract; and that entering into this Contract is not prohibited by any contract, 
or order by any court of competent jurisdiction. 

G. Supplier’s Past Experience 
Supplier warrants that a solution of similar scope and complexity as the Solution required by this 
Contract, including all component products and services, has been installed and is operating in a 
production environment in a non-related third party’s facility without significant problems due to 
the solution or Supplier. 

THE OBLIGATIONS OF SUPPLIER UNDER THIS GENERAL WARRANTY SECTION ARE MATERIAL.  
SUPPLIER MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT 
LIMITATION ANY CONCERNING MERCHANTABILITY OR FITNESS FOR ANY OTHER PARTICULAR 
PURPOSE. 

8. DELIVERY AND INSTALLATION 

A. Scheduling 
Supplier shall deliver the Solution, including any component parts, and complete performance of 
Services according to the delivery dates set forth on the appropriate order. 

Supplier shall make available all appropriate and/or related Documentation at the time of delivery 
of the relevant component of the Solution. Any Solution component delivered without the 
appropriate and required Documentation shall be considered "shipped short" until the applicable 
documentation has been received.  

B. Deployment of Solution 
1. Supplier Deployment of Solution 

The Solution fee includes initial deployment of the complete Solution.  Supplier is required to 
deploy the Solution in accordance with the deployment schedule set forth on the order.  
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Deployment shall include the installation of any Software component and, if agreed, any 
hardware component, of the Solution. Supplier shall conduct its standard appropriate 
diagnostic evaluation at the Authorized User’s user site to determine that the Solution is 
properly deployed and fully ready for productive use, and shall supply such Authorized User 
with a copy of the results of the diagnostic evaluation promptly after completion of 
deployment. 
Supplier agrees that failure to deploy the Solution in accordance with the delivery schedule in 
the applicable order shall constitute a material breach of this Contract resulting in damages to 
such Authorized User.  As an estimate of the damages such Authorized User shall suffer, 
Supplier agrees to credit such Authorized User an amount equal to one percent (01%) of the 
total Solution fee, for each day after the scheduled deployment date that the Solution has not 
been deployed for a period of thirty (30) days following the agreed upon delivery date, unless 
mutually agreed upon modifications to the project schedule are applied through the proposed 
change management plan of the Authorized User’s particular order.  If the delay lasts longer 
than thirty (30) days, such Authorized User may immediately cancel the order and collect 
damages for each day of that period of late delivery.  Such Authorized User reserves any and 
all other remedies available at law or in equity for delays lasting longer than thirty (30) days or 
for non-deployment. 

2. Authorized User Installation of Software 
If the Solution includes Software which may be installed by an Authorized User and such 
Authorized User elects to install the Software itself, the Software shall be deemed to be 
installed when all programs, program libraries and user interfaces are copied to and initialized 
on the appropriate equipment as executable by having the ordering Authorized User invoke 
the primary function of each major component of the Software or when Acceptance criteria 
have been met. Authorized User shall provide to Supplier written notice of Acceptance upon 
completion of installation and successful Acceptance testing. Supplier shall proceed with full 
deployment of the Solution concurrently with or after Authorized User’s installation of the 
Software, as agreed between the Authorized User and Supplier in the SOW. 

C. Documentation of Software Configuration 
If the Solution includes configuration of Software by Supplier, Supplier shall provide to the 
appropriate Authorized User documentation containing a description of the configuration. Such 
documentation shall be sufficiently detailed such that any appropriately trained employee or 
Agent of any Authorized User may reconstruct the configuration of the Software. 

9. ACCEPTANCE  

A. Software and Deliverable Acceptance Criteria 
Software and Deliverables shall be deemed accepted when the Authorized User determines that 
such Software and Deliverables successfully operate in accordance with the Requirements. At a 
minimum, Acceptance Criteria for Software and Deliverables, and for the Solution as a whole, 
shall ensure that all of the functionality described in the Requirements set forth in Exhibit A and 
required by the Authorized User in the applicable SOW has been delivered to the Authorized 
User. Acceptance of any one Deliverable shall not imply Authorized User’s concurrence that the 
Deliverable will function properly with or within the Solution. Supplier shall be responsible for 
ensuring that all Deliverables function properly within the Solution. Should a previously Accepted 
Deliverable require further modification in order to work properly with or within the Solution, 
Supplier shall be responsible for all costs associated with such modification. 

Such Authorized User agrees to commence Acceptance testing within fifteen business (15) days, 
or within such other period as set forth in the applicable SOW, after receipt of the Software or 
Deliverable.  Acceptance testing will be no longer than thirty (30)  days, or such longer period as 
may be agreed in writing between Authorized User and Supplier, for the first instance of each 
product type set forth in Exhibit B.  Supplier agrees to provide to such Authorized User such 
assistance and advice as such Authorized User may reasonably require, at no additional cost, 
during such Acceptance testing, other than pre-approved travel expenses for time and materials 
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type SOWs or for fixed price type SOWs in which travel expenses were expressly excluded from 
the total price of the SOW. Any such travel expenses must be pre-approved by the Authorized 
User and shall be reimbursable by such Authorized User at the then-current per diem amounts as 
published by the Virginia Department of Accounts 
(http://www.doa.virginia.gov/Admin_Services/CAPP/CAPP_Topics/20335_Meals_Lodging_102008.pdf, or a 
successor URL(s)). Authorized User shall provide to Supplier written notice of Acceptance upon 
completion of successful Acceptance testing. Should Authorized User fail to provide Supplier 
written notice of successful or unsuccessful Acceptance testing within five (5) days following the 
Acceptance testing period, the Service shall be deemed Accepted. 

B. Software and Deliverable Cure Period 
Supplier shall correct any non-conformities identified during Acceptance testing and re-submit 
such non-conforming Software or Deliverable for re-testing within fifteen (15) business  days of 
the appropriate Authorized User’s written notice of non-conformance, or as otherwise agreed 
between such Authorized User and Supplier in the applicable SOW.  Should Supplier fail to cure 
the non-conformity or deliver Software or a Deliverable which meets the Requirements, such 
Authorized User may, in its sole discretion: (i) reject the Software or Deliverable in its entirety and 
recover amounts previously paid hereunder; (ii) issue a “partial Acceptance” of the Software or 
Deliverable with an equitable adjustment in the price to account for such deficiency; or (iii) 
conditionally accept the applicable Software or Deliverable while reserving its right to revoke 
Acceptance if timely correction is not forthcoming. Failure of the Software or a Deliverable to 
meet, in all material respects, the Requirements after the second set of acceptance tests shall 
constitute a default by Supplier. In the event of such default, the Authorized User may, at its sole 
discretion, terminate its order or SOW, in whole or in part, for the Solution to be provided 
thereunder by Supplier.  

C. Solution Acceptance Criteria 
Solution shall be deemed accepted when the Authorized User determines that such Solution 
successfully operates in accordance with the Requirements.  Such Authorized User agrees to 
commence Acceptance testing within fifteen (15) business days after deployment of the Solution.  
Acceptance testing will be completed within thirty (30) days, or such longer period as may be 
agreed in writing between Authorized User and Supplier, after deployment of the Solution. 
Supplier agrees to provide to such Authorized User such assistance and advice as such 
Authorized User may reasonably require, at no additional cost, during such Acceptance testing, 
other than pre-approved travel expenses for time and materials type SOWs or for fixed price type 
SOWs in which travel expenses were expressly excluded from the total price of the SOW. Any 
such travel expenses must be pre-approved by the Authorized User and shall be reimbursable by 
such Authorized User at the then-current per diem amounts as published by the Virginia 
Department of Accounts 
http://www.doa.virginia.gov/Admin_Services/CAPP/CAPP_Topics/20335_Meals_Lodging_102008.pdf, or a 
successor URL(s)). Authorized User shall provide to Supplier written notice of Acceptance upon 
completion of successful Acceptance testing. Should Authorized User fail to provide Supplier 
written notice of successful or unsuccessful Acceptance testing within five (5) days following the 
Acceptance testing period, the Service shall be deemed Accepted. 

D. Solution Cure Period 
Supplier shall correct any non-conformities identified hereunder and shall thereafter re-submit 
such previously non-conforming Solution or component products or Services for re-testing within 
fifteen (15) days of written notice of non-conformance to Supplier, or as otherwise agreed 
between the Authorized User and Supplier.  Should Supplier fail to deliver a Solution which meets 
the Requirements, such Authorized User may, in its sole discretion: (i) reject the Solution in its 
entirety and recover amounts previously paid hereunder; (ii) issue a “partial Acceptance” of the 
Solution with an equitable adjustment in the price to account for such deficiency; or (iii) 
conditionally accept the applicable Solution while reserving its right to revoke Acceptance if timely 
correction is not forthcoming. Failure of the Solution to meet, in all material respects, the 
specifications and performance standards after the second set of acceptance tests shall 
constitute a default by Supplier. In the event of such default, the Authorized User may, at its sole 
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discretion, terminate its order, in whole or in part, for the Solution to be provided thereunder by 
Supplier.  

10. WARRANTY AND MAINTENANCE SERVICES 
At any time during the Warranty or Maintenance Period, as applicable, Supplier shall provide the 
following warranty or maintenance services (including unlimited telephonic support and all necessary 
travel and labor) to maintain the Solution in accordance with the Requirements. During the Warranty 
Period, such services shall be performed without additional charge to any Authorized User. During 
the Maintenance Period, charges shall be in accordance with this Section and Exhibit B. 

A. Known Defects 
Promptly notify all Authorized Users in writing of any defects or malfunctions in the Solution or 
Documentation of which it learns from any source other than an Authorized User, correct any 
such defects or malfunctions or provide a work around until corrected, within twenty (20) business 
days of Supplier’s knowledge of such defect or malfunction and provide all Authorized Users with 
corrected copies of same. 

B. New Releases 
Provide to all Authorized Users no later than the first day of general release, copies of the 
Software and Documentation revised to reflect any enhancements, including all new releases, 
upgrades, and access modes, to the Software made by Supplier, including, without limitation, 
modifications to the Software which can increase the speed, efficiency or base of operation of the 
Software or add additional capabilities to or otherwise improve the functionality of the Software. 

C. Coverage 
Supplier will provide support to any Authorized Users all reasonably necessary telephone or 
written consultation requested by such Authorized Users in connection with use, problems and 
operation of the Solution. Supplier will provide support coverage during standard business hours 
of Monday through Friday, from the hours of 8:00 a.m. Eastern Time to 5:00 p.m. Eastern Time, 
excluding Commonwealth of Virginia designated holidays.   

D. Service Levels 
Resolve all problems according to Exhibit H. 

E. Software Evolution 
Should Supplier or Software Publisher merge or splinter the Software previously provided to any 
Authorized User, such action on the part of Supplier or Software Publisher shall not in any way 
result in any Authorized User being charged additional license or support fees in order to receive 
enhancements, releases, upgrade or support for the Software. 

If Supplier or Software Publisher reduces or replaces functionality contained in a licensed 
Software product and provides the same or substantially similar functionality as or within a 
separate or renamed Software product, then the Commonwealth or the Authorized User shall be 
entitled to license such Software product at no additional license or maintenance fee, and subject 
to the terms and conditions herein. 

If Supplier or Software Publisher releases an option, future Software product or other release that 
has substantially the same functionality as the Software products provided under this Contract, 
and Software Publisher and/or Supplier ceases to provide maintenance for the older Software 
product, then Supplier shall offer the Commonwealth or the Authorized User the option to 
exchange licenses for such replacement Software product or function at no additional charge. 

F. Escalation Procedures  
Refer to Exhibit H 

G. Remedies 
If Supplier is unable to make the Solution or any component thereof conform, in all material 
respects, within thirty (30) days following notification by an Authorized User, Supplier shall, at 
such Authorized User’s request, accept return of the tangible Solution components, and (a) 
during the Warranty Period, return all monies paid by such Authorized User for the returned 
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Solution components and Documentation or (b) during any subsequent Maintenance Period, 
return all monies paid by such Authorized User for the returned Solution components and 
Documentation, pro-rated using the straight-line method for an estimated Solution life cycle of 
seven (7) years. Authorized User shall discontinue use of any Solution component Software or 
product.  

H. Solution Support Services (Maintenance) and Renewal Options  
Sixty (60) days prior to the expiration of the Warranty Period, Supplier shall notify the Authorized 
User in writing of such expiration, and the Authorized User, at its sole discretion, may order from 
Supplier Solution support Services (“Maintenance Services”), including new Software releases, 
updates and upgrades, for a period of one (1) year (“Maintenance Period”) and for an annual fee 
as described in Exhibit B of this Contract. Supplier shall notify the Authorized User sixty (60) days 
prior to the expiration of the Maintenance Period, and the Authorized User, at its sole discretion, 
may renew Maintenance Services for an additional one (1) year period. The annual fee for 
Maintenance Services shall not exceed the fee charged for the preceding year’s Maintenance 
Services.  Supplier warrants that it shall make Support Services available for all the Solution 
components listed in Exhibit B for a period of at least five (5) years from the expiration of the 
initial Warranty Period of any Solution provided to an Authorized User pursuant to this Contract.  
Cancellation of Maintenance Services by an Authorized User shall not affect this Contract or the 
grant of any license by Supplier. 

11. TRAINING AND DOCUMENTATION 
The Solution fee includes all costs for the training of five (5) Authorized User trainer at an Authorized 
User’s designated location on the use and operation of the Solution, including instruction in any 
necessary conversion of such Authorized User’s data for such use.  Pursuant to a mutually agreed 
upon schedule, Supplier shall provide personnel sufficiently experienced and qualified to conduct 
such training.  Available optional training, and applicable pricing and discounts, are described in 
Exhibit B.   

Supplier shall deliver to any Authorized User, five (5) complete hard copies or electronic media of 
Documentation, as requested by such Authorized User.  Any Authorized User shall have the right, as 
part of the license granted herein, to make as many additional copies of the Documentation, in whole 
or in part, for its own use as required. This Documentation shall include, but not be limited to, 
overview descriptions of all major functions, detailed step-by-step operating procedures for each 
screen and activity, and technical reference manuals.  Such Documentation shall be revised by 
Supplier to reflect any modifications made by Supplier to the Solution.  Any Authorized User shall 
have the right, as part of the license granted herein, at its own discretion, to take all or portions of the 
Documentation, modify or completely customize it in support of the authorized use of the Solution and 
may duplicate such Documentation and include it in such Authorized User’s document or platform.  
All Authorized Users shall continue to include Supplier’s copyright notice. 

12. FEES, ORDERING AND PAYMENT PROCEDURE 

A. Fees and Charges 
As consideration for the Solution and any additional products and Services provided hereunder, 
an Authorized User shall pay Supplier the fee(s) set forth on Exhibit B, which lists any and all fees 
and charges.  The fees and any associated discounts shall be applicable throughout the term of 
this Contract.  Supplier agrees to offer price reductions to ensure compliance with the 
Competitive Pricing Section. 

B. Reproduction Rights 
At an Authorized User’s request, Supplier shall provide the Authorized User with a reproducible 
diskette or CD.  Such Authorized User shall be responsible for making copies and distributing the 
Software as required.  Within thirty (30) days of the end of each calendar quarter, such 
Authorized User shall provide to Supplier a report of the net number of additional copies of the 
Software deployed during the quarter.  Supplier shall invoice such Authorized User for the net 
number of new licenses reported as deployed.  
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C. Solution Demonstration 
At the request of any Authorized User, Supplier shall perform a demonstration of its Solution at 
such Authorized User’s location and at no charge. 

D. Statement of Work (SOW) 
An SOW shall be required for any Solution ordered by an Authorized User pursuant to this 
Contract. All Services shall be performed at the times and locations set forth in the applicable 
SOW and at the rates set forth in Exhibit B herein. Unless VITA issues a written authorization for 
a time and materials type SOW, any SOW shall be of a fixed price type but may, with the written 
approval of VITA, contain a cost-reimbursable line item(s) for pre-approved travel expenses. For 
time and materials type SOWs, Supplier personnel shall maintain daily time records of hours and 
tasks performed, which shall be submitted or made available for inspection by the Authorized 
User upon forty-eight (48) hours advance written notice. 

Any change to an SOW must be described in a written change request. Either Party to an SOW 
may issue a change request that will be subject to written approval of the other Party before it 
becomes part of this Contract. In no event shall any SOW or any modification thereto require the 
Supplier to provide any products or services that are beyond the scope of this Contract as such 
scope is defined in Exhibit A hereto.  

E. Ordering 
Notwithstanding all Authorized User’s rights to license or purchase Supplier’s products or 
services under this Contract, an Authorized User is under no obligation to purchase or license 
from Supplier any of Supplier’s products or services. This Contract is optional use and 
non-exclusive, and all Authorized Users may, at their sole discretion, purchase, license or 
otherwise receive benefits from third party suppliers of products and services similar to, or in 
competition with, the products and services provided by Supplier. 

Supplier is required to accept any order placed by an Authorized User through the eVA electronic 
procurement website portal (eVA Home Page).  eVA is the Commonwealth of Virginia’s e-
procurement system.  State agencies, as defined in §2.2-2006 of the Code of Virginia, shall order 
through eVA.  All other Authorized Users are encouraged to order through eVA, but may order 
through the following means: 

i). Purchase Order (PO): An official PO form issued by an Authorized User. 
ii). Any other order/payment charge or credit card process, such as AMEX, MASTERCARD, or 

VISA under contract for use by an Authorized User. 
This ordering authority is limited to issuing orders for the Solution and products or Services 
related to the Solution available under this Contract. Under no circumstances shall any 
Authorized User have the authority to modify this Contract. An order from an Authorized User 
may contain additional terms and conditions; however, to the extent that the terms and conditions 
of the Authorized User’s order are inconsistent with the terms and conditions of this Contract, the 
terms of this Contract shall supersede. 

Notwithstanding the foregoing, Supplier shall not accept any order from an Authorized User if 
such order is to be funded, in whole or in part, by federal funds and if, at the time the order is 
placed, Supplier is not eligible to be the recipient of federal funds as may be noted on any of the 
Lists of Parties Excluded from Federal Procurement and Nonprocurement Programs.  

ALL CONTRACTUAL OBLIGATIONS UNDER THIS CONTRACT IN CONNECTION WITH AN 
ORDER PLACED BY ANY AUTHORIZED USER ARE THE SOLE OBLIGATION OF SUCH 
AUTHORIZED USER AND NOT THE RESPONSIBILITY OF VITA UNLESS SUCH 
AUTHORIZED USER IS VITA. 

F. Supplier Quote and Request for Quote  
Should an Authorized User determine that a competitive process is required to ensure it receives 
the best value Solution, such Authorized User may, at its sole discretion, on a case-by-case basis 
and upon approval by VITA, use a Request for Quote (RFQ) process to obtain a Solution identical 
or similar to those provided by Supplier pursuant to this Contract. The RFQ process is typically 
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used when an Authorized User requires a complete solution that may be fulfilled by products and 
Services herein, but whose complexity or size may result in economies that could not be passed 
on to the Authorized User within the confines of the established contract catalog discount pricing. 
When an RFQ is used, the project timing and requirements will be clearly outlined in the RFQ 
document.  In some situations, the Authorized User may not identify the exact specifications 
required.  If that is the case, the RFQ respondents will be given the opportunity to identify and 
propose their recommended specifications.  
Supplier shall respond to the RFQ by providing a quote, which shall include (a) a detailed 
description of each product or service proposed as a Solution component, at the Exhibit B line 
item level, (b) the quantity of each such component, (c) the contract price, (d) any additional 
percentage discount offered, and (e) an extended price. If requested by the Authorized User, 
Supplier’s quote shall also include a proposal describing the approach Supplier plans to take in 
developing, implementing, and maintaining a Solution for the Authorized User. Should Supplier 
be unable to respond to the RFQ due, for example, to resource constraints, Supplier shall notify 
Authorized User in writing of its inability to perform the work requested by such Authorized User, 
and provide the reasons for such inability to perform, prior to the due date for the submission of 
quotes in response to the RFQ. [If only one Solution contract is to be awarded] Supplier’s failure 
to respond to an RFQ may be deemed a default of this Contract. 

G. Invoice Procedures 
Supplier shall remit each invoice to the “bill-to” address provided with the order promptly after all 
Solution, Solution component(s), or Services have been accepted and in accordance with the 
milestone payment schedule, if any, in the applicable order.  Payment for Solution support 
Services shall be annually in arrears unless otherwise stated herein, or in any order referencing 
this Contract. No invoice shall include any costs other than those identified in the executed order, 
which costs shall be in accordance with Exhibit B. Without limiting the foregoing, all shipping 
costs are the Supplier’s responsibility except to the extent such charges are identified in Exhibit 
B, or as noted in any executed order referencing this Contract.  Invoices issued by the Supplier 
shall identify at a minimum: 

i). Solution, product/Solution component, or Service type, or project milestone, and description 
ii). Quantity, charge and extended pricing for each Solution and/or Service item or milestone 
iii). Applicable order date 
iv). This Contract number and the applicable order number 
v). Supplier’s Federal Employer Identification Number (FEIN). 
Any terms included on Supplier’s invoice shall have no force or effect and will in no way bind 
VITA or any Authorized User.  

H. Purchase Payment Terms 
Supplier is responsible for the accuracy of its billing information.  Supplier agrees not to issue 
invoices hereunder until items or milestones have met Acceptance criteria.  Charges for 
Solutions, products/Solution components, or Services accepted more than ninety (90) days prior 
to receipt of a valid invoice may not be paid. Should Supplier repeatedly over bill Authorized User, 
Authorized User may assess a one percent (1%) charge for the amount over-billed for each 
month that such over-billing continues. 

In the event any Deliverable is shipped without the applicable Documentation, payment shall not 
be due until the required Documentation is provided.  

If there are any disputed items, an Authorized User shall pay all undisputed charges and promptly 
notify Supplier in writing of any disputed amount.  Supplier shall thereupon review its records, 
and, if it does not concur with the Authorized User, provide the Authorized User with 
documentation to support the charge. If such charges remain in dispute, such dispute shall be 
resolved in accordance with the Dispute Resolution section of this Contract. In the absence of the 
Supplier’s written evidence identifying the merit of the disputed amounts, Authorized User may 
not pay the disputed amounts and may consider the matter concerning the specific identified 
amounts closed. All payment terms are net thirty (30) days after Acceptance. 
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13. REPORTING  

A. Supplier’s Report of Sales and Industrial Funding Adjustment 
By the 10th day of every month, the Supplier shall submit the “Supplier Monthly Report of Sales”. 
A template showing the format in which the report is to be submitted and contact information for 
submission is available at http://www.vita.virginia.gov/scm/default.aspx?id=97. 

The report shall be submitted via electronic mail to the VITA IFA Coordinator and shall report total 
sales (defined for purposes of this report as all invoiced payments received by Supplier from all 
Authorized Users) for this Contract during the preceding month. Supplier shall be responsible for 
submitting the monthly report of sales even if Supplier has had no sales (i.e., a $0.00 total sales 
value) for the reporting period.   

The Supplier shall submit the Industrial Funding Adjustment (IFA) payment for the period covered 
by such “Supplier Monthly Report of Sales” within thirty (30) days after submitting the “Supplier 
Monthly Report of Sales”. The IFA payment is equal to two percent (2%) of total sales reported 
during the relevant month. 

The IFA payment shall be submitted to VITA, Attention VITA Controller in the form of a check or 
electronic payment, made payable to the Treasurer of Virginia. The IFA payment shall reference 
this Contract number, “report amounts”, and “report period” and shall be accompanied by a copy 
of the relevant “Supplier Monthly Report of Sales”. Contact information for submission of IFA 
payments is available at http://www.vita.virginia.gov/scm/default.aspx?id=97 

 

Failure to comply with reporting, payment and distribution requirements of this section may result 
in default of the Contract. 

B. Small Business Participation 
Supplier and VITA agree to meet promptly after the Effective Date of this Contract to discuss the 
participation of Virginia Department of Minority Business Enterprise (DMBE)-certified Small 
Businesses as subcontractors and second-tier suppliers under this Contract. 

Supplier and VITA agree to meet annually thereafter to review small business subcontracting 
reports and discuss further action with respect to small business subcontracting and spend. 

In addition, by the 10th day of every month, Supplier shall submit to VITA the Small Business 
Subcontracting Monthly Report (template to be provided). Supplier’s report should include spend 
on all Supplier’s contracts with second-tier suppliers which provide products or services under 
this Contract. The report should specify the amount of such spend provided to small businesses. 
Supplier shall submit the report to SWaM@vita.virginia.gov. 

14. STEERING COMMITTEE  
In order to facilitate mutually beneficial contractual relationships with suppliers, VITA has procedures 
for establishing a steering committee (“Steering Committee”), consisting of senior management 
personnel, including personnel involved in the contractual relationship, from VITA and Supplier. 

Roles of the Steering Committee include but are not be limited to a) identifying potential issues which 
may arise during the performance of a contract, b) discussing and assigning roles and 
responsibilities, c) establishing methods for quickly resolving potential disputes, d) setting rules for 
communication and decision making, e) monitoring and measuring the business relationship between 
the parties, and f) acting as a final decision board for escalated problems. 

A meeting of the Steering Committee is intended to be a forum for brainstorming and sharing ideas, 
emphasizing respect, cooperation, and access, with the end goal of developing relationships to avoid 
conflict. A facilitator may, but is not required to, conduct a meeting of the Steering Committee. 

A Steering Committee for this Contract will be formed at VITA’s option. Meetings may be held at any 
time during the Contract term, should VITA, at its sole discretion, determine that a meeting(s) would 
be beneficial to the contractual relationship, and Supplier agrees to participate in such meeting(s). In 
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addition, Supplier may at any time submit a written request to VITA for a meeting of the Steering 
Committee, which VITA will not unreasonably deny. 

Supplier shall ensure the availability of the appropriate personnel to meet with the VITA contract 
management team. Additional Steering Committee meetings involving representatives from VITA, the 
Supplier, and an Authorized User may be required prior to or during performance on any specific 
SOW issued pursuant to this Contract. 

15. AUTHORIZED USER SELF-SUFFICIENCY 
Prior to or at any time during Supplier’s performance of an order issued, or which may be issued, 
pursuant to this Contract, an Authorized User may require that Supplier provide to Authorized User a 
detailed plan to develop Authorized User self-sufficiency and to transition operation and management 
of a Solution to Authorized User or its Agent, which Agent may be VITA or an agent of VITA or a third 
party provider under contract with Authorized User. At Authorized User’s request and pursuant to an 
order for Supplier’s Services issued hereunder, Supplier shall provide all assistance reasonably 
required by Authorized User to develop self-sufficiency in operating and managing such Authorized 
User’s Solution. During and/or after the transition period, Authorized User may, at its sole discretion, 
elect to order or continue Maintenance Services from Supplier for any of the Software or hardware 
components of the Solution. 

16. ESCROW AGREEMENT 
Supplier shall maintain copies of all Software source code and related technical and user 
Documentation, in English, in an escrow account, and shall maintain with escrow agent the executed 
agreement attached hereto as Exhibit C (Escrow Agreement).  Supplier acknowledges that, within 25 
business days of the Effective Date, it will deliver to  VITA an executed Escrow Agreement naming 
the Commonwealth of Virginia as a third party beneficiary. The escrow agreement will not impose 
upon the Commonwealth any requirements other than administrative responsibilities necessary for 
the operation of the Escrow Agreement. If events give rise to a need for the escrow agent to release 
escrowed materials to the Commonwealth, the Commonwealth’s sole responsibility shall be to 
request the release of such materials from the escrow agent. Supplier agrees to notify VITA in writing 
not less than thirty (30) calendar days prior to termination or any modification of Escrow Agreement.  
Supplier warrants that the information and materials to be kept in escrow in a media safe environment 
for the benefit of the Commonwealth are specifically identified and listed in Attachment A to the 
Escrow Agreement (Exhibit C) and include the most current version used by all Authorized Users of:   

i). the source code for the Software,  
ii). all Documentation related thereto as well as all necessary and available information, 

proprietary information in English, and  
iii). technical Documentation in English which shall enable VITA, any Authorized User, or an 

Agent of VITA or any Authorized User to create, maintain and/or enhance the Software 
without the aid of Supplier or any other person or reference to any other materials, 
maintenance tools (test programs and program specifications), or proprietary or third party 
system utilities (compiler and assembler descriptions); descriptions of the system/program 
generation; and descriptions of any Supplier tools required to enable VITA and all Authorized 
Users to continue to use the Software. 

Supplier warrants that the Escrow Agreement provides for, among other items, the release of the list 
of items on Attachment A of the Escrow Agreement upon the happening of certain events, including, 
but not limited to, Supplier’s failure to carry out its support and maintenance obligations imposed by 
this Contract for a period of sixty (60) days, Supplier’s breach or default under this Contract, 
Supplier’s bankruptcy, Supplier’s failure to continue to do business in the ordinary course.  Supplier 
agrees to pay all expenses associated with establishing and maintaining the escrow account and the 
contents mentioned above. 

Subject to the information and materials listed on Attachment A of the Escrow Agreement being 
released to the Commonwealth pursuant to the terms of the Escrow Agreement, which is an 
agreement supplementary hereto, Supplier hereby grants to the Commonwealth a royalty-free, 
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perpetual, irrevocable license, that permits disclosure to a third party support-vendor of a complete 
and accurate copy of then-current source code for the Software licensed hereunder, along with all 
related documentation. 

Any Authorized User which is not a state agency, board, commission, or other quasi-political entity of 
the Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia may 
require Supplier to execute an additional escrow agreement subject to the same requirements and 
binding Supplier to the same obligations as described above but naming such Authorized User as the 
beneficiary of the escrow agreement. Subject to the information and materials listed in such escrow 
agreement being released to such Authorized User, Supplier hereby grants to such Authorized User a 
royalty-free, perpetual, irrevocable license, that permits disclosure to a third party support-vendor of a 
complete and accurate copy of then-current source code for the Software licensed to such Authorized 
User, along with all related documentation. 

17. COMPETITIVE PRICING 
Supplier warrants and agrees that each of the charges, economic or product terms or warranties 
granted pursuant to this Contract are comparable to or better than the equivalent charge, economic or 
product term or warranty being offered to any commercial or government customer of Supplier.  If 
Supplier enters into any arrangements with another customer of Supplier or with an Authorized User 
to provide software or Services under more favorable prices, as the prices may be indicated on 
Supplier’s current U.S. and International price list or comparable document, then this Contract shall 
be deemed amended as of the date of such other arrangements to incorporate those more favorable 
prices, and Supplier shall immediately notify VITA of such change. 

18. CONFIDENTIALITY 

A. Treatment and Protection 
Each Party shall (i) hold in strict confidence all Confidential Information of any other Party, (ii) use 
the Confidential Information solely to perform or to exercise its rights under this Contract, and (iii) 
not transfer, display, convey or otherwise disclose or make available all or any part of such 
Confidential Information to any third-party.  However, an Authorized User may disclose the 
Confidential Information as delivered by Supplier to subcontractors, contractors or agents of such 
Authorized User that are bound by non-disclosure contracts with such Authorized User.  Each 
Party shall take the same measures to protect against the disclosure or use of the Confidential 
Information as it takes to protect its own proprietary or confidential information (but in no event 
shall such measures be less than reasonable care). 

B. Exclusions 
The term “Confidential Information” shall not include information that is: 

i). in the public domain through no fault of the receiving Party or of any other person or entity 
that is similarly contractually or otherwise obligated; 

ii). obtained independently from a third-party without an obligation of confidentiality to the 
disclosing Party and without breach of this Contract; 

iii). developed independently by the receiving Party without reference to the Confidential 
Information of the other Party; or 

iv). required to be disclosed under The Virginia Freedom of Information Act (§§2.2-3700 et seq. 
of the Code of Virginia) or similar laws or pursuant to a court order. 

C. Return or Destruction 
Upon the termination or expiration of this Contract or upon the earlier request of the disclosing 
Authorized User, Supplier shall (i) at its own expense, (a) promptly return to the disclosing 
Authorized User all tangible Confidential Information (and all copies thereof except the record 
required by law) of the disclosing Authorized User, or (b) upon written request from the disclosing 
Authorized User, destroy such Confidential Information and provide the disclosing Authorized 
User with written certification of such destruction, and (ii) cease all further use of the Authorized 
User’s Confidential Information, whether in tangible or intangible form. 
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VITA or the Authorized User shall retain and dispose of Supplier’s Confidential Information in 
accordance with the Commonwealth of Virginia’s records retention policies or, if Authorized User 
is not subject to such policies, in accordance with such Authorized User’s own records retention 
policies. 

D. Confidentiality Statement 
All Supplier personnel, contractors, agents, and subcontractors performing Services pursuant to 
this Contract shall be required to sign a confidentiality statement or non-disclosure agreement. 
Any violation of such statement or agreement shall be shall be deemed a breach of this Contract 
and may result in termination of the Contract or any order or SOW issued hereunder. 

19. INDEMNIFICATION AND LIABILITY  

A. Indemnification 
Supplier agrees to indemnify, defend and hold harmless the Commonwealth, VITA, any 
Authorized User, their officers, directors, agents and employees (collectively, “Commonwealth’s 
Indemnified Parties”) from and against any and all third party claims, demands, proceedings, suits 
and actions, including any related liabilities, obligations, losses, damages, assessments, fines, 
penalties (whether criminal or civil), judgments, settlements, expenses (including attorneys’ and 
accountants’ fees and disbursements) and costs (each, a “Claim” and collectively, “Claims”), 
incurred by, borne by or asserted against any of Commonwealth’s Indemnified Parties to the 
extent such Claims in any way relate to, arise out of or result from: (i) any intentional or willful 
conduct or negligence of any employee, agent, or subcontractor of Supplier, (ii) any act or 
omission of any employee, agent, or subcontractor of Supplier, (iii) breach of any representation, 
warranty or covenant of Supplier contained herein, (iv) any defect in the Solution or the Services, 
or (v) any actual or alleged infringement or misappropriation of any third party’s intellectual 
property rights by any of the Solution or Services.  Selection and approval of counsel and 
approval of any settlement shall be accomplished in accordance with all applicable laws, rules 
and regulations.  For state agencies the applicable laws include §§ 2.2-510 and 2.2-514 of the 
Code of Virginia.  In all cases the selection and approval of counsel and approval of any 
settlement shall be satisfactory to VITA or the Authorized User against whom the Claim has been 
asserted. 

In the event that a Claim is commenced against any of Commonwealth’s Indemnified Parties 
alleging that use of the Solution or any Solution component or that the provision of Services 
under this Contract infringes any third party’s intellectual property rights and Supplier is of the 
opinion that the allegations in such Claim in whole or in part are not covered by this 
indemnification provision, Supplier shall immediately notify VITA and the affected Authorized 
User(s) in writing, via certified mail, specifying to what extent Supplier believes it is obligated to 
defend and indemnify under the terms and conditions of this Contract. Supplier shall in such 
event protect the interests of the Commonwealth’s Indemnified Parties and secure a continuance 
to permit VITA and the affected Authorized User(s) to appear and defend their interests in 
cooperation with Supplier as is appropriate, including any jurisdictional defenses VITA or the 
affected Authorized User(s) may have. 

In the event of a Claim pursuant to any actual or alleged infringement or misappropriation of any 
third party’s intellectual property rights by any of the Solution or Services, and in addition to all 
other obligations of Supplier in this Section, Supplier shall at its expense, either (a) procure for all 
Authorized Users the right to continue use of such infringing Solution or Services, or any 
component thereof; or (b) replace or modify such infringing Solution or Services, or any 
component thereof, with non-infringing products or services satisfactory to VITA.  And in addition, 
Supplier shall provide any Authorized User with a comparable temporary replacement Solution or 
reimburse VITA or any Authorized User for the reasonable costs incurred by VITA or such 
Authorized User in obtaining an alternative product in the event such Authorized User cannot use 
the affected Solution.  If Supplier cannot accomplish any of the foregoing within a reasonable time 
and at commercially reasonable rates, then Supplier shall accept the return of the infringing 
component of the Solution or Services, along with any other components of any products 
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rendered unusable by any Authorized User as a result of the infringing component, and refund 
the price paid to Supplier for such components. 

B. Liability 
Except for liability with respect to (i) any intentional or willful misconduct or negligence of any 
employee, agent, or subcontractor of Supplier, (ii) any act or omission of any employee, agent, or 
subcontractor of Supplier, (iii) claims for bodily injury, including death, and real and tangible 
property damage, (iv) Supplier’s indemnification obligations, (v) Supplier’s confidentiality 
obligations, and (vi) Supplier’s security compliance obligations, Supplier’s liability shall be limited 
to twice the aggregate value of  the Solution and Services provided under this Contract. Supplier 
agrees that it is fully responsible for all acts and omissions of its employees, agents, and 
subcontractors, including their gross negligence or willful misconduct. 

 

FOR ALL OTHER CONTRACTUAL CLAIMS, IN NO EVENT WILL ANY PARTY BE LIABLE TO 
ANY OTHER PARTY FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL OR PUNITIVE 
DAMAGES, INCLUDING (WITHOUT LIMITATION) LOSS OF PROFIT, INCOME OR SAVINGS, 
EVEN IF ADVISED OF THE POSSIBILITY THEREOF, EXCEPT WHEN SUCH DAMAGES ARE 
CAUSED BY THE GROSS NEGLIGENCE OR WILLFUL MISCONDUCT OF THE PARTY, ITS 
EMPLOYEES, AGENTS OR SUBCONTRACTORS. 

20. INSURANCE 
In addition to the insurance coverage required by law as referenced in the Incorporated Contractual 
Provisions section of this Contract, Supplier shall carry errors and omissions insurance coverage in 
the amount of $1,000,000 per occurrence. 

21. SECURITY COMPLIANCE 
Supplier agrees to comply with all provisions of the then-current Commonwealth of Virginia security 
procedures, published by the Virginia Information Technologies Agency (VITA) and which may be 
found at (http://www.vita.virginia.gov/library/default.aspx?id=537#securityPSGs) or a successor 
URL(s), as are pertinent to Supplier's operation. Supplier further agrees to comply with all provisions 
of the relevant Authorized User’s then-current security procedures as are pertinent to Supplier’s 
operation and which have been supplied to Supplier by such Authorized User. Supplier shall also 
comply with all applicable federal, state and local laws and regulations. For any individual Authorized 
User location, security procedures may include but not be limited to: background checks, records 
verification, photographing, and fingerprinting of Supplier’s employees or agents. Supplier may, at 
any time, be required to execute and complete, for each individual Supplier employee or agent, 
additional forms which may include non-disclosure agreements to be signed by Supplier’s employees 
or agents acknowledging that all Authorized User information with which such employees and agents 
come into contact while at the Authorized User site is confidential and proprietary. Any unauthorized 
release of proprietary or Personal information by the Supplier or an employee or agent of Supplier 
shall constitute a breach of its obligations under this Section and the Contract. 

Supplier shall immediately notify VITA and Authorized User, if applicable, of any Breach of 
Unencrypted and Unredacted Personal Information, as those terms are defined in Virginia Code 18.2-
186.6, and other personal identifying information, such as insurance data or date of birth, provided by 
VITA or Authorized User to Supplier. Supplier shall provide VITA the opportunity to participate in the 
investigation of the Breach and to exercise control over reporting the unauthorized disclosure, to the 
extent permitted by law.  

Supplier shall indemnify, defend, and hold the Commonwealth, VITA, the Authorized User, their 
officers, directors, employees and agents harmless from and against any and all fines, penalties 
(whether criminal or civil), judgments, damages and assessments, including reasonable expenses 
suffered by, accrued against, or charged to or recoverable from the Commonwealth, VITA, the 
Authorized User, their officers, directors, agents or employees, on account of the failure of Supplier to 
perform its obligations pursuant this Section. 
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22. IMPORT/EXPORT 
In addition to compliance by Supplier with all export laws and regulations, VITA requires that any data 
deemed “restricted” or “sensitive” by either federal or state authorities, must only be collected, 
developed, analyzed, or otherwise used or obtained by persons or entities working within the 
boundaries of the United States. 

23. BANKRUPTCY 
If Supplier becomes insolvent, takes any step leading to its cessation as a going concern, fails to pay 
its debts as they become due, or ceases business operations continuously for longer than fifteen (15) 
business days, then VITA may immediately terminate this Contract, and an Authorized User may 
terminate an order, on notice to Supplier unless Supplier immediately gives VITA or such Authorized 
User adequate assurance of the future performance of this Contract or the applicable order.  If 
bankruptcy proceedings are commenced with respect to Supplier, and if this Contract has not 
otherwise terminated, then VITA may suspend all further performance of this Contract until Supplier 
assumes this Contract and provides adequate assurance of performance thereof or rejects this 
Contract pursuant to Section 365 of the Bankruptcy Code or any similar or successor provision, it 
being agreed by VITA and Supplier that this is an executory contract.  Any such suspension of further 
performance by VITA or Authorized User pending Supplier’s assumption or rejection shall not be a 
breach of this Contract, and shall not affect the rights of VITA or any Authorized User to pursue or 
enforce any of its rights under this Contract or otherwise.  

24. GENERAL PROVISIONS 

A. Relationship Between VITA and Authorized User and Supplier 
Supplier has no authority to contract for VITA or any Authorized User or in any way to bind, to 
commit VITA or any Authorized User to any agreement of any kind, or to assume any liabilities of 
any nature in the name of or on behalf of VITA or any Authorized User.  Under no circumstances 
shall Supplier, or any of its employees, hold itself out as or be considered an agent or an 
employee of VITA or any Authorized User, and neither VITA nor any Authorized User shall have 
any duty to provide or maintain any insurance or other employee benefits on behalf of Supplier or 
its employees.  Supplier represents and warrants that it is an independent contractor for purposes 
of federal, state and local employment taxes and agrees that neither VITA nor any Authorized 
User is responsible to collect or withhold any federal, state or local employment taxes, including, 
but not limited to, income tax withholding and social security contributions, for Supplier.  Any and 
all taxes, interest or penalties, including, but not limited to, any federal, state or local withholding 
or employment taxes, imposed, assessed or levied as a result of this Contract shall be paid or 
withheld by Supplier or, if assessed against and paid by VITA or any Authorized User, shall be 
reimbursed by Supplier upon demand by VITA or such Authorized User. 

B. Incorporated Contractual Provisions 
The then-current contractual provisions at the following URL are mandatory contractual 
provisions, required by law or by VITA, and that are hereby incorporated by reference: 
http://www.vita.virginia.gov/uploadedFiles/SCM/StatutorilyMandatedTsandCs.pdf  

The contractual claims provision §2.2-4363 of the Code of Virginia and the required eVA 
provisions at http://www.vita.virginia.gov/uploadedFiles/SCM/eVATsandCs.pdf are also 
incorporated by reference.  

The then-current contractual provisions at the following URL are required contractual provisions, 
required by law or by VITA, that apply to all orders placed under this Contract that are partially or 
wholly funded by the American Recovery and Reinvestment Act of 2009 (ARRA) and are hereby 
incorporated by reference: http://www.vita.virginia.gov/uploadedFiles/SCM/ARRA_Ts_and_Cs.pdf 

 

The then-current terms and conditions in documents posted to the aforereferenced URLs are 
subject to change pursuant to action by the legislature of the Commonwealth of Virginia, change 
in VITA policy, or the adoption of revised eVA business requirements. If a change is made to the 
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terms and conditions, a new effective date will be noted in the document title. Supplier is advised 
to check the URLs periodically. 

C. Compliance with the Federal Lobbying Act 
Supplier’s signed certification of compliance with 31 USC 1352 (entitled "Limitation on use of 
appropriated funds to influence certain Federal Contracting and financial transactions") or by the 
regulations issued from time to time thereunder (together, the "Lobbying Act") is incorporated as 
Exhibit G hereto. 

D. Governing Law 
This Contract shall be governed by and construed in accordance with the laws of the 
Commonwealth of Virginia without regard to that body of law controlling choice of law.  Any and 
all litigation shall be brought in the circuit courts of the Commonwealth of Virginia.  The English 
language version of this Contract prevails when interpreting this Contract.  The United Nations 
Convention on Contracts for the International Sale of Goods and all other laws and international 
treaties or conventions relating to the sale of goods are expressly disclaimed.  UCITA shall apply 
to this Contract only to the extent required by §59.1-501.15 of the Code of Virginia. 

E. Dispute Resolution 
In accordance with §2.2-4363 of the Code of Virginia, Contractual claims, whether for money or 
other relief, shall be submitted in writing to the public body from whom the relief is sought no later 
than sixty (60) days after final payment; however, written notice of the Supplier's intention to file 
such claim must be given to such public body at the time of the occurrence or beginning of the 
work upon which the claim is based.  Pendency of claims shall not delay payment of amounts 
agreed due in the final payment.  The relevant public body shall render a final decision in writing 
within thirty (30) days after its receipt of the Supplier's written claim. 

The Supplier may not invoke any available administrative procedure under §2.2-4365 of the Code 
of Virginia nor institute legal action prior to receipt of the decision of the relevant public body on 
the claim, unless that public body fails to render its decision within thirty (30) days.  The decision 
of the relevant public body shall be final and conclusive unless the Supplier, within six (6) months 
of the date of the final decision on the claim, invokes appropriate action under §2.2-4364, Code of 
Virginia or the administrative procedure authorized by §2.2-4365, Code of Virginia. 

Upon request from the public body from whom the relief is sought, Supplier agrees to submit any 
and all contractual disputes arising from this Contract to such public body’s alternative dispute 
resolution (ADR) procedures, if any.  Supplier may invoke such public body’s ADR procedures, if 
any, at any time and concurrently with any other statutory remedies prescribed by the Code of 
Virginia. 

In the event of any breach by a public body, Supplier’s remedies shall be limited to claims for 
damages and Prompt Payment Act interest and, if available and warranted, equitable relief, all 
such claims to be processed pursuant to this Section.  In no event shall Supplier’s remedies 
include the right to terminate any license or support services hereunder. 

F. Advertising and Use of Proprietary Marks 
Supplier shall not use the name of VITA or any Authorized User or refer to VITA or any 
Authorized User, directly or indirectly, in any press release or formal advertisement without 
receiving prior written consent of VITA or such Authorized User.  In no event may Supplier use a 
proprietary mark of VITA or an Authorized User without receiving the prior written consent of VITA 
or the Authorized User. 

G. Notices  
Any notice required or permitted to be given under this Contract shall be in writing and shall be 
deemed to have been sufficiently given if delivered in person, or if deposited in the U.S. mails, 
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed 
to the addresses shown on the signature page.  VITA or Supplier may change its address for 
notice purposes by giving the other notice of such change in accordance with this Section.  
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H. No Waiver  
Any failure to enforce any terms of this Contract shall not constitute a waiver. 

I. Assignment 
This Contract shall be binding upon and shall inure to the benefit of the permitted successors and 
assigns of VITA and Supplier.  Supplier may not assign, subcontract, delegate or otherwise 
convey this Contract, or any of its rights and obligations hereunder, to any entity without the prior 
written consent of VITA, and any such attempted assignment or subcontracting without consent 
shall be void.  VITA may assign this Contract to any entity, so long as the assignee agrees in 
writing to be bound by the all the terms and conditions of this Contract. 

If any law limits the right of VITA or Supplier to prohibit assignment or nonconsensual 
assignments, the effective date of the assignment shall be thirty (30) days after the Supplier gives 
VITA prompt written notice of the assignment, signed by authorized representatives of both the 
Supplier and the assignee.  Any payments made prior to receipt of such notification shall not be 
covered by this assignment. 

J. Captions 
The captions are for convenience and in no way define, limit or enlarge the scope of this Contract 
or any of its Sections.  

K. Severability 
Invalidity of any term of this Contract, in whole or in part, shall not affect the validity of any other 
term. VITA and Supplier further agree that in the event such provision is an essential part of this 
Contract, they shall immediately begin negotiations for a suitable replacement provision. 

L. Survival 
The provisions of this Contract regarding Software License, Rights To Work Product, Warranty, 
Escrow, Confidentiality, and Liability and Indemnification, and the General Provisions shall 
survive the expiration or termination of this Contract. 

M. Force Majeure 
No Party shall be responsible for failure to meet its obligations under this Contract if the failure 
arises from causes beyond the control and without the fault or negligence of the non-performing 
Party.  If any performance date under this Contract is postponed or extended pursuant to this 
section for longer than thirty (30) calendar days, VITA, by written notice given during the 
postponement or extension, may terminate Supplier’s right to render further performance after the 
effective date of termination without liability for that termination, and in addition an Authorized 
User may terminate any order affected by such postponement or delay. 

N. Remedies 
The remedies set forth in this Contract are intended to be cumulative.  In addition to any specific 
remedy, VITA and all Authorized Users reserve any and all other remedies that may be available 
at law or in equity. 

O. Right to Audit 
VITA reserves the right to audit those Supplier records that relate to the Solution or any 
components thereof and Services rendered or the amounts due Supplier for such services under 
this Contract. VITA's right to audit shall be limited as follows: 

i). Three (3) years from Software delivery or Service performance date; 
ii). Performed at Supplier's premises, during normal business hours at mutually agreed upon 

times; and 
iii). Excludes access to Supplier cost information. 
In no event shall Supplier have the right to audit, or require to have audited, VITA or any 
Authorized User. 
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Information Technologies Agency (“VITA” or “Commonwealth” or “State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit A and Contract No. VA-110215-TTEM, the provisions of Contract No. VA-110215-TTEM shall 
control. 
 

 

 
5.A General Requirements and Functionality 
1.0 Is your Grants Management Solution (GMS) a hosted or web-based 

Solution?  Please provide a detailed description of the type of GMS 
Solution and how it is delivered. 

Yes 
It is a web-based solution delivered through a secured server. 

1.2 How long has your GMS been in operational use by customers?  7 years 
1.3 Is your GMS available for demonstration? Yes  
1.4 Does your GMS provide Role Based access to the system? If yes, 

explain how the Role Based access is delivered and describe all Role 
Based Types (ie: System Administrator). 

Yes 

All user accounts are assigned to one primary role and can also be associated 
with multiple secondary roles.  Role definitions flexible/ customizable and are 
usually defined during initial requirements gathering.  There are no pre-set roles 
that the system comes with; roles entered and used in EGMS reflect real-life 
business roles.  Usually, an Administrator role is defined to account for users 
that require system-wide access.  System access is customizable by role and 
also at the user level.  For example, maybe one role needs the option to create 
Budget Revisions and others do not.  EGMS allows this type of customized 
system access to be configured for each role through an interface on the front-
end of the application.  The same applies for users; some users require specific 
system access that may go above and beyond that defined for their role or other 
roles. 

1.5 Does the GMS allow the customer to be reponsible for management 
and administration of Authorized Users of the tool?  If yes, explain. 

Yes 

User account requests are directed to a section in the administrative section of 
the tool, where approved SAA roles can review and approve/reject accounts and 
update user information.  SAA administrators also have access to update role 
and user level module access, so they can assign certain users a higher or 
different level of system access than other users. 

1.6 Does your GMS provide unlimited user access for up to 250  users? Yes EGMS places no constraint on the number of user accounts that may have 

 1 
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5.A General Requirements and Functionality 
access to the system. 

1.7 Provide your definition of "unlimited user access", (to include all 
services and features). 

 

EGMS provides 24 hour 7 days a week access for all users to complete 
business transactions in the system.  This applies both to Sub-Grantee users 
and GMO/SAA users.  The level of access they have to the system, in terms of 
which business processes and modules they may access as a user, is based on 
their role and account set up as described in 1.3 above. 

1.8 How many user accounts are included your standard GMS? 
N/A 

This is completely based on the number of SAA users that the state requires and 
the number of Sub-Grantees that require access to the system.  There is no 
standard number of accounts. 

1.9 VDEM monitors Sub-Grantees and localities for financial and 
programatic adherence to guidance.  Does the GMS generate a 
randomly selected list of localities for us to monitor?  If yes, explain 
how this is accomplished. 

No 

EGMS does include some standard document and question/answer based 
monitoring reporting.  It does not include functionality for generated random lists 
for monitoring.  Such functionality could be developed at some point in the 
future.  Implementation of this feature would be at an additional cost.   

2.0 Does your GMS allow for Grant Monitoring?  Please provide details 
on how Grant Monitoring is delivered to include confirming that the 
monitoring was completed. 

Yes 

EGMS includes a monitoring module where VDEM auditors can go to complete 
On-Site, Desktop, and Fiscal reports (including document upload and photolog 
generation capabilities) for individual Sub-Grantees.  These reports may be used 
to measure and document for future reference adherence to grant guidance.  
Monitoring reports may only be created by SAA user accounts; however, once 
complete, the reports are made available to be viewed by applicable Sub-
Grantees.  Specific monitoring questions/checklists can be specified by the SAA 
and results memorialized in these reports. 

2.1 Are all grant data manipulation tracked with user-ID, activity 
description and date/time stamp?  If yes, explain in detail. 

Yes 

EGMS includes a built-in Workflow Engine that is used to track requests and 
processes as they move through the SAA-specified business workflows.  All 
actions taken by users within these workflows are logged.  As requests/ 
applications/etc. move through the workflows, EGMS presents an activity log 
that shows previous actions taken by users.  For example, rejection actions, 
approval actions, review actions may all be logged in these workflows based on 
the SAA workflow specifications. 

2.2 Does your GMS track all system activity? 
If so, what specific system activity information will be collected, what 
methods will be used to collect and store the data, and how will users 
and auditors search and retrieve the data? 

No 

All activity to this point deemed pertinent to grant management is logged in 
EGMS; however, we are not ready to say all system activity is tracked.  System 
activity that is tracked includes activity such as creating, saving, submitting, and 
deleting records and login/logout. 

2.3 Do all system generated emails include link(s) to the appropriate area 
of the system for email recipients to view the current status of the 
subject event? 

Yes, future 
Current EGMS users have not required this; however, this would not be a major 
change and could be implemented fairly easily after deployment of the base 
EGMS system.  Implementation of this feature would be at an additional cost.   

2.4 Does your site have XML integration enabled? 
No 

This requirement is currently being evaluated as part of potential implementation 
for the Commonwealth of Pennsylvania.  Implementation of this feature would be 
at an additional cost.   

2.5 Does your GMS interface with existing customer ERP GMSs such as: No This requirement is currently being evaluated as part of potential implementation 
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Oracle Financials, PeopleSoft Financials, SAP, etc?   for the Commonwealth of Pennsylvania.  Implementation of this feature would be 

at an additional cost.   
2.6 List all (industry standards) financial ERPs with which you have 

successfully interfaces. None  

2.7 Will your GMS support an interface with both automated financial 
management systems and/or manual accounts payable processes to 
facilitate the electronic payment or funds transfer?  If so, how is 
accomplished? 

No 

This requirement is currently being evaluated as part of potential implementation 
for the Commonwealth of Pennsylvania.  Implementation of this feature would be 
at an additional cost.   

2.8 Can report data be exported for use in other formats and/or solutions 
or systems?  If so, which formats and/or solutions and systems does 
your GMS support? 

Yes 
Existing functionality supports report exports to Microsoft Excel.  Future 
development could support export to XML templates.  Implementation of the 
XML feature would be at an additional cost.   

2.9 Does your GMS currently interface with existing customer e-
procurement portals similar to the Commonwealth's eVA portal GMS?  
If yes, did you perform the actual interface development? 

No 
Implementation of this feature would be at an additional cost.   

3.0 Does your GMS provide a secure web accessible GMS to assist in 
the development of state level strategy, evaluation, and assessment, 
and reporting requirements associated with Department of Homeland 
Security and other grant awards managed by VDEM? 

Yes 

 

3.1 Have you worked with other governmental entities on business 
requirements and workflow design for a GMS?  If yes, provide details 
of which governmental entities you have developed GMS business 
requirements and workflow designs. 

Yes 

State of Missouri - Office of Homeland Security 
State of Ohio - Emergency Management Agency 

3.2 What is the high-level design of your GMS’s data stores and what 
tools were used in their designs?  

EGMS uses SQL Server for its implementation of the Data Layer database.  
Entity-relationship diagram available upon request. 
 

3.3 Does your GMS edit, modify, undo data entry errors?  If so, how does 
the GMS track these changes? 

No 

Users are responsible for editing data entry errors through the front end and 
EGMS provides the front-end capacity for editing such errors.  EGMS will allow 
entry of data as long as they do not break any business-level system constraints.  
For example, EGMS will not allow money to be moved from a budget item if that 
item has already been fully reimbursed. 

3.4 Does your GMS archive the system activity data?  If so, when is the 
system activity data archived and how do the users access the 
archived data? 

Yes 
All activity data is archived in tables on the data layer and archived through 
system backups with the rest of the system data. 

3.5 Does your GMS track all changes to business rules, business objects, 
module level changes, user activity, process tracking, and system 
errors?  If so, what specific Change Control information will be 
collected, what methods will be used to collect and store the data, 
and how will users and auditors search and retrieve the data? 

No 

Such changes would be managed and documented through means outside of 
the system.  EGMS does not include a software-implemented function to track 
changes made to things like approval processes.  It does however maintain logs 
for all previously completed business actions. 
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3.6 Does your GMS archive the Change Control data?  If so, when is the 

Change Control data archived and how do the users access the 
archived data? 

No 
 

3.7 Does your GMS utilize electronic forms?  If so, how? 

Yes 

EGMS generates printer-friendly HTML forms for reports and pages in numerous 
places throughout the system.  Tetra Tech has also worked with other clients on 
developing electronic documents such as workflow specific pdf documents; 
however, their development would be reviewed and implemented on an 
individual basis as requirements dictate and schedule/budget allows. 

3.8 Does your GMS allow electronic documents to be uploaded into the 
system and attached to transactions? 
If so, what electronic format(s) are available and how does the GMS 
index, store, retrieve, display and print electronic documents? 

Yes 

All workflow in EGMS allows electronic documents to be uploaded.  A 
‘Document’ section is also available to upload guidance-related documents. 

3.9 Does your GMS address security?  If yes, provide details on how this 
is delivered.  (Include an attachment to detail the levels of security 
inherent in your GMS and what options can be added to support 
unique customer requirements to ensure confidentiality.) 

Yes 

Tetra Tech has developed a Disaster Recovery Plan – Updated: 9/30/2008.  Can 
be provided by VITA on request.   

4.0 Does your GMS provide standard data encryption techniques?  If so, 
define in detail at all levels.  If applicable, what additional options 
maybe added? 

Yes 
EGMS applications hosted on our servers include SSL data encryption.   

4.1 Given the desire for electronic payment, with approval from 
Department of Accounts (DOA), please describe in detail how this 
process will work and what safeguards and security measures will be 
employed to ensure audit compliance. 

No 

Tetra Tech does not plan to implement electronic payment as part of our EGMS 
application.  That being, no electronic transfer of funds between accounts will be 
supported. 

4.2 Does your GMS support unique user identifiers and role-based 
authorization with strong passwords and system defined expiration 
periods?  If so, how is this accomplished? 

Yes 
See 1.3 regarding role based authorization.  Tetra Tech has implemented strong 
passwords and system defined expiration period for user passwords previously 
in EGMS. 

4.3 Does your GMS provide an dwell-time automatic logoff feature?  If 
yes, how is this accomplished? Yes Cold Fusion monitors and automatically executes this function. 

4.4 Does your GMS allow the Sub-Grantee and grant fields to be 
displayed on every page that includes the Sub-Grantee specific data?  
If yes, how is this accomplished? 

Yes 
 

4.5 Does your GMS allow access to all data for the three (3) years after 
each grant's performance period ends?  If yes, describe how this is 
accomplished with your GMS. 

Yes 
Data resides in EGMS indefinitely after grant years end.  What data is presented 
on screen in lists is based on SAA’s parameters. 

Grant Request Tracking 
4.6 Does the GMS allow tracking and payment processing for all program 

types, grants, and expense categories?  If yes, how is this 
accomplished? 

Yes 
EGMS allows payment request data to be processed and presented to the SAA; 
however, as noted above, Tetra Tech does not plan to implement electronic fund 
transfers as part of EGMS. 
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4.7 Does the GMS track equipment purchases as well as program 

expenditures, i.e.: planning and Management & Administration 
(M&A)?  If yes, how is this accomplished? 

Yes 
EGMS treats all expenditure equally. 

4.8 Investment Justifications (IJ) The Investment Justification is the entire 
package submitted to the grantor. Does your GMS provide a secure 
area where the Program Analyst  creates/modifies Investment Form?  
The Investment Form is each initiative based on the Target 
Capabilities and National Priorities. 

No 

Based on further discussion with VDEM, this requirement is to be handled 
outside of the system and is no longer necessary.  However, if at some point 
VDEM determines that an IJ generation workflow is necessary, implementation 
of the IJ workflow feature could be done at an additional cost.   

4.8.1 Does your GMS provide a secure area where the Program Analyst 
inputs IJ titles (next Fiscal Year funding priorities)? 

Yes 

State-level IJs and strategy are stored in EGMS and associated with projects 
and expenditures as they are created for tracking throughout the grant life-cycle.  
Once IJs are approved outside of the system, there is a module where those are 
added and aligned with strategy and target capabilities.  Access to this module is 
controlled through role and user-level access.   

4.8.2 Does your GMS provide a secure area where the Program Analyst  
inputs date range for project proposal acceptance? No EGMS picks up at the point where award amounts to subgrantees have been 

determined.  Implementation of this feature would be at an additional cost.   
4.8.3 Does your GMS provide a secure area for Program Analyst to revise 

IJ’s as necessary per grant guidance? Yes 
State-level IJs can be modified/updated at any time by the SAA.  Some controls 
are in place to limit updating IJs where projects have already been aligned with 
the IJ.   

4.8.4 Does your GMS provide a secure area for Grant Manager to review 
and disapprove (with comments to the Program Analyst for revision) 
or to approve IJ's? 

No 
State-level IJs can be modified/updated at any time by the SAA; however, there 
is no approval workflow for entering IJs in the system.  VDEM has discussed 
using the document module to track review of this process.   

4.8.5 Does your GMS provide a secure area for the Program Analyst to 
create an Excel export extracted IJ information? If yes, is the 
spreadsheet also stored online? No 

This data resides in EGMS and reporting functionality is available to see IJ 
alignment on a grant and project basis in several formats (BSIR, ISIP, budget 
screens, etc.); however, there is no existing export to excel functionality.  If 
VDEM determines such a feature is necessary, implementation of this feature 
would be at an additional cost.   

4.9 Does your GMS have the ability to monitor payments by project not 
by Sub-Grantee.  If so, is there a manual override capability?  Provide 
a detailed explanation of how this is accomplished. 

Yes 
Functionality exists to monitor payments by project.  Additional information would 
be necessary to determine what is meant by a manual override capability and 
manual override capability does not appear to be part of the existing system.   

5.0 How does your system handle unreconcilable financial transactions?  
Provide a detailed explanation of how this is accomplished. 

No 

Data entered by Sub-Grantees for approval by the SAA would be reconciled 
outside of the system post the SAA approving any financial transactions 
requested by a Sub-Grantee.  Implementation of this feature would be at an 
additional cost.  EGMS does allow for financial transactions entered in EGMS to 
be viewed post transaction through print-outs and on-screen reports.   

Governance & Account Management 
5.1 Does your GMS provide a secure area to input strategies including 

enhancement plans, program reviews and goals and objectives for 
multiple strategies?   

Yes 
 

5.2 Does your GMS provide a secure area for the Program Analyst to Yes  
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build multiple goals and objectives for strategies? 

5.3 Does your GMS provide a secure area for the Program Analyst to 
indicate who the Target Capability Leads are  assigned the role as 
the Lead Stakeholder? 

Yes, 
future 

Users or roles assigned to target capabilities could be included in the initial phases 
of the project.  Currently EGMS does not assign a ‘Lead Stakeholder’ to each 
Target Capability.  Implementation of this feature would be at an additional cost.   

5.4 Strategies are updated periodically, and are reflective of the goals 
and objectives of the Commonwealth.  Projects are connected to a 
specific goal and objective within a strategy.  Does your GMS provide 
the capability to connect projects to a specific goal and objective 
within a strategy? 

Yes 

This is one of the fundamental principles inherent in EGMS and was one of the 
main reasons EGMS was originally designed.  So funding and expenditures could 
be easily associated and reported to strategies. 

5.5 Does your GMS support contact and demographic data for the 
SAA/Administrator, localities, and other sub-grantees with the 
following minimum data: (Provide details for each applicable item in 
Column B). 

Yes, 
future  

Yes for contact data for SAA/Administrator, and localities.  Yes, future for 
demographic data.  Implementation of this feature for demographic data would be 
at an additional cost.   

5.6 In an effort to support the accounting business unit with efficient 
activity tracking, does your GMS provide Activity Logs include, but are 
not limited to fields such as the following:  (Provide details for each 
applicable item in Column B). Yes, 

future  

Logs records are kept and associated with the appropriate entity (for example a 
request log is kept to track reimbursement requests).  Log attributes vary based on 
the type of entity they are associated with but fields typically include: 

• action taken 
• timestamp 
• userid 
• entity status 

 
5.B. Cost Management and Budget Management 
1.0 For General Purchase Requests, does your GMS provide a secure 

area to review the status for all equipment, training, planning, 
exercise, management and administrative allowable costs? Yes 

All data in EGMS workflows are secured and visible to only the owning Sub-
Grantee and SAA users with appropriate role level access.  Current functionality 
forces EGMS users to create detailed line item-level expenditures at the time 
the budgets are created and approved and this functionality would be available 
with the Initial Year 1 Software License.   

1.1 For Equipment Purchase Requests, does your GMS provide a secure 
area for the Sub-Grantee to navigate to a specific project and request 
permission to purchase equipment for that project, indicating the 
Authorized Equipment List (AEL) code and the item to be purchased?  
If so, does the GMS provide a way for the Sub-Grantee to submit 
requests via an automated online request form, with a system-defined 
drop-down field within the GMS? 

Yes 

See response to 1.0 regarding need for developing ‘Category Budget’ 
functionality; however, equipment and all other expenditures (line items) can be 
added per project in a secure area.  These are populated from category and 
AEL pick lists.  Additional information required regarding ‘system-defined drop-
down field’; however, a pick list is generated if the items is of an equipment 
function area that pulls from the approved AEL list for the grant program. 

1.2 Does your GMS provide a way for the Sub-Grantee to indicates the 
Category and Project Budget from which these purchases are to be 
paid. If either the Category or Project Budget (less all other 
outstanding purchase requests) has insufficient funds to cover the 
item(s) requested, the system must inform the Sub-Grantee and shall 

Yes 

For the Category Budgets, this would be pending development of Category 
Budget functionality per response to 1.0. 
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not allow the request?   

1.3 A Sub-Grantee may request a realignment of either the Category or 
the Project Budget and resubmit the Purchase Request.  Does your 
GMS allow for realignment of either the Category or Project Budget 
so the Sub-Grantee can resubmit the Purchase Request?  If so, 
provide detail. 

Yes 

For Category Budgets, pending development of Category Budget functionality 
per response to 1.0.   
The Sub-Grantee and/or the SAA may initiate Project Budget realignments to 
realign overall grant allocations between projects.  These go through a workflow 
approval process and are then reflected in the overall Project Allocation and 
Balance.  Same will apply for Category Budgets. 
 

1.3.1 If the desired Category Budget has insufficient funds to purchase the 
item(s) requested, but the funds exist in other categories of the same 
project, the Sub-Grantee may make a Category Budget Realignment 
request as a part of the Purchase Request. 

Yes 

Pending development of Category Budget functionality per response to 1.0.  
Already implemented for Project to Project Budget Realignments within the 
same grant award.   

1.3.2 Does your GMS ensure that funding for the request is available from 
the Category Budget?  If so, provide the detail. 

Yes 

A fundamental feature of EGMS is to ensure adequate balances remain in 
Grants, Budgets, Projects, and Expenditures prior to allowing the user to submit 
a reimbursement request.  If adequate balances do not remain, the user is 
forced to complete a Budget Modification to move funding between 
projects/items/categories; these budget modifications must then be approved by 
the SAA.  This functionality will also apply to the future Category Budget 
functionality  

1.4 Upon submission of a purchase request, does it generate an 
automatic notification to the appropriate Grant Specialist and copy the 
notification to the appropriate Grant Manager notifying them of the 
pending request. If yes, provide detail. If no, provide details on how 
your GMS delivers automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.   

1.5 Does your GMS provide a secure area for the Grants Specialist to 
review the purchase request and either approve or deny with an area 
to post and review comments? Yes 

EGMS includes a customizable workflow engine for customizing business 
process workflows and transactions.  Part of the development process for each 
VDEM workflow will be mapping the approval process into the workflow engine.  
The workflow engine can have any approval or disapproval actions implemented 
at any state a given workflow with comments required to be added to the 
transaction as necessary.   

1.5.1 Upon approval, does the GMS generate an automatic notification 
email of the final Purchase Request, to include the electronic 
document, containing boiler plate template documents and a 
signature and date field for the Sub-Grantee to sign and return to the 
Grant Specialist? If no, provide details on how your GMS delivers 
automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.   

1.5.2 Upon disapproval, does your GMS generate a automatic notification 
email with review comments to the Sub-Grantee and copiess the 
appropriate Grant Specialist? If no, provide details on how your GMS 

Yes 
The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction  
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delivers automatic system notifications. 

1.6 Does your GMS change the purchase request status to 'Grants 
Specialist Approved' when Grants Specialist approves the purchase 
request? 

Yes 
Status changes like this are easily configurable in our workflow Engine.   

1.7 Does the GMS change purchase request status to 'Sub Grantee 
Submitted' when Sub Grantee SUBMITS purchase request? Yes Status changes like this are easily configurable in our workflow Engine.   

1.8 Does the GMS change purchase request status to 'Disapproved' 
when any approving party DISAPPROVES purchase request. 
 

Yes 
Status changes like this are easily configurable in our workflow Engine.   

Payment Requests 
1.9 Does the GMS provide a secure area for the Sub-Grantee to update 

purchase requests with a payment request, including invoice 
information?   Yes, future 

Some modifications will be necessary to implement the purchase request 
functionality.  Currently EGMS budgets start at the purchase request level (when 
they build their budgets, they enter detailed item expenditures, or approximates 
for their initial budget approval).  However, the payment request concept is 
already fully implemented in EGMS.  Implementation of this feature for purchase 
request would be at an additional cost.   

2.0 Does the GMS assign a unique id to each payment request ("Request 
Number") and provide this Request Number to the Sub-Grantee? Yes In EGMS these are called ‘Request IDs’.  The number is the same for the Sub-

Grantee and the SAA and is provided to both.   
2.1 Does the GMS provide a secure area for the Sub-Grantee to select 

an option to upload the invoice or to mail the invoice? Yes 

Any electronic document may be uploaded to accompany the reimbursement 
request.  The system captures to which line items in the payment request the 
document applies and gives the document a system generated name and is 
available for review at all stages of the reimbursement process. 

2.2 If the Sub-Grantee opts to mail the invoice, does the GMS provide an 
invoice cover sheet with purchase request information (including 
Request Number) and notify the Sub-Grantee of the subsequent 
steps to mail invoices to Grant Management Office (GMO)? 

Yes, future 

A request-specific cover sheet, with instructions could be added to the 
reimbursement process to cover this requirement; however, such a sheet has 
not been developed for the existing system.  Implementation of this feature for 
the cover sheet would be at an additional cost.   

2.3 Does the GMS provide a secure area for the Sub-Grantee to update 
the status of a payment request to "Invoice Mailed"? Yes Status changes to requests that go through the workflow are easily configurable 

in our Workflow Engine. 
2.4 Does the GMS provide a secure area for the Sub-Grantee to upload a 

digital image of the invoice related to specific payment request?  If so, 
upon upload, does the GMS email the appropriate Grant Specialist 
that the invoice is online and the payment request status is changed 
to "Invoice Uploaded"? 

Yes 

Electronic documents may be uploaded to accompany the reimbursement 
request, including images.  However, the notification to the Grant Specialist (or 
next responsible role in workflow) would not occur until the entire request was 
submitted to next role for review. 

2.5 Does the GMS provide a secure area for the Grant Specialist to 
upload a digital image of the invoice (received via mail) related to 
specific payment request. If so, does the GMS update the payment 
request status to "Invoice Uploaded"? 

Yes 

Electronic document may be uploaded to accompany the reimbursement 
request, including images.  Status changes can be configured as necessary in 
the EGMS Workflow Engine. 

2.6 Does the GMS provide a secure area for the Grants Specialist to Yes, future Required review actions and status changes can be configured as necessary in 
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verify the invoice against the payment and purchase requests? the EGMS Workflow Engine.  Would be implemented for payment request.  

Implementation of this feature for Purchase Request would be at an additional 
cost.   

2.7 Does the GMS provide a secure area for the Grants Specialist to 
review the payment request and approve, deny or request further 
information for payment requests, including an area to post review 
comments? If so, does the status of the request become updated to 
reflect APPROVED, DISAPPROVED, or REQUIRES FURTHER 
INFORMATION, as applicable? 

Yes 

Required review actions and status changes can be configured as necessary in 
the EGMS Workflow Engine.  The Workflow Engine allows for comments to be 
required for actions as required per the SAA’s workflow. 

2.8 Upon approval of the Payment Request, does the GMS generate a 
payment request that can be printed and submitted to Finance or 
placed in a holding queue to be transmitted to VDEM’s Financial 
Management System? 

Yes 

Printer-friendly forms can be generated for the completed request as necessary 
and stay available for those requests as long as necessary.  It would also be 
possible to add the Finance role to the workflow so they get system-generated 
notifications and can indicate in the system when the request has been 
transmitted to VDEM’s Financial Management System. 

2.9 Upon denial of the Payment Request, does the GMS generate an 
automatic email to the Sub-Grantee to include the reviewer's 
comments? If yes, provide detail. If no, provide details on how your 
GMS delivers automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction. 

3.0 Upon request for further information, does the GMS provide the 
Grants Specialist the ability to document additional information and 
historical narrative?  If so, does the GMS automatically generate an 
email to the Sub-Grantee of the status, to include the review 
comments? 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Comments and other textual descriptions, including 
historical narrative, could be required for any workflow transition.  This is yes 
based on the understanding that the historical narrative is a log of actions and 
comments taken by users. 

3.1 Does your GMS provide a secure area to manage the Draw Down 
process?  If yes, please provide detail on how your GMS manages 
the "Draw Down" process and provide your related work flow 
document(s). No 

Additional information may be required on the “Draw Down” process.  If the 
“Draw Down” process involves tracking remaining category and project balances 
as reimbursements are entered and approved in the system, then yes, this 
functionality already exists.  If not, this is likely not a part of the Initial Year 1 
Software License and implementation of the draw down feature would be at an 
additional cost.   

3.2 Does your GMS provide a secure area where the GMO can reconcile 
the payment request they made to Accounts Payable with the actual 
check file received from the Accounts Receivable System? If so, once 
reconciled online, are the Sub-Grantees and GMO Staff able to view 
and print the payment information, which shall be linked from the 
Accounts Receivable System? 

Yes 

GMO staff could log in any time and review details for any reimbursement 
request previously entered into the GMS and reconcile this against the actual 
check received from the Accounts Receivable System.  Additional information 
would be required regarding the link from the Accounts Receivable System for 
payment information; however, any information entered into the GMS could be 
printed at any time.   

3.3 Upon reconciliation, are checks and/or Electronic Funds Transfer 
(EFT) payments automatically generated to the Sub-Grantee(s)?  If 
yes, explain how this is accomplished. 

No 
We have no plans to implement such electronic payments at any time in EGMS.   

3.4 Will all activity history for purchase requests be maintained and 
viewable until archived by GMO? Yes Activity logs are maintained and accessible through the front-end of the GMS for 

all transactions.   
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Request Refund of Expenditure 
3.5 Does the GMS allow the GMO Staff to search any request by 

Request Number? 
No 

All requests are organized by grant allocation record, and are available to view at 
any time, even after the grant period of performance has ended.  If VDEM is 
looking for a function where a requestid is entered and the GMS takes the user to 
the page of the requested requestid, then one can be developed specifically for 
that purpose; implementation of this feature would be at an additional cost.   

3.6 Does the GMS allow the Sub-Grantee to search all Request Numbers 
owned by the individual Sub-Grantee? Yes 

Previously completed requests are organized by grant and Sub-Grantee.  All 
previously completed requests are available to both the SAA and Sub-Grantee 
even after the grant period of performance has ended.   

3.7 Does the GMS allow the GMO Staff to create a Reimbursement 
Request from an approved and paid purchase request?  If so, does 
the GMS change the status of the associated payment request to 
PENDING REFUND that indicates the amount of money to be 
refunded by check or EFT, and the amount to be refunded by 
offsetting future payment requests and whether item is to be removed 
from inventory? 

Yes, 
future 

In the current EGMS system, reimbursement requests are completed directly on 
approved line item expenditures, so additional customization will be necessary to 
implement the concept of Category Budgets and Purchase Requests that draw 
down on those Category Budgets.  Also, EGMS has a fully implemented 
refund/credit module where refunded amounts are added back to the remaining 
balance for project/item/ category budgets; however, we are assuming some 
substantial changes will be necessary to meet VDEMs requirements for refunding 
funds and those will not be addressed in the Initial year 1 Software License.  
Status changes to requests that go through any workflow are easily configurable in 
our Workflow Engine.  Full implementation of the refund/credit feature would be at 
an additional cost.   

3.8 Does the GMS allow the Sub-Grantee to re-spend the "refund due" 
money in order to allow for offsetting credits?  If so, the net payment 
to the Sub-Grantee will be reduced by the refund due amount. Yes, 

future 

The EGMS system has existing capabilities for both Sub-Grantee and SAA-
initiated credit/refund request to be requested and/or posted against completed 
reimbursement requests.  We understand this functionality will require some 
modifications to meet VDEM’s specific needs; there for the fully implemented 
refund/credit feature and workflow would not be available in the Initial Year 1 
Software License.  Full implementation of the refund/credit feature would be at an 
additional cost.   

3.9 Does the GMS prevent refunds being made available for other 
Payment Requests until the check or EFT is received by GMO? 

Yes, 
future 

See answer to 3.8 above. 

4.0 Does the GMS only allow for Sub-Grantees to enter comments for 
Reimbursement Requests created/owned by that individual Sub-
Grantee? 

Yes 
Sub-Grantees have access to only their own grant data.  Also, individual Sub-
Grantee users cannot modify other Sub-Grantee users’ comments even if they are 
within the same agency/jurisdiction.   

4.1 Does the GMS allow the GMO to enter comments to any 
Reimbursement Requests at any time?   Yes 

Currently the GMO/SAA can only enter comments at phases of the workflow 
where it is under a GMO/SAA role’s review.  This would require a modification to 
allow comments to be entered at any time in the reimbursement process.   

4.2 Does the GMS automatically generate a Refund Request ID and 
opens a customizable letter with the details of the refund of 
expenditure for the Grant Specialist to modify?   If yes, would the 
letter would include: Reason, Amount, Deposit Coding (original 
payment coding), instructions for repayment, and comments added 

Yes, 
future 

See answer to 3.8 above. 
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by Grant Specialist? 

4.3 As a result of the details of Question 4.2, does the GMS automatically 
generate an email to the Financial Staff with details of the refund of 
expenditure and a link to the letter customized by the Grant 
Specialist? 

Yes, 
future 

See answer to 3.8 above.  Also note that the EGMS workflow engine allows 
system generated emails to be created for any workflow transaction. 

4.4 Does the GMS allow for the Grants Specialist to review and print the 
Notice letter(s) (with letter count indicator--e.g. Second Notice, etc.)?  
If yes, provide details how this process is delivered. 

Yes, 
future 

See answer to 3.8 above.   

4.5 Does the GMS provide a secure area for Grants Specialist to change 
the status of the refund request to "REFUND REQUEST LETTER 
MAILED"? And can the status be changed after the letter has been 
mailed? 

Yes, 
future 

See answer to 3.8 above.  Also note that required review actions and status 
changes can be configured as necessary in the EGMS Workflow Engine. 

4.6 Does the GMS query all refund requests to determine if any refund is 
30/60/90/etc. days past due?  If so, does the GMS automatically 
generate an email to the Grant Manager and Grants Specialist 
indicating 30 day deadline missed on reimbursement receipt? 

Yes, 
future 

See answer to 3.8 above.  Also note that the EGMS workflow engine allows 
system generated emails to be created for any workflow transaction. 

Refund Request 
4.7 Does the GMS provide a secure area for Grants Specialist to look up 

the refund request by Refund Request ID? If so, does the Refund 
Request ID search show the following  original payment information 
(Vendor, cost center, federal fiscal year)? 

No 

EGMS does allow refund/credit requests to be searched by their associated 
reimbursement request id and refund id organized by grant allocation; however, 
not searchable tool is included.  See answer to 3.8 above regarding timeframe 
for implementation of refund workflows.  Implementation of the refund request id 
search  feature would be at an additional cost.   

4.8 Does the GMS provide a secure area for Grants Specialist to update 
the Refund Request with the new status (PAYMENT RECEIVED), 
payment ID/check number, date received, and additional comments?  
Once the payment is received, does the status of the Purchase 
Request automatically update the status to REFUNDED? 

Yes, future 

See answer to 3.8 above.  Also note that required review actions and status 
changes can be configured as necessary in the EGMS Workflow Engine.  
Implementation of this feature would be at an additional cost.   

Inventory 
4.9 Does the GMS provide a secure area for the Grants Specialist to 

view/print the reconciled purchases of Sub-Grantees in the Grants 
Specialist’s jurisdiction? 

Yes 
Based on conversations with VDEM, this appears to be existing EGMS 
functionality as part of the typical system access;’ that being logging in and 
reviewing grant-specific data and previous requests.   

5.0 Does the GMS provide a secure area for the GMO Staff to view/print 
the reconciled purchases of Sub-Grantees in order to provide an 
Outside Entity information to conduct an audit?  If yes, how is this 
accomplished (to include providing detail on what information is 
captured for an audit) . 

Yes 

Other states using EGMS provide auditors a ‘Guest’ role user account to EGMS.  
The guest account is given role-level view-only access to necessary modules, 
but not access to perform transactions in EGMS.  Based on our experience, 
auditors may check Sub-Grantee’s status purchasing 

5.1 Does the GMS provide a secure area for the GMO Staff to indicate 
equipment quantities and which specific units of equipment have 
been inventoried?  If yes, explain in detail how this is accomplished. 

Yes, future 
EGMS does have a secure area for GMO to indicate equipment quantities.  The 
concept of equipment being ‘inventoried’ is not part of EGMS functionality and 
additional information would be required on that to determine its feasibility in the 
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project schedule.  The concept of changing an item to inventoried would be at an 
additional cost. 

Grant Budget Management 
5.2 Does the GMS ensure that budget changes will not exceed the total 

budgeted amounts?  If yes, provide detail of how this is managed. 
Yes 

Per existing EGMS functionality, all budget modifications created by either the 
Sub-Grantee or the GMO/SAA are compared against remaining budgets for 
approved expenditures prior to being submitted for review.  Customization of the 
Budget Modification workflow (which is the process for sub-grantees and SAA to 
update project and grant allocation budgets) will be part of the Initial Year 1 
Software License.   

5.3 Does the GMS allow the Grant Specialist to input Grant Award budget 
data into the application and assign it to the appropriate Sub-
Grantee?  If yes, provide details on how this is delivered. 

Yes, future 
This functionality does already exist in EGMS.  However, the customization of 
the Grant Award workflow would not be part of the original purchase price and 
implementation of this feature for Grant Award would be at an additional cost.   

5.4 Does the GMS allow the Grant Specialist to upload the Grant Award 
project information (free text narrative) directly into the tool? Yes, future Implementation of this feature for would be at an additional cost.   

5.5 Does the GMS have a standard Grant Award process?  If yes, please 
provide detail of the process, along with work flow documents. Yes, future 

This functionality does already exist in EGMS.  However, the customization of 
the Grant Award workflow would not be part of the original purchase price and 
implementation of this feature for Grand Award would be at an additional cost.   

5.6 Does the GMS allow the Program Analyst to download the Grant 
Budgets, as well as it's components, which is the summation of all 
project budgets?  If yes, provide the detail of how this is delivered. 

Yes 
This information is readily available when viewing a grant record.  Printer-friendly 
forms are available on these pages as well.   

5.7 Does the GMS allow the Program Analyst to enter the Grant Award 
Budget into the tool, with the ability to detail each Grant Program by 
line item?  If yes, provide details on how this is accomplished. 

Yes 
Overall Grant Program awards are entered in the admin module for grant 
program/grant year.  That meaning, after the SAA is awarded funds by the feds, 
they can be entered in one place to begin configuring those grant programs. 

5.8 Does the GMS allow the Program Analyst to award and allocate 
funds to IJ's, Projects and Management and Administration (M&A) 
Grant Programs?  If yes, explain in detail. No 

There is no process for allocating funds to IJs and Projects up front.  This is a 
bottom-up process.  On a grant-level, screens show IJ allocations per grant 
award.  Reports could be generated to show overall IJ allocations in real-time.  
This feature could be implemented at an additional cost.   

5.9 Does the GMS allow the Program Analyst to indicate funding 
amounts for each IJ and the grant program amount for each project 
budget?  If yes, provide detail how this is delivered. No 

There is no process for allocating funds to IJs and Projects up front.  This is a 
bottom-up process.  On a grant-level, screens show IJ allocations per grant 
award.  Reports could be generated to show overall IJ allocations in real-time.  
This feature could be implemented at an additional cost.   

6.0 Does the GMS allow the Program Analyst to upload M&A budget 
Excel spreadsheets into the tool?  If yes, explain in detail. No 

This is not a planned feature of EGMS.  M&A budgets/grants are created as 
application or ISIP records by the SAA and managed just as other grants in the 
tool.   

6.1 Does the GMS allow the Grant Manager to review the grant program 
budget and either approve or disapprove the grant program budget?  
If yes, explain in detail and provide screen-shots. 

No 
This approval comes outside of the system.  There is a place to enter this 
information which is controlled by role and user level access; however, no 
approval workflow is included to enter this data into the system.   

6.2 Upon grant program budget approval by the Grants Manager, will the 
GMS automatically generate an email to the Budget Officer of the 

No See answer to 6.1.  This approval comes outside of the system. 
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approved budget?  If yes, explain, in detail, how this is accomplished 
and provide screen-shots.  If no, provide details on how your GMS 
delivers automatic system notifications. 

6.3 Upon Chart of Accounts Set-up, does the GMS automatically 
generates an email to the GMO Staff and Sub-Grantee that the 
budgets have been approved?  If yes, explain in detail. 

No 
See answer to 6.1.  This approval comes outside of the system. 

6.4 Does the GMS allow for the Sub-Grantee to adjust the Category 
Budget?  If yes, explain the process. 

Yes, future 

Existing EGMS budget modification functionality allows Sub-Grantee access to 
move funds between previously approved line items.  The concept of Category 
Budgets does not exist in EGMS in the same way it appears it does for VDEM, 
particularly at the application level where the SAA tells the sub-grantee how 
much they must budget for each category.   
Currently, Sub-Grantees create budgets of detailed expenditures to comprise the 
grant award and funds can be moved between remaining balances (non-
reimbursed portions) of these expenditures; this budget revision functionality will 
be available as part of the Initial Year 1 Software License.  This functionality 
does show how funds are being moved between categories when a budget 
revision is requested by the sub-grantee.   
The concept of Category Budgets can be implemented at additional cost.   

6.5 Upon the Sub-Grantee submitting an adjustment to the Category 
Budget, will the GMS automatically email the Grant Specialist that an 
AEL Category Item change request is pending approval? If yes, 
explain how this is accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

6.6 Once the Grant Specialist reviews the AEL Category Item Change 
Request, does the GMS allow the Grants Specialist to either 
approves as requested or disapproves with comments? If yes, 
provide detail of how this is delivered. 

Yes, 

Required review actions and status changes and required comments added can 
be configured as necessary in the EGMS Workflow Engine.  Customization of 
the Budget Revision workflow will be considered part of the Initial Year 1 
Software License.   

6.7 Upon the Grants Specialist's AEL Category Item Change Request 
approval or disapproval, will the system automatically generate an 
email to the Sub-Grantee of the response to the request?  If yes, 
provide detail. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction. 

6.8 Does the GMS allow for the GMO Staff to input, edit and download 
Category Budgets (from Excel and/or other formats)? Yes, future Download to excel could be implemented at additional cost.  This information is 

displayed on BSIR and ISIP screens. 
6.9 Does the GMS allow the Sub-Grantees and GMO Staff to view the 

Category Budgets. Yes Already available on BSIR and ISIP views.  Additional cost for view on budget 
screens. 

7.0 Are Category Budgets presented as "Real Time" data?  If yes, 
provide detail on how this is accomplished.  If no, provide detail on 
the turn-around time for the GMO Staff to receive updates (input and 
edit) of the Category Budget. 

Yes 

All system data is presented real-time (up to date with all user-entered items). 

7.1 Does the GMS allow the Sub-Grantee to request a Category Budget Yes Basic budget modification process concept.  Customization of the Budget 
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Realignment? If yes, will the realignment requests include the change 
in the specific budget amounts, change in categories and 
justifications for each change? 

Revision workflow will be considered part of the Initial Year 1 Software License.   

7.2 Will the GMS allow the realignment of the Category Budgets to 
exceed the overall project budget? If yes, please explain how this is 
accomplished.  Provide screen-shots if applicable. Yes 

Project budgets may be exceeded on budget revisions as long as they do next 
change/exceed the overall grant allocation for that particular Sub-Grantee.  The 
SAA then reviews changes to project budgets that were affected by the budget 
modification being presented.  Customization of the Budget Revision workflow 
will be considered part of the Initial Year 1 Software License.   

7.3 Will the GMS allow any Category Budget to fall below the level of all 
prior Purchase Requests from each category? No 

Budget modifications cannot move funds in excess of the balance remaining for 
each category/item that has already been reimbursed.  Balance must remain to 
move funds.   

7.4 Upon the Sub-Grantee submission of the Category Budget 
Realignment Request, will the GMS issue a system generated email 
to notify the Grant Specialist that a category budget realignment 
request is pending approval?  If yes, explain how this is 
accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

7.5 Will the GMS allow the Grant Specialist to reviews the Category 
Budget Realignment Request to either "approve as requested" or 
"disapproves with comments"?  If yes, please explain how this is 
accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

7.6 Upon the Grants Specialist's approval or disapproval, will the GMS 
send an automatic system generated email to the Sub-Grantee of the 
the response to the request?  If yes, provide detail. If no, provide 
details on how your GMS delivers automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

7.7 Does the GMS allow the GMO Staff to input, edit and view Project 
Budgets?  If so, provide detail how this is delivered. Yes 

Budget Revisions can be initiated by either the sub-grantee or the SAA on behalf 
of the sub-grantee.  The EGMS workflow engine allows system generated 
emails to be created for any workflow transaction.  Customization of the Budget 
Revision workflow will be considered part of the Initial Year 1 Software License.   

7.8 Does the GMS allow Sub-Grantees and GMO Staff to view Project 
Budgets?  If yes, provide detail on how this is accomplished.  If no, 
provide detail on the turn-around time for the GMO Staff to receive 
updates (input and edit) of the Project Budget. 

Yes 

Project views are available for each grant record to show funding rolled up by 
project for a given grant allocation.   

7.9 Does the GMS allow the Grants Specialist to request a specific 
project budget adjustment. If yes, provide detail on how this is 
accomplished. 

Yes 
This happens in the same way as any other Budget Revision.  The user would 
select to move funds from line items of one project budget to the other.   

8.0 Upon the Grants Specialist's project budget adjustment request, will 
the GMS send an automatic system generated email to the Grants 
Manager with the project change request information and a link back 
to the request page for the project budget adjustment request?  If yes, 
provide detail on how this is delivered.  If no, provide details on how 

Yes, future 

This is currently implemented per the workflow with the exception of the link 
included in the email.  For the link, current EGMS users have not required this; 
however, this would not be a major change and could be implemented fairly 
easily after deployment of the base EGMS system.  Implementation of this 



  Contract No. VA-110215-TTEM, Exhibit A 

 15 
 

5.B. Cost Management and Budget Management 
your GMS delivers automatic system notifications. feature would be at an additional cost.   

8.1 Does the GMS allow the Grant Manager to review the project budget 
adjustment request and enter reviewer comments in the GMS and 
either approve or disapprove the request?  If yes, provide detail on 
how this is accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License. 

8.2 Will the GMS provide an online Project Budget Adjustment form for 
the Grant Specialist to complete?  The Project Budget Adjustment 
form includes: source project, source category and source category 
amount, plus target project, target category and target category 
amount. 

Yes, future 

Implementation of this specific form would be at additional cost.  Note that this 
information (source and target) is already presented on-screen during review of 
budget revisions and is maintained after approval of the record; however, it is not 
likely in the format required if VDEM has a standardized format for the data.   

8.3 Upon approval of the Project Budget Adjustment Request by GM, will 
the GMS send an automatic system generated email to the Grant 
Specialist that the budget realignment has been finalized?  If yes, 
provide detail. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License. 

8.4 Does the GMS allow the the Program Analyst to upload the Grant 
Award Budget data into the GMS?  If yes, provide detail on how this 
is accomplished. 

No 
See previous responses related to inputting grant program/grant year awards.   

8.5 Does the GMS allow the GMO Staff to view/download the Grant 
Award Budget? If so can the data be exported and saved in Excel?   Yes, future 

Export to excel is a feature of the Ad Hoc reporting tool, but not available on all 
grant viewing pages. Implementation of this feature would be at an additional 
cost.   

8.6 Does the system provide a method to notify Sub-Grantees of Grant 
Adjustment Notices (time extensions, budget changes, or changes in 
Sub-Grantee personnel )?   If yes, provide detail on how this is 
accomplished. 

Yes, future 

EGMS does not enforce any hard grant periods (if the grant period has ended, 
associated grants are not systematically shut down, that is left up to the Grant 
Manager).  Timeframe extensions could be implemented at additional cost.   

8.7 Does the GMS allow for payment advances on grant funding prior to 
a Sub-Grantee spending the funds? If yes, provide detail on how this 
is accomplished. 

Yes 
Documentation required for payment is up to the SAA.   

8.8 As Sub-Grantees have an approved Budget Category, the Sub-
Grantee may move funds within an approved Budget Category(ies).  
Does the GMS allow for the Sub-Grantee to move funds from an 
approved Budget Category to another Budget Category without GMO 
Staff?   If yes, provide detail on how this is accomplished. 

Yes 

Yes, this is done via a sub-grantee initiated Budget Revision.  This can be 
initiated by the sub-grantee but would required SAA approval.   

 
5. C. Implementation, Support Services & Training 
1.0 Can your GMS be successfully implemented for operational use 

within 30 days?  If yes, provide an implementation plan and timeline 
to include tasks, resources, deliverables and any other requirements 
for a successful 30 day maximum implementation. 

No 

Tetra Tech does not believe that 30 days is a reasonable timeline for 
implementation of a system the complexity described in this RFP and to the 
complexity at which EGMS operates.  Legacy data migration, workflows, and 
reporting functions would be implemented and/or customized for VDEM’s 
specific needs at an additional cost. 
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1.1 For customers with a similar scope and scale of this RFP, how many 

successful customer implementations have you completed in the last 
5 years, which were installed in 30 days or less?  Provide the details 
of the scope and scale of each customer's implementation. 

No 

Tetra Tech has not, and would not attempt full implementation of the EGMS 
system within 30 days or less.  Tetra Tech has implemented similar systems in 
project schedules that lasted 6 months or more.   

1.2 Describe your standard implementation plan for your standard GMS? 

N/A 

Tetra Tech has no standard implementation plan for EGMS.  Based on working 
with several state agencies on this project, Tetra Tech understands that each 
client is unique in both their level of operation and organization, and in the 
complexity by which they manage their grants and expect their grants to be 
maintained by their GMS. 

1.3 Do you have a defined transition plan to move our existing data into 
the GMS?  Provide details how this will be delivered. No VDEM would need to provide existing data stores and expectations for import of 

legacy data in order for Tetra Tech to come up with a meaningful transition plan.   
1.4 Does your GMS have a standard Disaster Recovery Plan?  If yes, 

provide a copy of the Disaster Recovery Plan. Yes See Disaster Recovery Plan.  Exhibit A – Appendix 1.   

1.5 Does the GMS have a standard Change Management Plan to 
manage any updates/modifications/customizations or other 
alternations to the tool?  If yes, explain and provide a copy of the 
Change Management Plan documentation/materials. 

Yes 

Issue and Change Management. Tetra Tech is confident 
that our methodology and technical approach, supported by 
our project management and QA/QC processes, will minimize 
any issues or disputes that would require escalation of any 
kind. During project implementation, Tetra Tech will work with 
VDEM to plan the content of each deliverable.  VDEM and 
Tetra Tech will negotiate criteria for acceptance and/or 
rejection of each deliverable during the kick-off meeting and 
documented for approval by both parties. In this manner, the 
expectations for each deliverable will be decided and agreed 
upon up front, and we will avoid any unnecessary issues 
during project implementation. Tetra Tech does not anticipate 
any issues or disputes would arise concerning the 
deliverables or their approval and acceptance. However, in 
the unlikely event that an issue or challenge presents itself 
during project implementation, Tetra Tech staff at all levels 
are prepared to work with VDEM to quickly resolve the issue 
to the satisfaction of both parties. All Tetra Tech staff have 
been trained on project management, conflict resolution, and 
communication techniques – which will be applied throughout 
project implementation to deal with any issues or challenges 
at the lowest possible level. Our experience has shown that in 
most cases, a clear, open discussion between analysts and 
consultants will address most issues and challenges. Such 
discussions will be followed up with e-mail messages so all 
parties understand the issue and resolution. If this does not 
solve the issue or challenge, however, the VDEM Project 
Manager and Tetra Tech Project Manager will then discuss 
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the issue or challenge and develop a course of action that 
remedies the issue to the satisfaction of both organizations. 
Exchanges such as these will be documented either in an e-
mail message or a memorandum to the project file and shared 
between parties so the issue and final resolution of that issue 
are clearly documented for reference. In the rare instance 
where this could not occur, the issue or challenge would be 
escalated to the Tetra Tech Account Manager and VDEM 
executive management for resolution. Tetra Tech will make 
every effort to quickly resolve any issues that arise during 
project implementation at any level. To ensure adherence to 
the project schedule, Tetra Tech will work to resolve any 
issues or challenges within 1-2 days of identification of the 
issue or challenge (if possible). 

In contrast to issue management, as described above, Tetra Tech’s change 
management processes are designed to manage change requests and 
necessary scope changes during project implementation. These processes are 
different from issue management in that they are proactive and focused on 
planning mid-course corrections during project implementation to enhance the 
product or avoid any future issues altogether. Tetra Tech’s proposed 
methodology includes built-in mechanisms for change management because we 
recognize that the inherently iterative process of software development requires 
flexibility to make documented changes within the overall project scope. 
Therefore, Tetra Tech advocates formally revisiting several deliverables 
throughout the proposed phases, which offers VDEM and Tetra Tech the 
opportunity to revisit the scope and document any change requests by revising 
the Functional Specifications Document and Application Design Document. Each 
of these documents will be modified accordingly with scope changes after each 
gate session (and indeed any time it is warranted to do so during project 
implementation). Each change will be documented in the appropriate section of 
each document with the date and notes about the discussion and agreements 
with VDEM. Tetra Tech also will analyze each proposed change to ensure it is 
consistent with the overall project scope and to determine any cost impacts and 
if additional resources would be required to implement the proposed changes. 
Should overall project scope or cost changes be required for any proposed 
changes, Tetra Tech’s Account Manager, Project Manager, and Financial 
Manager will work the VDEM leadership to modify the contract accordingly. 

1.6 Does the Change Management Plan identify key stakeholders, 
communication tools and expected outcomes regarding who will be 
impacted by the implementation of the GMS? 

Yes 
See answer to 1.5 in this section.   

1.7 Does the Change Management Plan incorporate lessons learned Yes See answer to 1.5 in this section.   
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5. C. Implementation, Support Services & Training 
from previous client implementations? 

1.8 Do you have a standard Quality Assurance Program to monitor 
quality and accuracy of your GMS?  If yes, please provide details. Yes 

See answer to 1.5 in this section.  Tetra Tech as a well developed program and 
SOPs for quality assurance of deliverable documents. Tetra Tech has a 
separate quality SOP for software development.   

1.9 Does your GMS include system upgrades and/or enhancements at no 
additional charge?  If yes, please provide the details of the upgrades 
and/or enhancements.  If no, please provide details on your 
methodology for delivering and charging for upgrades and 
enhancements. No 

Tetra Tech can provide upgrades at reduced costs when multiple clients require 
similar functionality. If Tetra Tech implements and upgrade for a non-VDEM 
client, Tetra Tech will inform VDEM of the update in case a similar upgrade 
would be useful to VDEM. In these cases, Tetra Tech can often provide the 
upgrade without the need for extensive additional customization. In most cases, 
Tetra Tech would charge VDEM only for the minimal effort to install and test the 
upgrade on the VDEM implementation of EGMS. Software development and 
customization costs are minimal or non-existent.  

2.0 How does your GMS manage version control, releases and system 
updates?  Please detail how and when these are delivered. Yes 

CVS is used to manage version controls and system releases.  New 
development and/or code for bug fixes are typically released after business 
hours during low-traffic periods.  Per 1.9 it does not include automatic updates 
and releases at no additional cost, outside of standard code maintenance.   

2.1 Does your GMS include Support Services at no additional charge?  
Provide details of all Support Services included. No Our support services are covered under our cost estimate for Help Desk Support 

and Maintenance. 
2.2 What is your standard Help Desk Support service offered for the 

GMS? Please provide details of the services. Yes The details of our Help Desk support are shown in the SLA Template Service 
Agreement – Exhibit H.   

2.3 What is your emergency or After-Hours Help Desk Support services 
offered for the GMS?  Please provide details of the services.   No 

Tetra Tech’s help desk is always available during business hours 9:00 AM to 
5:00 PM EST. After these hours, the support team members are often available. 
When possible, support team members will respond to requests received after 
hours.  

2.4 Does your GMS provide 24/7/365 access by phone and general 
business hours for the office systems help desk and administration? No Based on previous integrations of EGMS, this is not required. 

2.5 Is a toll-free customer service number available for Support Services?  
If yes, please provide the hours of operation. Yes 8:00AM – 5PM EST 

2.6 Is customer services support available via an online "Help" feature 
within the GMS?  If yes, provide details of how this is delivered. 

Yes 

Tetra Tech uses a Web-based trouble-ticketing system for this purpose. When a 
user submits a comment or help request, the support team receives an 
automated notification. The system tracks the contact information, details of the 
request, and the status of the request until the issue is resolved. VDEM will have 
access to all tracking information and reports. 

2.7 Is training included with the GMS?  If yes, provide details and 
documentation of all training to include (method, resources, materials, 
class maximum, super-user or end-user, initial and ongoing training, 
etc) 

Yes 

First Training Session - The first training session will begin 
after VDEM acceptance of phase 3 outputs. Tetra Tech 
proposes to deliver the training to VDEM administrators and 
grants managers, who are designated to become experts in 
the EGMS system and who will have responsibility for 
conducting independent EGMS training sessions. The training 
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5. C. Implementation, Support Services & Training 
will take place over a 2-day period on-site at VDEM. Training 
will cover EGMS functions within the administration module 
and the payment request and budget modification workflows. 
In addition, the training will cover general business processes 
for managing the Investment Justification Process, Grant 
Award Process, Create Budget Process, and Customized 
Refund Expenditure Process. During phase 4, parts of these 
business processes will continue outside of EGMS. Tetra 
Tech will work closely with VDEM to ensure that VDEM can 
continue these processes without interruption for the 6 month 
period during which Tetra Tech will continue to customize 
EGMS to achieve the full functional specification. Tetra Tech 
will provide a draft User Manual to VDEM before the training.  

Second Training Session – Having received VDEM acceptance of the final 
EGMS and having moved the final EGMS onto the production server, Tetra Tech 
will deliver a final training session to cover all EGMS functions and features. 
Quality training is an essential factor that can determine the overall success of 
the project during the post implementation phase. For this reason, we propose to 
offer training not only through the two onsite training sessions described here, 
but also informal interaction with VDEM staff throughout the project. We 
recommend a “train the trainer” approach in which Tetra Tech works very closely 
with VDEM staff, who become experts capable of delivering training to broader 
VDEM staff and jurisdiction/grant recipients. The second training session will 
reinforce topics covered under the first training session, but will also include new 
workflows for Investment Justification Process, Grant Award Process, Create 
Budget Process, Customized Refund Expenditure Process. Again, Tetra Tech 
proposes a hands-on “train-the-trainer” approach. The training will take place 
over a two-day period on site. Tetra Tech will provide final. 

2.8 Does the GMS provide strong password requirements?  If yes, 
describe the password expiration? Yes Password expiration period would be defined by the client. 

2.9 How many times are users allowed to reuse the same passwords? N/A Implementation of this feature would be at additional cost.   
3.0 Does your GMS establish a standard communication process for 

issue management and reGMS, including specific points of contact 
for escalating issues? 

No 

Issue and Change Management. Tetra Tech is confident 
that our methodology and technical approach, supported by 
our project management and QA/QC processes, will minimize 
any issues or disputes that would require escalation of any 
kind. During project implementation, Tetra Tech will work with 
VDEM to plan the content of each deliverable.  VDEM and 
Tetra Tech will negotiate criteria for acceptance and/or 
rejection of each deliverable during the kick-off meeting and 
documented for approval by both parties. In this manner, the 
expectations for each deliverable will be decided and agreed 
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upon up front, and we will avoid any unnecessary issues 
during project implementation. Tetra Tech does not anticipate 
any issues or disputes would arise concerning the 
deliverables or their approval and acceptance. However, in 
the unlikely event that an issue or challenge presents itself 
during project implementation, Tetra Tech staff at all levels 
are prepared to work with VDEM to quickly resolve the issue 
to the satisfaction of both parties. All Tetra Tech staff have 
been trained on project management, conflict resolution, and 
communication techniques – which will be applied throughout 
project implementation to deal with any issues or challenges 
at the lowest possible level. Our experience has shown that in 
most cases, a clear, open discussion between analysts and 
consultants will address most issues and challenges. Such 
discussions will be followed up with e-mail messages so all 
parties understand the issue and resolution. If this does not 
solve the issue or challenge, however, the VDEM Project 
Manager and Tetra Tech Project Manager will then discuss 
the issue or challenge and develop a course of action that 
remedies the issue to the satisfaction of both organizations. 
Exchanges such as these will be documented either in an e-
mail message or a memorandum to the project file and shared 
between parties so the issue and final resolution of that issue 
are clearly documented for reference. In the rare instance 
where this could not occur, the issue or challenge would be 
escalated to the Tetra Tech Account Manager and VDEM 
executive management for resolution. Tetra Tech will make 
every effort to quickly resolve any issues that arise during 
project implementation at any level. To ensure adherence to 
the project schedule, Tetra Tech will work to resolve any 
issues or challenges within 1-2 days of identification of the 
issue or challenge (if possible). 

In contrast to issue management, as described above, Tetra Tech’s change 
management processes are designed to manage change requests and 
necessary scope changes during project implementation. These processes are 
different from issue management in that they are proactive and focused on 
planning mid-course corrections during project implementation to enhance the 
product or avoid any future issues altogether. Tetra Tech’s proposed 
methodology includes built-in mechanisms for change management because we 
recognize that the inherently iterative process of software development requires 
flexibility to make documented changes within the overall project scope. 
Therefore, Tetra Tech advocates formally revisiting several deliverables 
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5. C. Implementation, Support Services & Training 
throughout the proposed phases, which offers VDEM and Tetra Tech the 
opportunity to revisit the scope and document any change requests by revising 
the Functional Specifications Document and Application Design Document. Each 
of these documents will be modified accordingly with scope changes after each 
gate session (and indeed any time it is warranted to do so during project 
implementation). Each change will be documented in the appropriate section of 
each document with the date and notes about the discussion and agreements 
with VDEM. Tetra Tech also will analyze each proposed change to ensure it is 
consistent with the overall project scope and to determine any cost impacts and 
if additional resources would be required to implement the proposed changes. 
Should overall project scope or cost changes be required for any proposed 
changes, Tetra Tech’s Account Manager, Project Manager, and Financial 
Manager will work the VDEM leadership to modify the contract accordingly. 

3.1 Does the GMS provide a standardized process for educating and 
training all users of the GMS? 

No 

The below description of Tetra Tech’s training expands upon details provide in 
under Service and Support Implementation. As noted in the proposed 
implementation plan, Tetra Tech will deliver 2 training sessions  in a casual 
atmosphere where attendees will follow along via real-time displays of the Web-
based EGMS system and Microsoft PowerPoint© slideshows.  Each session will 
be given the appropriate time for completion and will be followed by a Question 
and Answer period allowing for all questions to be answered ensuring a 
complete understanding of each module within EGMS.  Tetra Tech will 
coordinate with VDEM and COG personnel prior to training to ensure that the 
appropriate personnel will be available to attend the training slot that applies to 
that person’s job responsibilities. 
 
Training agendas will be developed based on the final product and will include 
the following agenda items.  Tetra Tech will work with VDEM and COG 
personnel to finalize training agendas as needed. 
 
• Training for VDEM: 
 

 System Administration Level Training – covers the EGMS 
Administration module (Tetra Tech recommends that this section of 
training be limited to those that will have administrative access only). 

 
 Train-the-Trainer Training – covers all EGMS modules users (Tetra 

Tech recommends that this section of training be limited to those that 
will be responsible for training future employees of VDEM and 
Jurisdictions). 
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5. C. Implementation, Support Services & Training 
Tetra Tech will provide two EGMS staff for each training session as well as a 
laptop computer and digital projector to be used during training.  Tetra Tech staff 
will be responsible for clearly presenting EGMS training in its entirety, ensuring 
VDEM personnel have a thorough knowledge of the system prior to the 
conclusion of training.  Tetra Tech also will provide EGMS User’s Manuals and 
accompanying slide handouts for reference during and after training.  EGMS 
user’s manuals will consist of an Administrators User’s Manual (delivered to 
VDEM), a Grant Managers User’s Manual (delivered to VDEM), and a 
Jurisdiction User’s Manual (delivered to COGs).  All user’s manuals will be 
delivered in hard copy form to those attending training and on CD in digital form 
(PDF form).  Tetra Tech included costs for 20 copies of training manuals. 

3.2 Does your GMS provide a targeted training plan that addresses the 
training needs of specific user groups and address the system 
transactions that group members will be required to perform? Yes 

Our training is targeted to “training the trainer.” We cover all aspects of the 
system from the perspective all user groups – SAA system administrators, grant 
managers, and local jurisdictions. Our user manuals are tailarord to these 
groups as well. 

3.3 Does your GMS provide audience/ role-specific training classes built 
and conducted for distinct user groups? 

Yes 

We have proposed a “train the trainer” approach because this approach has 
proven to be successful and effective for other clients. We have also provided 
separate training sessions delivered directly to the user groups. Our training 
program is flexible in this regard and, if this approach is VDEM preference, we 
can adjust our approach within constraints of our budget. For example, we can 
provide informal web-cast training sessions to targeted groups. 

3.4 Do you provide ongoing training, at no charge, due to new releases 
and/or upgrades?  Provide details on how and when this is delivered. 

No 

Our cost estimate does not include budget for additional on-site training for this 
purpose. It also does not include revisions to the final User Document if the 
changes occur after implementation of the system per the Initial Year 1 Software 
License. Tetra Tech will provide informal webcast training sessions to small 
groups. 

 
 
 
5. D. Reporting & Performance 
Reporting 
1.0 Does the GMS allow all Authorized Users to run a variety of Grant 

Program reports?  If so, provide detail of the types of reports that 
AU's may generate. 

Yes 
See Appendix 2, under the heading 5.D. Reporting & Performance – Screen 
Captures for Question 1.0 for screen captures of an example of this scenario. 

1.1 Within the GMS, can the GMO Staff build and save ad hoc reports, 
designating who has access to run/view the report(s)?  If yes, can the 
GMO Staff set/limit access of reports by categories like: county, 
region, role, etc.? 

Yes 

See answer to 1.1 above. 

1.2 Does the GMS provide standard reports, designating who has access Yes See answer to 1.1 above. 
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5. D. Reporting & Performance 
to run/view the report(s)?  If yes, can the GMO Staff set/limit access 
of reports by categories like: county, region, role, etc.? 

1.3 Provide a list of all standard GMS reports, along with copies of each 
report and/or screen-shots.  See answer to 1.1 above. 

1.4 Does the GMS allow all Authorized Users to run/view reports to which 
their specific role gives them access?  If so, provide detail of how this 
is delivered. 

Yes 
See answer to 1.1 above. 

1.5 Quarterly Project Progress Reports will be run for Financial and 
Programatic from the Sub-Grantees.  Does the GMS provide a 
mechanism to submit Quarterly Progress Reports (Financial and 
Programatic)?  If yes, does the GMS have a standard Quarterly 
Report format or can we build our own Quarterly Report form to be 
used within the tool? 

Yes 

Report will be developed.   

1.6 Can the Quarterly Report submissions be tracked and does automatic 
system generated notices get pushed out if a Sub-Grantee's report is 
not received? Please provide detail of how this is delivered, to include 
if intervals for outstanding reminder notices can be set? 

Yes 

Report will be developed.   

Performance 
1.7 Does your GMS have standard Service Level Agreements (SLA's) to 

measure performance?  If yes, provide a list of Best Practice SLA's 
most frequently used across your customers. 

No 
See SLA Template Service Agreement – Exhibit H.   

1.8 The accounting unit of VDEM requires predefined and custom reports 
that do the following: displays grant fund balance reconciliation for 
any given period by individual grant for a given jurisdiction shows a 
named date range for a given jurisdiction and individual grant.  The 
GMS must have the following reporting and querying capabilities: 

 

 

 Number of payment requests for a period of time; Yes Available in existing Ad Hoc report. 
 Number of payments and dollar amounts reimbursed for a specific 

date range; No Implementation of this feature would be at additional cost.   

 What has been paid by year, jurisdiction government, grant program 
or any combination thereof; Yes  

 Provides the number of requests that have been denied; No Implementation of this feature would be at additional cost.   
 Provides the total days to process; No Implementation of this feature would be at additional cost.   
 Total amount paid by year and program type Yes  
 Listing of overdue invoices at 10, 20 and 30 day intervals from local 

jurisdictions No Implementation of this feature would be at additional cost.   

 Provides uncommitted funds by jurisdiction or program Yes  
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 Provides the status of completion by jurisdiction and by project 

(entered by jurisdiction, aka Bi-Annual Strategy Implementation 
Report (BSIR) 

Yes 
 

1.9 Does your GMS have the following reporting and querying 
capabilities? If your GMS provides the reportting and querying 
capabilities below, provide details and sample reports for each item. 

 
 

 Ad Hoc Reports Yes  
 Virginia ISIP (Initial Strategic Implementation Plan) /BSIR Reports Yes  
 Project Grant Distribution Reports Yes  
 Project Funding by Jurisdiction Reports Yes  
 Equipment Shipping Information Report No Implementation of this feature would be at additional cost.   
 Special and Restricted Equipment Status Report No Implementation of this feature would be at additional cost.   
 Equipment List Log Report No Implementation of this feature would be at additional cost.   
 Past Audit reports No Implementation of this feature would be at additional cost.   
 Jurisdiction Elected Officials Report No Implementation of this feature would be at additional cost.   
 Jurisdiction Point of Contact Report Yes  
 Grant Distribution/Fund Allocation Report Yes  
 Grant Progress Report Yes  
 Equipment Audit Report No Implementation of this feature would be at additional cost.   
 LE Summary Report No Implementation of this feature would be at additional cost.   
 Automated Notice Report No Implementation of this feature would be at additional cost.   
 Sub-Grantee Quarterly Report No Implementation of this feature would be at additional cost.   
 Management Quarterly Report (all grants) No Implementation of this feature would be at additional cost.   
 
5. E. Content & Information Management 
Public Information 
1.0 Does the GMS provide a secure area for the Program Analyst to 

create/update GMS site content and links which will be visible to the 
GMS Users?  If yes, provide detail on how this is delivered. 

Yes 

EGMS provides a configurable subgrantee home/welcome screen to which 
announcements and notices can be posted and guidance or other important 
documents uploaded for view by Sub-Grantees.  See Appendix 2, under the 
heading 5.E. Content & Information Management – Screen Captures for 
Question 1.0 for screen captures of this public area. 
EGMS also provides a mass emailing system where the SAA can create system-
delivered emails, with attachments, to grant points of contact and Approved 
System Users.  This mass emailing system is typically used to notify grant POCs 
on issues relating to grant guidance on to notify system users on new system 
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5. E. Content & Information Management 
functionality. 

1.1 Upon submission of the revised GMS public content by the Program 
Analyst, will an email be automatically generated to the Grants 
Manager to review the new/revised content?   If yes, provide detail on 
how this is delivered. 

No 

There is no workflow for this.  This module is available for configuration in the 
Admin module.  We would configure the role and user level module access so 
only approved SAA users have the ability to manage content from this module. 

1.2 Does the GMS allow the Grants Manager to enter disapproval 
comments of the revised public content?  If yes, provide detail how 
this is delivered. 

No 
See answer to 1.1 above. 

1.3 Upon disapproval submission of GMS site content by the Grants 
Manager,  will an email be automatically generated to the Program 
Analyst who created/revised the content with the disapproval 
comments?   If yes, provide detail on how this is delivered. 

No 

See answer to 1.1 above. 

1.4 Does the GMS allow the Grants Manager to approve new/revised 
content and submit approval of the updated content? No See answer to 1.1 above. 

1.5 Upon GMS site content approval submission by the Grants Manager, 
will the the new/revised content be activated to the GMS site?  If so, 
provide detail how this is delivered to include the turn-around time for 
approved content updates. 

No 

See answer to 1.1 above. 

1.6 Does the GMS provide a public area for the GMS Users to view 
public information published or linked by the GMO?  If yes, provide a 
sample screen-shot and describe how public content is delivered and 
viewed. 

Yes 

See Appendix 2, under the heading 5.E. Content and Information Management 
Screen Captures for Question 1.0 for screen captures of this public area. 

1.7 Does the GMS link to the Federal Grant Reporting Tool where GMO 
Staff can follow the instructions to input BSIR data for each grant 
year/type required?  If yes, provide detail on how this is delivered. Yes 

EGMS outputs BSIR reports by which users can directly copy data into the BSIR 
Federal Grants Reporting Tool.  DHS has not allowed us access for direct data 
uploads; however, the BSIR reports are live data formatted in the same way 
required for entering into the GRT.   

1.8 Does the GMS allow the Program Analyst to create and publish 
(upload) GMO and Plans for viewing by Authorized Users?  If yes, 
provide details. Yes 

Guidance and other types of documents may be uploaded to the Documents 
module.  They may be tied to specific grant programs, fiscal years, etc. and Sub-
Grantees that fall within those parameters would have access to those document 
after upload. 

1.9 Does the GMS allow the Program Analyst to create and publish 
(upload) GMO and Grant Guidance for viewing by Authorized Users? 
If yes, provide details. 

Yes 
See answer to 1.8 above. 

2.0 Does the GMS allow the Authorized User to view GMO plans?  If yes, 
provide details. Yes 

Additional information required on what GMO plans would need to be viewed.  
However, if the plans are uploaded into the documents module, the GMS allows 
Authorized Users to view.  There is no public facing version of the website.   

2.1 Does the GMS allow the Authorized User to view Grant Guidance?  If 
yes, provide details. Yes Anything uploaded into the Documents module or to the user welcome screen/ 

home page. 
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Collaboration Management 
2.2 Does the GMS provide a feature for the GMO Staff to schedule a 

web/video conference or net meeting?  If yes, provide detail on how 
this is delivered. 

No 
Implementation could be at additional cost. 

2.3 Does the GMS provide a feature for the GMO Staff to moderate a 
web/video conference or net meeting? If yes, provide detain on how 
this is delivered. 

No 
Implementation could be at additional cost. 

2.4 Does the GMS provide a feature for Authorized Users to participate in 
a web/video conference or net meeting?  If yes, provide detain on 
how this is delivered. 

No 
Implementation could be at additional cost. 

2.5 Does the GMS provide a feature which allows Authorized Users to 
participate in a chat room?  If yes, provide details how this is 
delivered. 

No 
Implementation could be at additional cost. 

2.6 Does the GMS provide a feature which allows Instant Messaging for 
Authorized Users?  If yes, provide details how this is delivered and if 
you require any system requirements for use of this feature. 

No 
Implementation could be at additional cost. 

2.7 Does the GMS provide a Message Board feature for the posting of 
GMO-related messages by all Authorized Users of the GMS, which 
still allows for the GMO Staff to perform the duties of board 
moderator?  If yes, provide detail on how this is delivered. 

No 

Implementation could be at additional cost. 

2.8 Does the GMS provide a Message Board feature for Authorized 
Users to create and post Message Board Topics, where Authorized 
Users may post messages? If yes, provide details on how this is 
accomplished. 

No 

Implementation could be at additional cost. 

Calendar Management Features 
2.9 Does the GMS include a Calendar Management feature?  If yes, can 

the Calendar Management feature be used with Microsoft Outlook? Yes 
Not tied-in with Microsoft Outlook. See Appendix 2, under the heading 5.E. 
Content & Information Management – Screen Captures for Question 2.9 for 
screen captures of an example of this scenario. 

3.0 Can the GMO Staff update the Calendar of "Public" Events on the 
GMO Grants main page? If yes, will the Calendar of Events be used 
with Microsoft Outlook?),  NOTE: "Public" refers to Sub-Grantees, 
stakeholders and partners, rather than private citizens. 

Yes 

Not tied-in with Microsoft Outlook.  See Appendix 2, under the heading 5.E. 
Content & Information Management – Screen Captures for Question 2.9 for 
screen captures of an example of this scenario. 

3.1 Can the GMO Staff  update the Calendar of "Internal" Events on the 
GMO Grants main page? NOTE:  Internal refers to all GMO Staff 
members.  If yes, provide detain on how this is delivered. 

No 
Implementation would be at additional cost.   

3.2 Can the GMO Staff view the GMO Internal Calendar and the 
Calendar of Public Events within the GMS?   If yes, provide detain on 
how this is delivered and provide screen-shots of the views. 

No 
Implementation would be at additional cost.   
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5. F. IT Compliance & Hosting 
1.0 Is the vendor’s proposed solution compliant with all current COV 

ITRM policies and standards as found at: 
http://www.vita.virginia.gov/library/default.aspx?id=537? 

Yes 
 

1.1 Is the vendor’s proposed solution compliant with all current COV data 
standards as found at: 
http://www.vita.virginia.gov/oversight/default.aspx?id=10344? 

Yes 

1.2 Can the solution be hosted by VITA?  If yes, provide details required 
for VITA to host. 

Yes 

EGMS requires ColdFusion MX 8 and Microsoft SQL Server 2005.  Although a 
single server configuration is possible, Tetra Tech recommends installation of 
the database on one server and ColdFusion on a separate server. The 
ColdFusion web server platform is typically Information Services (IIS) with 
Windows 2003 server.  Tetra Tech has implemented a design framework that 
takes advantage of ColdFusion’s code modularization (object oriented 
concepts), which have been significantly enhanced in the latest version (MX8).  
SQL Server 2005 is the relational database management system (RDBMS) on 
which ColdFusion executes the business logic.   
 
On the client side, EGMS only requires a standard web browser, such as 
Internet Explorer or Mozilla Firefox.  EGMS is designed for cross-browser 
compatibility and does not require installation of any Active X controls or Java 
Applets.  The application uses non-persistent cookies to control application 
state. Therefore, cookies must be enabled on the client web browser. 
 
 

 
 

Recommended Software and Hardware for Hosting EGMS 
 
Software Requirements 
OPERATING 
SYSTEM 

Microsoft Windows Server 2003 (Enterprise Server) 

WEB SERVER Microsoft Internet Information Services (IIS) 6.0 
SSL WEB 
SERVER 
CERTIFICATE 

Recommended 
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5. F. IT Compliance & Hosting 

DATABASE  
Microsoft SQL Server 2005 (Standard Edition, 
Enterprise Edition ) 

APPLICATION 
SERVER 

ColdFusion MX 8 (recommended) 

Hardware Requirements 
Processor 
(CPU) 

Pentium IV 2.4 GHz or higher 

Memory (RAM) 1 GB or greater 
Disk Space  ColdFusion Web Application Code – 2 GB 

Documents Repository on web server – up to 50 GB 
SQL Server Database – 25 GB  
SQL Server Database daily backups stored on disk – 
up to 100 GB 
 
* These estimates do not include disk space required 
for the operating system, ColdFusion installation, and 
SQL Server installation. 

SERVER 
BACKUP 
DEVICE 

Tape Drive 

 
 
 

End-User (Client) Software and Hardware Requirements for Using EGMS 
 
Software Requirements 
WEB BROWSER Microsoft Internet Explorer (Versions:  5 or 

higher) or equivalent 
Hardware Requirements 
Memory (RAM) 128 MB or greater 
Display Resolution 800 x 600 or greater 

 
 
EGMS Network Bandwidth Requirements 
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Bandwidth requirements can be conservatively estimated based upon the 
following assumptions.  The average size of an EGMS website page is 
approximately 50 KB.  EGMS could receive up to 10,000 page views per week.   
 
EGMS Developer Server Access 
 
To manage and maintain the application, Tetra Tech developers require direct 
access to the web application and database servers.  This may be 
accomplished through a remote connection on the developer’s local computer 
via the SQL Server software to databases running on the database server and 
access to remote desktop onto the web and database servers. 
 

1.3 Indicate the number of tiers that the solution has: 
• Single tier (monolithic) - all processing takes place on a single 
computer (desktop, mainframe, server)  
• 2-tier (Client and database tiers) - either the client application 
accesses the database directly or the business logic is implemented 
using triggers or stored procedures (example PL/SQL) 
• 3-tier (Presentation, Middle (application) and Database tiers) - 
Business logic is separated from Database tier 
• N-tier (More than 3 tiers) - example: Presentation, 
Controller/Mediator, Domain or Business, Data Mapping and Data 
Source tiers. 

N/A 

3-tier 

1.4 Indicate what kind of client is needed on the desktop?  
• Thin Client - browser only is required 
• Thin Client - browser plug-in required 
• Thick/Fat Client - s/w installed on desktop (data passed to server) 
• Emulator - mainframe terminal access 
• Desktop Only - no server needed (all components on desktop) 
• Other – please explain 

N/A 

Thin Client 

1.5 What hardware platforms (server etc.) are supported?  Provide 
details. N/A Microsoft Windows Server 

1.6 Indicate which products and versions of database software (e.g. 
Microsoft SQL Server 2008) are recommended? N/A Microsoft SQL Server 2005 

1.7 What Operating Systems and versions are supported by database, 
web and applications servers? N/A Microsoft Windows Server 
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5. F. IT Compliance & Hosting 
1.8 Are there any other requirements (portal etc.) that is needed to deploy 

the solution on either a server or desktop? (include versions). No See answer to 1.2 

1.9 Will your Solution be hosted on hardware and software platforms 
dedicated to VITA’s sole use?  If yes, please describe how this will be 
accomplished?  If no, what further steps do you take to protect each 
of your customer's data from access by other customers? 

No 

See Disaster Recovery Plan.- Exhibit A – Appendix 1.   
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APPENDIX 1 – DISASTER RECOVER PROCESS (SEE .PDF FILE) 
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APPENDIX 2 – EGMS SCREENSHOTS 
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5.D. Reporting & Performance - Screen Captures for Question 1.0. 
 
The following standard reports have been created for existing EGMS clients.  It is expected that some of the data definitions 
and structures would require modifications to meet VDEM’s business process; however, the below can be delivered as-is and 
customized as schedule and budget allow.  Available standard report directly below; selected screen captures to follow. 
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State Homeland Security Grant Program Funding Rolled Up by Type (screen capture).  Type here means by Grant Type, 
which in EGMS is a sub-set of grant program used to group data, and these grant type definitions are identified by the SAA as 
necessary when grant programs are set up in the system: 
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State Homeland Security Grant Program Funding Rolled Up by Function (screen capture). 
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State Homeland Security Grant Program Funding Rolled Up by Function (screen capture). 
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Expended Amounts by Strategy Objective (screen capture). 
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Grant Reimbursement Status by Grant Type (screen capture). 
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State Homeland Security Grant Program – Expended vs. Allocated (screen capture). 
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OHS Subgrantee Progress Reports (screen capture). 
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Funding Allocation: By Grant (screen capture). 
 

 
(Continued on next page) 
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Funding Allocation by OHS per Grant Program (screen capture). 
This report is used frequently during federal audits to show that grant program funds have been allocated to Sub-Grantees, 
even in cases where Sub-Grantees may not have completed their budget applications yet. 
 

 
(Continued on next page) 
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5.E. Content and Information Management - Screen Captures for Question 1.0. 
 
Below is an example of a client’s configuration of the Sub-Grantee welcome screen with SAA-configured messages and 
documents. 
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Below shows how these messages are configured in the Admin module.  Through user-access functionality, only certain people 
are allowed to access this section. 
 

 
(Continued on next page) 
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5.E. Content & Information Management - Screen Captures for Question 2.9. 
 
Below are some screen shots of the calendar function available in EGMS. 
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Updating individual calendar events. 
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Tetra	Tech	IT	Integration	Guide	
 

Enterprise	IT	Security	
Tetra Tech uses a centrally managed, layered approach of overlapping protection mechanisms, controls, 
assessment, monitoring, and authentication to ensure the overall security of the company’s data, 
network and IT related resources.  Policy, procedure, change management, education, and internal 
auditing practices assist with governance and compliance. 
 
 

Security	at	the	network	edge	
Internet connectivity is provided to each enterprise data center and distributed to all sites through our 

MPLS and VPN WAN connections.  A small number of local Internet connections exist to serve specific 

needs.   All Tetra Tech Internet connections are protected by Cisco ASA firewalls incorporating Intrusion 

Detection and Prevention (IDS/IPS) managed by the Enterprise IT Security Team.  All firewall and IDS/IPS 

activity is logged and sent to a Security Information Manager (SIM) for event correlation.  Changes to 

firewall rules must follow our Firewall Change Request Policy, and Procedure.   

Security	on	the	Wide	area	Network	(WAN)	security	
Connectivity between Tetra Tech offices is accomplished using a managed MPLS network utilizing Cisco 

ISR routers with an operating system incorporating firewalls, IDS/IPS and other security features.  

Smaller sites are connected using IPSEC VPN tunnels to a Tetra Tech enterprise datacenter.  All network 

and security devices monitored for availability and performance.  Traffic between routers can be 

examined and blocked if necessary.  

Local	Area	Network	(LAN)	security	
Tetra Tech uses Cisco switches to connect company computers to our network.  If required, various 

security features can be enabled to isolate network segments, disable unused ports, only allow certain 

MAC addresses to connect, etc.   

Cisco’s Unified Wireless platform is used to provide wireless network access.  Unified wireless uses a 

system of Cisco Wireless Access Points (WAP) controlled by Wireless LAN Controllers (WLC) located in 

our enterprise data centers.  All WAPs and WLCs are monitored for availability, performance, and 

security using a Wireless Control Server (WCS).  Floorplans for each office are stored in WCS providing 

wireless coverage modeling, centralized WAP configuration, and management.  This system also 

provides IDS/IPS, and will not only detect rouge access points, but allows us to generate a counter signal 

rendering the targeted WAPs useless.   

Server/desktop/laptop	security	
Windows Operating systems are standard for file and print servers, desktops, and laptops.  Exceptions 

are the Oracle Linux servers hosting our ERP software in our enterprise data centers.   
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All computers must authenticate to the Tetra Tech’s Active Directory (AD) domain, tt.local natively, or 

via an approved trust between Domains.  Changes to, and Management of AD are accomplished by the 

AD management team who are members are part of the Security Team. 

Symantec Endpoint Protection (SEP) is the security agent used on all servers, desktops, and laptops.  SEP 

provides antivirus, antispyware, firewall, host based intrusion protection, application, and device 

control.  Like other security platforms at Tetra Tech, SEP is centrally managed by redundant, 

geographically separate management servers.  SEP receives policy and updates from our SEP 

management servers as well as directly from Symantec via any available Internet connection should our 

SEP management servers become unavailable or laptop users are not connected to Tetra Tech. 

Additional security is afforded by following the practice of not providing local administrator privileges to 

users.   

Mobile	phone	security	
Tetra Tech has standardized on Windows Mobile and BlackBerry devices for smartphone and PDA 

phones. These devices must be acquired through the company’s procurement procedure.  All PDA and 

Smartphone’s are managed through a combination of Exchange Server policy and BlackBerry Enterprise 

Server (BES) policy requiring a mandatory 4 digit PIN number to unlock the device after 15 minutes of 

inactivity.  Incoming calls can be answered, and 911 calls placed without first unlocking the device.  

Additionally, these devices can be remotely wiped if lost or stolen.  

Remote	access		
Remote access to Tetra Tech is currently only allowed for Tetra Tech computers.  Connectivity is 

accomplished using a Cisco AnyConnect VPN client installed on the local computer.  Using Cisco 

AnyConnect establishes an SSL VPN connection to one of 3 endpoints in North America.  Connecting 

users are then authenticated to AD and dependant on the user’s membership in an AD VPN Access 

Group.  Cisco AnyConnect is configured to fail‐over to any of the other endpoints should one become 

unavailable.  Encrypted Terminal Server and Citrix server connections are used to support particular 

applications.   

Datacenter	security	
Tetra Tech’s enterprise data centers differ from regular Tetra Tech offices in that they house data, 

systems, and applications used by the entire company.  Our enterprise data centers host our email, ERP, 

Intranet, Internet connectivity, VPN endpoints, wireless management, security platforms, externally 

facing hosted services for clients, and other services.  With this elevated importance, our enterprise data 

centers use larger, more sophisticated switches, routers, and security measures.  Physical and electronic 

access is strictly controlled.  In addition to the security measures previously mentioned in this 

document, our enterprise data centers use switch based firewalls and IDS/IPS, secure VLAN’s, network 

analysis modules (NAM), backup power, redundant circuits, load balancers, traffic shapers, and other 

systems.  Additionally, the security team uses a dedicated vulnerability assessment (VA) system to 

evaluate and help remediate vulnerabilities in the operating systems, databases, applications, and 

hosting environments used in our data centers. 
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Identity	management	and	authentication	
As mentioned elsewhere, Tetra Tech uses Active Directory to house, manage, and control permissions 

for servers, desktops, laptops, printers, plotters and similar resources.  Objects in AD are governed by 

instructions provided in Tetra Tech’s AD Handbook.  All computers must authenticate to the Tetra Tech’s 

Active Directory (AD) domain, tt.local natively, or via an approved trust between Domains.  Access to IT 

resources that are not part of AD like routers, switches, firewalls and other devices is accomplished 

using Cisco Access Control Server (ACS) ACS policies are configured to authenticate to AD.   

Patch	management	
Tetra Tech currently uses Microsoft WSUS as its standard path management system for Windows 

operating systems.  Companies not using their own WSUS server will be managed by Tetra Tech’s WSUS 

server.  Work is underway to use Microsoft System Center Configuration Manager (SCCM) as our 

standard patching system for the entire enterprise. 

Asset	management/operating	system	deployment/application	deployment	
Tetra Tech has deployed SCCM throughout the enterprise to provide a single platform for computer 

asset management, patch management, operating system deployment (OSD), and application 

deployment.  SCCM is centrally managed, extremely scalable client management system configured in a 

hierarchical arrangement with the primary server in an enterprise data center communicating to a 

secondary server/management point/software distribution point present on each Domain Controller 

with an SCCM client on every Windows based computer.  Asset information is available for each 

computer or collection of computers.  Software packages can be deployed to individual or large 

collections of computers using elevated privileges.  SCCM will also be utilized as our enterprise patching 

platform and operating system deployment mechanism. 
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EXHIBIT B PRICING 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit B is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit B and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
 

Item Description  Item Fees  

EGMS Initial Software License Fee   $                                45,000.00 

Annual Maintenance    

Year 1 

10% of the combined total of the 
initial software license fee and 
optional system customization 
costs 

Year 2 

7.5% of the combined total of 
the initial software license fee 
and optional system 
customization costs 

Year 3 

5% of the combined total of the 
initial software license fee and 
optional system customization 
costs 

Supplier Hosting Fees:  $500/month 

Optional or Additional Services 

Fee (provide Unit of Measure 
for each, ie: Hourly; Per 

Class; Annual, etc) 
Additional Module(s)  Not applicable  
Additional Hosting Fees  Not applicable  
Remote Training (Live Training)  $2,000/one day class  
Online Webinar Training (canned-training)  Not applicable  
Onsite Training   $4,500/one day class  

Vendor Site Training $4,500/one day class 
Labor Rates for Project Resources for EGMS Customization: 
(detail all)   
Labor Rates for Account/Program Manager  $190/hour  
Labor Rates for Deputy Account/Program Manager  $110/hour  
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Labor Rates for Systems Engineer  $140/hour  
Labor Rates for Developer  $120/hour  
Labor Rates for Trainer  $95/hour  
Labor Rates for Administrative Assistant  $80/hour  
Labor Rates for Database Administrator  $90/hour  
Labor Rates for Business Analyst  $125/hour  
Labor Rates for Web Designer  $105/hour  
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EXHIBIT C ESCROW AGREEMENT 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit C is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit C and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
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EXHIBIT D-X STATEMENT OF WORK (SOW) TEMPLATE 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit D-X is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit D-X and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
 
[Note: Instructions for using this template to draft a Statement of Work are in italics. These instructions 
should be deleted after the appropriate text has been added to the Statement of Work. Contractual 
language is not italicized and should remain in the document. Text that is highlighted in blue is variable 
based on the nature of the project.] 

STATEMENT OF WORK 
 
This Statement of Work is issued by VITA on behalf of Authorized User, hereinafter referred to as 
“Authorized User”. The objective of the project described in this Statement of Work is for the Supplier to 
provide the Authorized User with a Authorized User Project Name Solution (“Solution”). 
 
1. Project Scope and Understanding of the Requirements 

Provide information on the scope of the project and the Authorized User’s requirements for this 
particular engagement including: 

a) general description of the Solution 
b) project boundaries 
c) Authorized User-specific requirements 
d) special considerations for implementing technology at Authorized User’s location(s) 
e) other characteristics of this project that must be addressed to insure the success of the 

engagement 
2. Contract Products and Services to Support the Requirements 

a.   Solution Components 
List the Solution components (hardware, software, etc.) provided by Supplier that will be used to 
support the requirements. Identify any special configuration requirements, and describe the 
system infrastructure to be provided by the Authorized User. Provide an overview that reflects 
how the system will be deployed within the Authorized User’s environment. 

b. Services 
Provide information on the services (e.g., requirements development, Solution design, 
configuration, installation) that will be provided by Supplier in the course of providing the Solution. 

c. Training and Knowledge Transfer 
Provide an overview of training services to be provided to the Authorized User and any special 
requirements for specific knowledge transfer to support the Authorized User’s successful 
implementation of the Solution. If the intent is for the Authorized User to become self-sufficient in 
operating or maintaining the Solution, determine the type of training necessary, and develop a 
training plan, for such user self-sufficiency. Describe how the Supplier will complete knowledge 
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transfer in the event this Statement of Work is not completed due to actions of Supplier or the 
non-appropriation of funds for completion affecting the Authorized User. 

d. Support 
Document the level of support, as available under the Contract, required by the Authorized User 
to operate and maintain the Solution. This may include conversion support, legacy system 
integration, transition assistance, Solution maintenance (including maintenance level), or other 
specialized consulting to facilitate delivery or use of the Solution. 

3. Project Events and Tasks 
Provide a high-level overview of project events and tasks to be accomplished to deliver the required 
Solution. 

4. Period of Performance 
Implementation of the Solution will occur within XX (XX) months of execution of this Statement of 
Work. This includes delivery and installation all of products and services necessary to implement the 
Authorized User’s Solution, training, and any support, other than on-going maintenance services. The 
period of performance for maintenance services shall be one (1) year after implementation and may 
be extended for additional one (1) year periods, pursuant to and unless otherwise specified in the 
Contract.  

5. Place of Performance 
Tasks associated with this engagement will be performed at the Authorized User’s location(s) in 
____________________, Virginia, at Supplier’s location(s) in Wherever, or other locations as 
required by the effort. 

6. Milestones, Deliverables, Payment Schedule, and Holdbacks 
The following table identifies milestone events and deliverables, the associated schedule, any 
associated payments, any retainage amounts, and net payments.   
  

Milestone 
Event 

Deliverable Schedule Payment Retainage Net Payment

Project kick-off 
meeting 

--- Execution + 5 
days 

--- --- --- 

Site survey Site survey 
report 

Execution + 10 
days 

--- --- --- 

Installation of 
software 

--- Execution + 20 
days 

$10,000 $1,000 $9,000 

Configuration 
and testing 

--- Execution + 20 
days 

--- --- --- 

Training Training manual Execution + 30 
days 

$10,000 $1,000 $9,000 

User 
Acceptance 
Testing 

--- Execution + 30 
days 

$20,000 $2,000 $18,000 

Implementation 
complete 

Solution Execution + 45 
days 

$10,000 ($4,000) $14,000 

 
The total Solution price shall not exceed $US XXX. 
Supplier’s invoices shall show retainage of ten percent (10%). Following completion of Solution 
implementation, Supplier shall submit a final invoice to the Authorized User, for the final milestone 
payment amount plus the total amount retained by the Authorized User. 
Required Deliverables are as follows: (Provide a description of all Deliverables for this engagement.) 

o Site survey report: 
o Training manual: 
o Solution: See Sections 1 and 2 above. 
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In addition, Supplier will provide copies of any briefing materials, presentations, or other information 
developed to support this engagement.  
Any inventions, combinations, machines, methods, formulae, techniques, processes, improvements, 
software designs, computer programs, strategies, specific computer-related know-how, data and 
original works of authorship discovered, created, or developed by Supplier, or jointly by Supplier and 
an Authorized User(s) in the execution of this Statement of Work shall be deemed Work Product. 
Configuration of software shall not be deemed Work Product. All provisions of the Contract regarding 
Work Product shall apply to this Statement of Work. 
If travel expenses are not included in the fixed price of the Solution, such expenses shall be 
reimbursed in accordance with Commonwealth of Virginia travel policies as published by the Virginia 
Department of Accounts 
(http://www.doa.virginia.gov/procedures/adminservices/capp/pdfdocs/20335.pdf).  In order to be 
reimbursed for travel expenses, Supplier must submit an estimate of such expenses to Authorized 
User for approval prior to incurring such expenses. 

7. Acceptance Criteria 
Acceptance Criteria for this Solution will be based on a User Acceptance Test (UAT) designed by 
Supplier and accepted by the Authorized User. The UAT will ensure that all of the functionality 
required for the Solution has been delivered. Supplier will provide the Authorized User with a detailed 
test plan and acceptance check list based on the mutually agreed upon UAT Plan. This UAT Plan 
check-list will be incorporated into this Exhibit B-X.   
This section should reflect the mutually agreed upon UAT and Acceptance Criteria specific to this 
engagement. 
Each deliverable created under this Statement of Work will be delivered to the Authorized User with a 
Deliverable Acceptance Receipt. This receipt will describe the deliverable and provide the project 
manager with space to indicate if the deliverable is accepted, rejected, or conditionally accepted.  
Conditionally Accepted deliverables will contain a list of deficiencies that need to be corrected in order 
for the deliverable to be accepted by the Project Manager. The Project Manager will have ten (10) 
days from receipt of the deliverable to provide Supplier with the signed Acceptance Receipt unless an 
alternative schedule is mutually agreed to between Supplier and the Authorized User in advance. 

8. Assumptions and Project Roles and Responsibilities 
This section contains assumptions specific to this engagement. 
State assumptions here. 
The following roles and responsibilities have been defined for this engagement: 
 

(Sample Responsibility Matrix) 
 

Responsibility Matrix Supplier Authorized 
User 

Infrastructure – Preparing the system infrastructure that meets the 
recommended configuration defined in Section 2B herein 

 √  

Server Hardware   √  
Server Operating  √  
Server Network Connectivity   √  
Relational Database Management Software (Installation and 
Implementation) 

 √  

Server Modules – Installation and Implementation √   
PC Workstations – Hardware, Operating System, Network Connectivity  √  
PC Workstations – Client Software  √  
Application Installation on PC Workstations √   
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Wireless Network Access Points √   
Cabling, Electric and User Network Connectivity from Access Points  √  
Wireless Mobile Computing Products – Scanners, printers √   
Project Planning and Management √  √  
Requirements Analysis √  √  
Application Design and Implementation √   
Product Installation, Implementation and Testing √   
Conversion Support √   
Conversion Support  -- Subject Matter Expertise  √  
Documentation √   
Training √   
Product Maintenance and Support √   
Problem Tracking √  √  
Troubleshooting – IT Infrastructure  √  
Troubleshooting – Solution √   

 
9. Security Requirements 

Provide (or reference as an Attachment) Authorized User’s security requirements. For any individual 
Authorized User location, security procedures may include but not be limited to: background checks, 
records verification, photographing, and fingerprinting of Supplier’s employees or agents. Supplier 
may, at any time, be required to execute and complete, for each individual Supplier employee or 
agent, additional forms which may include non-disclosure agreements to be signed by Supplier’s 
employees or agents acknowledging that all Authorized User information with which such employees 
and agents come into contact while at the Authorized User site is confidential and proprietary. Any 
unauthorized release of proprietary information by the Supplier or an employee or agent of Supplier 
shall constitute a breach of the Contract. 

At a minimum, Supplier shall adhere to all of VITA’s standard security requirements. 

10. Risk Management 
Risk is a function of the probability of an event occurring and the impact of the negative effects if it 
does occur. Negative effects include schedule delay, increased costs, and poor quality of 
deliverables. 

Depending on the level of risk of this project, as assessed by the Authorized User, this section may 
contain any or all of the following components, at a level of detail commensurate with the level of risk: 

a) Identification of risk factors. 
b) Initial risk assessment. 
c) Risk management/mitigation plan, including determination of roles and responsibilities of 

the Authorized User and Supplier. 
d) Risk monitoring plan, including frequency and form of reviews, project team 

responsibilities, steering and oversight committee responsibilities, documentation. 
Performance Bond. 

The Supplier shall post performance bond in an amount equal to one hundred percent (100%) of the 
total contract value and provide a copy of the bond to Authorized user within (10) days of execution of 
this SOW Agreement. In the event that the Supplier or any subcontractor or any officer, director, 
employee or agent of the Supplier or any subcontractor or any parent or subsidiary corporation of the 
Supplier or any subcontractor fails to fully and faithfully perform each material requirement of this 
SOW Agreement, including without limitation the Supplier’s obligation to indemnify the Authorized 
User, the performance bond shall be forfeited to Authorized User. The bond shall be in a form 
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customarily used in the technology industry and shall be written by a surety authorized to do business 
in Virginia and that is acceptable to Authorized User. 

 
11. Reporting 

The following are examples of reporting requirements which may be included in the Statement of 
Work by the Authorized User. [Note: In an effort to help VITA monitor Supplier performance, it is 
strongly recommended that the Statement of Work include “Supplier Performance Assessments”. 
These assessments may be performed at the discretion of the Authorized User and are not mandated 
by VITA.] 

Weekly/Bi-weekly Status Update. The weekly/bi-weekly status report, to be submitted by Supplier 
to the Authorized User, should include: accomplishments to date as compared to the project plan; any 
changes in tasks, resources or schedule with new target dates, if necessary; all open issues or 
questions regarding the project; action plan for addressing open issues or questions and potential 
impacts on the project; risk management reporting.  

Supplier Performance Self-Assessment. Within thirty (30) days of execution of the Statement of 
Work, the Supplier and the Authorized User will agree on Supplier performance self-assessment 
criteria. Supplier shall prepare a monthly self-assessment to report on such criteria. Supplier shall 
submit its self-assessment to the Authorized User who will have five (5) days to respond to Supplier 
with any comments. If the Authorized User agrees with Supplier’s self-assessment, such Authorized 
User will sign the self-assessment and submit a copy to the VITA Supplier Relationship Manager. 

Supplier Performance Assessments. The Authorized User may develop assessments of the 
Supplier’s performance and disseminate such assessments to other Authorized Users of the 
Contract. Prior to dissemination of such assessments, Supplier will have an opportunity to respond to 
the assessments, and independent verification of the assessment may be utilized in the case of 
disagreement. 

 

12. Point of Contact 
For the duration of this project, the following project managers shall serve as the points of contact for 
day-to-day communication: 

Authorized User: __________________________ 

Supplier: _________________________ 

 
 

 

By signing below, both parties agree to the terms of this Exhibit. 

Supplier VITA  

By: ________________________________ By: __________________________________ 

 (Signature)  (Signature) 

Name: _____________________________ Name: _______________________________ 

 (Print)  (Print) 

Title: ______________________________ Title: _________________________________ 

Date: ______________________________ Date: _________________________________ 
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EXHIBIT H SERVICE LEVEL AGREEMENT 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit H is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit H and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
 

PURPOSE 
The purpose of this Support Service Level Agreement (SLA) is to formalize an arrangement between the 
Supplier and the Authorized User to deliver specific support services, at specific levels of support, and at 
an agreed-upon cost and timeframe.  This document is intended to provide details of the provision of Help 
Desk support, which includes levels 1, 2, and 3 application support services to Authorized User.    

SCOPE OF AGREEMENT 
 
The Supplier will provide the following support services. 
 
Help Desk Support 
 
Supplier has a Help Desk hotline and a Web-based trouble-ticketing system.  EGMS users can call the 
hotline to receive assistance, report a program bug, or ask questions about the system.  Supplier will 
maintain records of all hotline requests using the trouble ticketing system.  Authorized User will also have 
direct access to the Web-based trouble-ticketing system for direct input and reporting.  
 
Supplier will provide the following services in response to requests for help support. 
 

• Corrective maintenance—Defined as activities associated with root-cause analysis and bug-fix 
isolation and resolution. 

• Root-cause analysis—Analysis of the root causes of problems.  Problems will be reviewed to 
determine their root causes, measures will be taken to correct the sources of the problems, and 
reports will be prepared and distributed in a timely fashion. 

• Bug fixes—The emergency repair of any system operation that does not comply with the current 
signed and approved system specification.  This includes system errors, "hung" or halted 
screens, or unexpected results within the system that render it unusable for the purpose for which 
it was designed.  

Requests for Support Specifically Covered Under This Agreement 
The following application-related services are provided under this agreement: 
 
Levels 1, 2, and 3 Support— There are three levels of support that Supplier will provide under this 
agreement.  Level 1 (help desk), level 2 (infrastructure support), and level 3 (bug fixes) shall be provided 
by Supplier for EGMS in production as described below and in Appendix A of this Exhibit.  These levels 
are defined as follows: 
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• Level 1—This is support provided by the Supplier help desk when it receives the Support 
Request from users of EGMS.  If this level of support cannot resolve the problem, the Support 
Request is passed to Supplier level 2 support, which is the infrastructure support specialist. 

 
• Level 2—This is support provided by Supplier infrastructure support or subject matter specialist.  

This level of support does not perform code modifications, if required to resolve the problem.  
Operational issues will be resolved at this level. If resolution requires code modification, the 
Support Request is passed to Tetra Tech’s level 3. 

 
• Level 3—This is support provided by a Supplier application support specialist on an as-needed 

basis according to established rates.  This level of support does perform code modifications, if 
required to resolve the problem. 

 
Requests for Services Not Covered Under This Agreement 
This agreement does not cover the following requests.  However, Supplier would be pleased to provide a 
separate statement of work in proposing services to address any of the following: 
 

1. Federally mandated updates—Supplier will not under this agreement perform necessary 
modifications to the Authorized User instance of EGMS to maintain compliance with new 
Department of Homeland Security (DHS) mandates, even if such mandates render an existing 
EGMS module or function to become obsolete.  However, Supplier recognizes that such DHS 
mandates may impact the Authorized User instance of EGMS and will be available to the 
Authorized User under a separate statement of work should the Authorized User require such 
services from Tetra Tech.  The separate statement of work would use the cost schedule 
presented in Exhibit B.  

 
2. New development or other enhancements—Supplier will not under this agreement perform any 

new development for or any other enhancements to the Authorized User’s instance of EGMS.  
However, Supplier understands that Authorized User business requirements will evolve over time 
and that the Authorized User might require modifications to EGMS functionality to conform to new 
requirements.  Should new requirements be realized by the Authorized User, Supplier can 
provide support services to the Authorized User under a separate statement of work using the 
cost schedule presented in Exhibit B.  Such new development or other enhancements would be 
specifically defined under a separate statement of work, but could include:   

 
• Documentation of new business requirements (business analysis).   
• New or added interfaces to EGMS or other systems. 
• difications to existing screens.  Adding new screens or mo
• t.  New report developmen
• Addition of data fields. 
• Business rules changes (such as pricing rules changes, distributor alignment, etc.). 
• Deployment of existing applications to new locations.  

 
3. On-call support management—Tetra Tech’s support managers are not required to be on-call 

beyond the timeframes and support levels as described in Appendix A of this Exhibit.  If at a later 
date Authorized User requires the support manager to be on-call for a specific purpose, or on a 
longer-term basis, then the Supplier support managers will be compensated at the standard on-
call rate for level 3 support staff, and Authorized User shall be charged for this service. 

 
4. Upgrades to ancillary application software and associated hardware—Supplier is not 

required to support installation of upgrades to ancillary application software or hardware 
associated with EGMS, when an upgrade to an existing system is released.  This includes 
upgrades to existing hardware and software that is ancillary to EGMS and other software that is 
not maintained or supported by Tetra Tech. 
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5. Assistance with application usage—Supplier will not provide under this agreement advice 
about or education on how to use applications other than EGMS, including completing 
transactions, creating users within or for an application, or on the purpose of an application other 
than EGMS. 

 
6. Assistance with application environment support—Supplier will not provide under this 

agreement advice about how to use, maintain, and support application environments other than 
EGMS, including application development tools, application server software, and databases. 

 
7. Assistance with application usage when unsupported or nonstandard hardware or 

software is involved—Supplier will not provide under this agreement assistance with application 
usage when unsupported or nonstandard hardware or software is involved.  Use of unsupported 
or nonstandard hardware or software often results in unexpected behavior of otherwise reliable 
systems. 

 
8. Adaptive maintenance—Supplier will not provide under this agreement any adaptive 

maintenance.  Adaptive maintenance is defined as activities relating to upgrades or conversions 
to an application other than EGMS due to new versions of operating environment, including 
operating system, application server, or database software.   

 
9. Perfective maintenance—Supplier will not provide under this agreement any perfective 

maintenance.  Perfective maintenance is defined as activities relating to enhancements to provide 
additional functionality to an application other than EGMS. 

 
10. Modifications to original application specification—Supplier will not provide under this 

agreement any modifications to the original application specification or any functionality not 
specified in the agreed design specifications.  Changes in Authorized User’s organization or 
business needs (such as a reorganization or change in business practice) may make the current 
specification obsolete.  When this occurs, Authorized User should initiate a request for 
enhancement to update the system. 

 
11. Evaluation of new software or hardware—Supplier will not provide under this agreement any 

evaluation or approval of new software or hardware for use within Authorized User.  This includes 
systems developed outside of Authorized User, such as third-party systems, or systems 
developed by Authorized User. 
 
 

Applications Covered 
This agreement is for services related to support requests concerning EGMS after transition to Authorized 
User’s hosting platform.  It does not cover ancillary software or hardware products that are maintained by 
Authorized User or a third party vendor. 

 

PROCESSES AND PROCEDURES RELATED TO THIS AGREEMENT 
 

CALL MANAGEMENT PROCESS 
 

The Supplier problem-ticket system will be used by all support team levels (where approval and technical 
access has been granted) to record and track all problem reports, inquires, or other types of calls 
received by level 1 support.  Authorized User will have direct access to the problem-ticket system for 
direct input and reporting.  Supplier will use the problem-ticket system report response times and other 
metrics for reporting purposes under this SLA. 
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BUG FIX AND CHANGE REQUEST PROCESS 
  

Figure 1 on the following page presents the change request process that will be implemented for all bugs 
or changes to the source code. 

Supplier assumes that, during the period of the SLA agreement, Supplier will be the only entity 
responsible for making changes to the source code.    

METRICS 
Metrics Reporting 
Supplier will provide a monthly report showing each problem ticket, severity level, status, and time to 

resolve each problem ticket.  These reports are expected to be produced by Tetra Tech’s problem-
ticket system, which will detail ticket management performance against SLA targets in Authorized 
User’s case management process. 

Support Metrics Package 
Metrics reporting against the SLA resolution targets identified in Authorized User’s case management 
guidelines will focus on the time to resolve tickets by application and severity.  This metric will include the 
support requests that are transferred to Supplier for resolution.  They will not include support requests 
that are resolved by other organizations.  The metrics will be reported via existing standard problem-ticket 
system reports as available. 
 



 Contract No. VA-110215-TTEM, Exhibit H 
 

Business Confidential 5  

Figure 1:  Change Request Process 
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APPENDIX A 
Definitions 
Support Request 
For the purposes of this agreement, a Support Request is generally defined as a request for support to fix 
a defect in existing application code or a request for support that involves no modifications to application 
code, such as a question. 
Levels of Support 
There are three levels of support that Supplier will provide under this agreement.  These levels are 
defined as follows: 
 

• Level 1—This is support provided by the Supplier help desk when it receives the Support 
Request from users of EGMS.  If this level of support cannot resolve the problem, the Support 
Request is passed to Supplier level 2 support, which is the infrastructure support specialist. 

 
• Level 2—This is support provided by Supplier infrastructure support or subject matter specialist.  

This level of support does not perform code modifications, if required to resolve the problem.  
Operational issues will be resolved at this level. If resolution requires code modification, the 
Support Request is passed to Tetra Tech’s level 3. 

 
• Level 3—This is support provided by a Supplier application support specialist on an as-needed 

basis according to established rates.  This level of support does perform code modifications, if 
required to resolve the problem. 

Severity Codes 
The following characteristics are used to identify the severity of a problem report: 
 

• Business and financial exposure 
• Work outage 
• Number of clients affected 

• Acceptable resolution time 

s to 

el may 
en negotiate with Authorized User to modify this severity after the report is elevated to them. 

s 
.  Severity levels for 

racteristics and weightings. 

de 
staff will return all calls 

ased upon the severity level of the trouble-ticket as shown in Table 1 below. 

  If 
ness hours, Supplier will respond by no later than 8:30 AM EST the 

llowing day. 
 

• Workaround 

 
It is not necessary (nor is it likely) to have perfect match of each characteristic to categorize a problem 
report at a particular severity level.  A given problem must be judged against each of the characteristic
make an overall assessment of which severity level best describes the problem.  The level 1 support 
agent will determine the initial severity rating for the report.  Level 2 and level 3 support personn
th
 
The characteristics below cover Help Desk inquiries only.  The characteristics do not cover work request
for system enhancements such as updates in response to new federal mandates
those work requests may carry a different set of cha
Help Desk Hours and Response Times 
Support Requests are taken by the appropriate level 1 help desk between the hours of 8:00 AM and 5:00 
PM Eastern Standard Time (EST), Monday through Friday.  After hours, the help desk hotline will provi
a pre-recorded message and will except voice-mail messages.  The help desk 
b
 
In the event of a severity level 1 trouble ticket, Supplier will make every effort to respond as quickly as 
possible even during non-help desk hours.  Supplier will provide cell phone numbers for key support 
personnel, who Authorized User may contact during off-hours in the event of a severity level 1 incident.
the incident occurs off normal busi
fo
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Table 1:  Severity Levels 
 
 Severity 1 (Critical) Severity 2 (High) Severity 3 (Medium) Severity 4 (Low) 

 
Bus xiness and Financial E posure 
 

d financial d financial 
exposure. 

d financial 
exposure. 

d financial 
exposure. 

The application failure 
creates a serious 
business an
exposure. 

The application failure 
creates a serious 
business an

The application failure 
creates a low 
business an

The application failure 
creates a minimal 
business an

Work Outage 
 

 be 

 portion of 
eir job. 

 

 be 

 portion of 
eir job. 

 

 

e 

e 

information. 

e 

ete most 
other tasks.  

The application failure 
causes the client to
unable to work or 
perform some 
significant
th

The application failure 
causes the client to
unable to work or 
perform some 
significant
th

The application failure 
causes the client to be
unable to perform 
some small portion of 
their job, but they are 
still able to complet
most other tasks.  
May also includ
questions and 
requests for 

The application failure 
causes the client to b
unable to perform a 
minor portion of their 
job, but they are still 
able to compl

Num dber of Clients Affecte  
 

rge number rge number 
lure 

ect one or 
The application failure 
affects a la
of clients. of clients. number of clients. two clients. 

The application failure 
affects a la

The application fai
affects a small 

The application failure 
may only aff

Wo is bullet car iest weightin o  rkaround [Th ries the heav g of the characteristics f r Severity 1 and 2.]
 

d 
in any other way). n 

some other way). 

not 

d to the 
problem. 

d to the 
problem. 

There is no 
acceptable 
workaround to the 
problem (i.e., the job 
cannot be performe

There is an 
acceptable and 
implemented 
workaround to the 
problem (i.e., the job 
can be performed i

There may or may 
be an acceptable 
workaroun

There is likely an 
acceptable 
workaroun

Response Time 
 
 

 

usiness hours 

Within four hours. 
business day 

(EST). 
business day 

(EST). 

Within one hour
during normal 
b
 

Within eight hours or 
by next 

Within eight hours or 
by next 

Resolution Time 
 

itial response 
time. 

 five 
business days. 

n 
 30 business 

days. 

n 
 90 calendar 

days. 

The acceptable 
resolution time is 24 
continuous hours, 
after in

The acceptable 
resolution time is

The maximum 
acceptable resolutio
time is

The maximum 
acceptable resolutio
time is

 
System Availability 
If Authorized User is hosting EGMS, Supplier does not take responsibility for system availability or 
downtime that results from a hardware or network problem.  However, if an application error or code 
problem results in downtime, Supplier will work with Authorized User support staff to resolve the problem 

ossible.  

upplier will not maintain a mirror copy of EGMS and cannot 
guarantee or access to the system.   

as quickly as p
Redundancy 
If Authorized User is hosting EGMS, S
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Performance 
If Authorized User is hosting EGMS, Supplier has very limited control over application performance.  If the 
Authorized User’s hosting platform is configured according to Tetra Tech’s specifications for hardware 
and software, EGMS will perform adequately under normal conditions.  Other factors such as network 
bandwidth can impact performance. Authorized User is responsible for management and configuration of 
the entire hosting platform.  
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APPENDIX B 
Roles and Responsibilities 
Authorized User 
Authorized User has the following general responsibilities under this agreement: 
 

• Authorized User will conduct business in a courteous and professional manner with Supplier. 
• Authorized User users using the applications stated in the Statement of Work will use the 

appropriate help desk to request support. 
• Authorized User will provide all information required to open a level 1 support request. 
• Once a level 1 support request has been submitted, Authorized User will make themselves 

available to work with the Supplier support resource assigned to the support request. 
Supplier   
Supplier has the following general responsibilities under this agreement: 
 

• Supplier will conduct business in a courteous and professional manner with Authorized User. 
• Supplier will log all information from Authorized User required to establish contact information, 

document the nature of the problem and Authorized User’s hardware/network environment (as 

t level of internal support within Supplier upon 

upplier problem-ticket system for updating, tracking, and closing trouble 

 are integral to the provision of support services to 
Authori de the following: 

ling of tasks.  This 
dividual will report to the Supplier practice manager.  His or her duties will include: 

 a 

 cross-application 

dinating the 

direction of 

ram for all support resources. 

st and assigning work to the team member 
having the appropriate technical knowledge. 

applicable). 
• Supplier will attempt to resolve problems over the phone on first call. 
• Supplier will escalate support request to nex

approach of established resolution targets. 
• Supplier will obtain Authorized User's approval before ticket closure. 
• Supplier will utilize S

tickets as assigned. 
 
There are several roles deployed within Supplier that

zed User.  These roles inclu
a) Support Manager 

The Supplier support manager will provide the overall direction of the activities of the support specialists, 
participate directly in the production of the associated deliverables, and will negotiate with Authorized 
User’s support manager regarding the classification of enhancements and the schedu
in
 

• Billable services to the client: 
- Ensuring SLA targets are met (coordinating all activities to ensure all tasks are performed in

consistent manner and on schedule). 
- Ensuring all work is performed according to the agreed-upon work methods and standards 

that are in effect within Tetra Tech’s and Authorized User’s control. 
- Acting as point of escalation for issues beyond usual scope (e.g., attending SWAT meetings 

on application outages, coordination between groups for implementing
solutions, etc.). 

- Participating directly in the production of the associated deliverables. 
- Liaising with client managers (negotiating with client's support managers regarding the 

 and the scheduling of tasks, and coorclassification of enhancements
presentation of deliverables to Authorized User’s support manager). 

• Nonbillable services to the client:  
- Ensuring support specialists have all required tools to perform their function. 
- Performing resource management and scheduling, including provision of overall 

the activities of the support specialists. 
 training prog- Creating and implementing standard

- Conducting continuous process improvements. 
- Liaising with other Supplier groups. 
- Assessing the workload for each support reque
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b) Prime Support Specialist 
 
The Supplier prime support specialist provides levels 1, 2, and 3 application support.  Reporting to the 
Supplier practice manager, the prime support specialist is responsible for the timely submission of all 
deliverables.  Duties include: 
 

• Conducting all root-cause analysis and bug fix isolation and resolution activities, and associated 
documentation for the individual tasks, as assigned by the Supplier support manager. 

• Acting as a point of contact for all application issues (bugs and enhancements). 
• For enhancements, determining the potential high-level effort for all changes, and based on that, 

either passing it on to a developer or completing it themselves (if less than five days total), all 
bugs are addressed by level 3 support (which may at times consult with a developer). 

• Identifying all tasks associated with each support request and deriving estimates for the 
completion of each task. 

• Responsibility for responding to and updating tickets. 
• Conducting testing (unit testing to be completed by Tetra Tech, system/integration/acceptance 

testing activities should be performed by the backup for all fixes/enhancements developed by the 

rt specialist on regular basis. 

e 
ackup support specialist is responsible for the timely submission of all deliverables.  Duties include:  

 

mentoring support specialists in the timely submission of all 
eliverables.  His or her duties include: 

 on complicated fixes or unusual 
types of support requests (e.g., Web server configuration). 

 

Tetra Tech). 
• Conducting coding and testing to resolve application problems. 
• Participating in the acceptance testing and implementation activities. 
• Providing knowledge transfer to backup suppo
• pPre s reports. 

c) Backup Support Specialist 
The Supplier backup support specialist provides levels 1 and 2 support in the event the prime support 
specialist is temporarily unavailable or out of the office.  Reporting to the Supplier practice manager, th

aring weekly and monthly statu

b
 

• Responding to trouble tickets 
• Resolving simple problems using front-end configuration tools 
• Explaining normal system operation 
• p Pre and notes for referral to the prime support specialists. 

d) Tech Lead 
The Supplier tech lead works as a point of contact on all technical issues for support specialists, who
provide levels 2 and 3 application support.  Reporting to the Supplier practice manager, he or she is 
responsible for assisting, coaching, and 

aring documentation 

d
 

• Providing advice and assistance to prime support specialists



 

AN EQUAL OPPORTUNITY EMPLOYER 

 

 

 
 

 

 
January 8, 2014 

 
 

Andy Mazzeo 
Tetra Tech EM Inc.  
 
 
Per Section 3.A. (“Term and Termination”) of contract VA-110215-TTEM, The Virginia 
Information Technologies Agency has elected to exercise its option to renew the contract for one 
year, from February 15, 2014 through February 14, 2015. Should you have any questions, please 
feel free to contact me. 
 
 
Respectfully, 
Doug Crenshaw 
Strategic Sourcing Manager 
Virginia Information Technologies Agency 
(804) 416-6160 

COMMONWEALTH of VIRGINIA 

Samuel A. Nixon, Jr. 
Chief Information Officer 
E-mail:  cio@vita.virginia.gov 

TDD VOICE -TEL. NO.  
711 

Virginia Information Technologies Agency 
11751 Meadowville Lane 

Chester, Virginia  23836-6315 
(804) 416-6100 
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GRANTS MANAGEMENT SOLUTIONS (GMS) 
 INFORMATION TECHNOLOGY SOLUTION CONTRACT 

THIS GMS INFORMATION TECHNOLOGY SOLUTION CONTRACT (“Contract”) is entered into by and 
between the Virginia Information Technologies Agency (VITA) pursuant to §2.2-2012 of the Code of 
Virginia and on behalf of the Commonwealth of Virginia, (hereinafter referred to as “VITA”) and Tetra 
Tech EM Inc.   (Supplier), a corporation headquartered at 240 Continental Drive – Suite 200, Newark, DE 
19713to be effective as of February 15, 2011 (Effective Date).  

1. PURPOSE  
The Supplier shall provide a Grants Management Solution (GMS) for the management of the 
End-to-End request and distribution process of grant funds to include the implementation of the 
GMS; training of the GMS and ongoing support services as related to the GMS.  
This Contract sets forth the terms and conditions under which Supplier agrees to provide and 
implement for Authorized Users a solution for the Grants Management Solution (“Solution”), and 
to provide various Services to the Authorized Users. 

2. DEFINITIONS 

A. Acceptance 
Successful performance of the Solution at the location designated in the applicable Statement of 
Work, or completed and successful Acceptance testing in conformance with the Requirements as 
determined by the Authorized User in the applicable Statement of Work. 

B. Agent 
Any third party independent agent of any Authorized User. 

C. Authorized Users 
All public bodies, including VITA, as defined by §2.2-4301 and referenced by §2.2-4304 of the 
Code of Virginia. 

D. Computer Virus 
Any malicious code, program, or other internal component (e.g., computer virus, computer worm, 
computer time bomb, or similar component), which could damage, destroy, alter or disrupt any 
computer program, firmware, or hardware or which could, in any manner, reveal, damage, 
destroy, alter or disrupt any data or other information accessed through or processed by such 
software in any manner. 

E. Confidential Information 
Any confidential or proprietary information of a Party that is disclosed in any manner, including 
oral or written, graphic, machine readable or other tangible form, to any other Party in connection 
with or as a result of discussions related to this Contract or any order or Statement of Work 
issued hereunder, and which at the time of disclosure either (i) is marked as being “Confidential” 
or “Proprietary”, (ii) is otherwise reasonably identifiable as the confidential or proprietary 
information of the disclosing Party, or (iii) under the circumstances of disclosure should 
reasonably be considered as confidential or proprietary information of the disclosing Party.   

F. Deliverable 
The tangible embodiment of the Services, including the development or creation of Work Product, 
performed or the Solution or Solution component provided by Supplier as identified in the 
applicable Statement of Work. 

G. Documentation 
Those materials detailing the information and instructions needed in order to allow any Authorized 
User and its Agents to make productive use of the Solution, and to implement and develop self-
sufficiency with regard to the Solution as may be specified in a Statement of Work issued 
hereunder. 
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H. Electronic Self-Help 
Any use of electronic means to exercise Supplier’s license termination rights, if allowable 
pursuant to the Software License section of this Contract, upon breach or cancellation, 
termination or expiration of this Contract or any order placed hereunder. 

I. Party 
Supplier, VITA, or any Authorized User. 

J. Receipt  
An Authorized User or its Agent has physically received any deliverable at the correct “ship-to” 
location. 

K. Requirements 
The functional, performance, operational, compatibility, Acceptance testing criteria and other 
parameters and characteristics of the Service(s) and Deliverables as set forth in Exhibit A and the 
applicable Statement of Work and such other parameters, characteristics, or performance 
standards that may be agreed upon in writing by the Parties. In case of conflict, see the Entire 
Contract clause for order of precedence. 

L. Services 
Any work performed or service provided, including development and maintenance of the Solution, 
software modifications, installation, support, training, and provision to the Authorized User of any 
Deliverable described in the applicable SOW, provided by Supplier under this Contract for an 
Authorized User. Services include the discovery, creation, or development of Work Product, if 
any. 

M. Software 
The programs and code provided by Supplier under this Contract as a component(s) of the 
Solution, and any subsequent modification of such programs and code, excluding Work Product. 

N. Software Publisher 
The licensor of the Software provided by Supplier under this Contract, if distinct from Supplier. 

O. Statement of Work (SOW) 
Any document in substantially the form of Exhibit D (describing the deliverables, due dates, 
assignment duration and payment obligations for a specific project, engagement, or assignment 
for which Supplier shall be providing a Solution and/or Services to an Authorized User), which, 
upon signing by both Parties, shall be deemed a part of this Contract. 

P. Supplier 
Means the Supplier and any of its Affiliates (i.e., an entity that controls, is controlled by, or is 
under common control with Supplier).  

Q. Work Product 
Inventions, combinations, machines, methods, formulae, techniques, processes, improvements, 
software designs, computer programs, strategies, specific computer-related know-how, data and 
original works of authorship (collectively, the "Work Product") discovered, created, or developed 
by Supplier, or jointly by Supplier and an Authorized User(s) in the performance of this Contract 
or any order issued hereunder. Work Product shall not include configuration of software. 

3. TERM AND TERMINATION 

A. Contract Term 
This Contract is effective and legally binding as of the Effective Date and, unless terminated as 
provided for in this section, shall continue to be effective and legally binding for a period of  three 
(3) years. VITA, in its sole discretion, may extend this Contract for up to two (2) additional one  (1) 
year periods after the expiration of the initial three (3) year period.  VITA will issue a written 
notification to the Supplier stating the extension period thirty (30) days prior to the expiration of 
any current term. In addition, performance of an order or SOW issued during the term of this 
Contract may survive the expiration of the term of this Contract, in which case all terms and 
conditions required for the operation of such order or SOW shall remain in full force and effect 
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until the Solution and all Services pursuant to such order or SOW have met the final Acceptance 
criteria of the applicable Authorized User. 

B. Termination for Convenience  
VITA may terminate this Contract, in whole or in part, or any order or SOW issued hereunder, in 
whole or in part, or an Authorized User may terminate an order or SOW, in whole or in part, upon 
not less than thirty (30) days prior written notice at any time for any reason.   

C. Termination for Breach or Default 
VITA shall have the right to terminate this Contract, in whole or in part, or any order or SOW 
issued hereunder, in whole or in part, or an Authorized User may terminate an order or SOW, in 
whole or in part, for breach and/or default of Supplier. Supplier shall be deemed in breach and/or 
default in the event that Supplier fails to meet any material obligation set forth in this Contract or 
in any order or SOW issued hereunder. 

If VITA deems the Supplier to be in breach and/or default, VITA shall provide Supplier with notice 
of breach and/or default and allow Supplier fifteen (15) days to cure the breach and/or default If 
Supplier fails to cure the breach as noted, VITA may immediately terminate this Contract or any 
order or SOW issued hereunder, in whole or in part. If an Authorized User deems the Supplier to 
be in breach and/or default of an order or SOW, such Authorized User shall provide Supplier with 
notice of breach and/or default and allow Supplier fifteen (15) days to cure the breach and/or 
default. If Supplier fails to cure the breach and/or default as noted, such Authorized User may 
immediately terminate its order or SOW, in whole or in part. Any such termination shall be 
deemed a Termination for Breach or Termination for Default. In addition, if Supplier is found by a 
court of competent jurisdiction to be in violation of or to have violated 31 USC 1352 or if Supplier 
becomes a party excluded from Federal Procurement and Nonprocurement Programs, VITA may 
immediately terminate this Contract, in whole or in part, for breach, and VITA shall provide written 
notice to Supplier of such termination. Supplier shall provide prompt written notice to VITA if 
Supplier is charged with violation of 31 USC 1352 or if federal debarment proceedings are 
instituted against Supplier.  

D. Termination for Non-Appropriation of Funds 
All payment obligations under this Contract are subject to the availability of legislative 
appropriations at the federal, state, or local level, for this purpose. In the event of non-
appropriation of funds, irrespective of the source of funds, for the items under this Contract, VITA 
may terminate this Contract, in whole or in part, or any order, in whole or in part, or an Authorized 
User may terminate an order, in whole or in part, for those goods or services for which funds have 
not been appropriated. Written notice will be provided to the Supplier as soon as possible after 
legislative action is completed.  

E. Effect of Termination  
Upon termination, neither the Commonwealth, nor VITA, nor any Authorized User shall have any 
future liability except for Deliverables accepted by the Authorized User or Services rendered by 
Supplier and accepted by the Authorized User prior to the termination date.  

In the event of a Termination for Breach or Termination for Default, Supplier shall accept return of 
any Deliverable that was not accepted by the Authorized User(s), and Supplier shall refund any 
monies paid by any Authorized User for such Deliverable, and all costs of de-installation and 
return of Deliverables shall be borne by Supplier. 

F. Transition of Services 
Prior to or upon expiration or termination of this Contract and at the request of VITA, Supplier 
shall provide all appropriate and reasonable assistance as VITA or an Authorized User may 
reasonably require to transition Solution-related Services to any other supplier with whom VITA or 
such Authorized User contracts for provision of a GMS. This obligation may extend beyond 
expiration or termination of the Contract for a period not to exceed three (3) months. In the event 
of a termination for breach and/or default of Supplier, Supplier shall provide such assistance at no 
charge or fee to VITA or any Authorized User; otherwise, Supplier shall provide such assistance 
at the hourly rate or a charge agreed upon by Supplier and VITA or an Authorized User.  
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G. Contract Kick-Off Meeting 
Within 10 days of Contract award, Supplier may be required to attend a contract orientation 
meeting, along with the VITA contract manager/administrator, the VITA and/or other CoVa 
Agency project manager(s) or authorized representative(s), technical leads, VITA representatives 
for SWaM and Sales/IFA reporting, as applicable, and any other significant stakeholders who 
have a part in the successful performance of this Contract. The purpose of this meeting will be to 
review all contractual obligations for both parties, all administrative and reporting requirements, 
and to discuss any other relationship, responsibility, communication and performance criteria set 
forth in the Contract.  The Supplier may be required to have its assigned account manager as 
specified in Section 6.0 and a representative from its contracts department in attendance.  The 
time and location of this meeting will be coordinated with Supplier and other meeting participants 
by the VITA contract manager. 

H. Contract Closeout 
Prior to the contract’s expiration date, Supplier may be provided contract close out documentation 
and shall complete, sign and return to VITA Supply Chain Management within 30 days of receipt.  
This documentation may include, but not be limited to:    Patent/Royalty Certificate, Tangible 
Property/Asset Certificate, Escrow Certificate, SWaM Reports Completion Certificate, Sales 
Reports/IFA Payments Completion Certificate, and Final Payment Certificate.  Supplier is 
required to process these as requested to ensure completion of close-out administration and to 
maintain a positive performance reputation with the Commonwealth of Virginia. Any closeout 
documentation not received within 30 days of Supplier’s receipt of our request will be 
documented in the contract file as Supplier non-compliance. Supplier’s non-compliance may 
affect any pending payments due the Supplier, including final payment, until the documentation is 
returned. 

4. SOFTWARE LICENSE 
If Authorized User is a state agency, board, commission, or other quasi-political entity of the 
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, the license 
shall be held by the Commonwealth. If Authorized User is a locality, municipality, school, school 
system, college, university, local board, local commission, or local quasi-political entity, the license 
shall be held by that public body. 

A. License Grant 
i). Supplier grants to the Commonwealth and all Authorized Users a fully paid, perpetual, 

worldwide, nonexclusive, transferable, irrevocable object code license to use, copy, modify, 
transmit and distribute the Software and Documentation including any subsequent revisions, 
in accordance with the terms and conditions set forth herein and subject only to the 
limitations and/or restrictions explicitly set forth in this Contract. It is expressly understood 
that “perpetual” license rights shall commence upon delivery of the Software to the 
Authorized User and shall exist in perpetuity unless otherwise terminated in accordance with 
the applicable provisions of the Contract. The Software is the property of Supplier, and no 
title or ownership of the Software or any of its parts, including Documentation, shall transfer 
to the Commonwealth or any Authorized User.  

ii). The Commonwealth and all Authorized Users shall have the right to use, copy, modify, 
transmit and distribute the Software for their benefit, for government use and purposes, and 
for the benefit of their Agents, including internal and third-party information processing. 

iii). The Commonwealth and any Authorized User may allow access to the Software by third 
party vendors who are under contract with an Authorized User to provide services to or on 
behalf of such Authorized User, or by other entities as required for conducting the business of 
government.  Access includes loading or executing the Software on behalf of such Authorized 
Users or their Agents. 

iv). The license fee includes a test system copy, which consists of the right to use the Software 
for non-production test purposes, including but not limited to, problem/defect identification, 
remediation, and resolution, debugging, new version evaluation, Software interface testing, 
and disaster recovery technique analysis and implementation. 
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v). In the event that all of an Authorized User’s copies of the Software, including all backup 
copies, are destroyed, irreparably damaged or otherwise lost due to fire, explosion, sabotage, 
flood or other disaster, Supplier shall provide to such Authorized User, at no additional cost, 
replacement copies of the Software and Documentation.  Nothing contained in this Section 
shall obligate Supplier to replace or assist in the recovery of data lost concurrent with the loss 
of the Software. 

vi). An Authorized User may make a reasonable number of copies of the Software and 
Documentation for use in training, support, demonstrations, backup, archiving, disaster 
recovery and development, and may run the Software concurrently at a back-up site, for no 
additional license fees or costs. Such Authorized User agrees that any copies of the Software 
or Documentation that it makes under this Contract shall bear all copyright, trademark and 
other proprietary notices included therein by Supplier.  An Authorized User may add its own 
copyright or other proprietary notice, or copyright or other proprietary notice of the 
Commonwealth, to any copy of the Software or Documentation, which contains modifications 
to which the Commonwealth or such Authorized User has ownership rights pursuant to this 
Contract. 

vii). Except as expressly authorized, an Authorized User shall not distribute the Software to any 
third party without Supplier’s prior written consent. 

viii). Except as provided or allowed by law, no Party shall reverse engineer, decompile, 
disassemble, or otherwise attempt to derive source code or other trade secrets from any 
software or other intellectual property of any other Party. 

Nothing contained herein shall be construed to restrict or limit the rights of the Commonwealth or 
any Authorized User to use any technical data, which the Commonwealth or such Authorized 
User may already possess or acquire under proper authorization from other sources. 

Compliance with the terms and conditions of any license granted pursuant to this Contract is 
solely the responsibility of the Authorized User which purchased such license or for which such 
license was purchased and not the responsibility of VITA, unless VITA purchased such license on 
its own behalf. 

B. License Type 
All licenses granted, regardless of the type, include all uses set forth above. License type may 
vary by Software product and shall be set forth in Exhibit B and identified on any order issued 
pursuant to this Contract. 

The project specific license authorizes use of the Software on any CPU; system owned or opted 
by the Commonwealth or an Authorized User, and by any user, without limitation as to quantity or 
location for GMS. 

C. No Subsequent, Unilateral Modification of Terms by Supplier (“Shrink Wrap”) 
Notwithstanding any other provision or other unilateral license terms which may be issued by 
Supplier after the Effective Date of this Contract, and irrespective of whether any such provisions 
have been proposed prior to or after the issuance of an order for a Solution, the components of 
which are licensed under this Contract, or the fact that such other agreement may be affixed to or 
accompany Software upon delivery (“shrink wrap”), the terms and conditions set forth herein shall 
supersede and govern licensing and delivery of all products and services hereunder. 

5. RIGHTS TO WORK PRODUCT 
If Authorized User is a state agency, board, commission, or other quasi-political entity of the 
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, any license to 
pre-existing work shall be held by, and all rights in, title to, and ownership of Work Product shall vest 
with the Commonwealth. If Authorized User is a locality, municipality, school, school system, college, 
university, local board, local commission, or local quasi-political entity, any license to pre-existing 
work shall be held by, and all rights in, title to, and ownership of Work Product shall vest with that 
public body. 
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A. Work Product 
VITA and Supplier each acknowledge that performance of this Contract may result in Work 
Product.  The Parties shall document all Work Product specifications and such specifications 
shall be made an incorporated exhibit to this Contract.  Supplier agrees that it shall promptly and 
fully disclose to the Commonwealth or the Authorized User any and all Work Product generated, 
conceived, reduced to practice or learned by Supplier or any of its employees, either solely or 
jointly with others, during the term or performance of this Contract, which in any way relates to the 
business of the Commonwealth, VITA or any Authorized User.  Supplier further agrees that 
neither Supplier nor Supplier's employees, contractors, agents or subcontractors, nor any party 
claiming through Supplier or Supplier's employees, shall, other than in the performance of this 
Contract, make use of or disclose to others any proprietary information relating to the Work 
Product. All Services performed hereunder shall include delivery of all source and object code 
and all executables and documentation for all Work Product.  Supplier shall at no time deny 
access to the Work Product, regardless of form, by the Commonwealth or the Authorized User. 

B. Ownership 
Supplier agrees that, whether or not the Services are considered “works made for hire” or an 
employment to invent, all Work Product discovered, created or developed under this Contract 
shall be and remain the sole property of the Commonwealth and its assigns or the Authorized 
User and its assigns.  Except as specifically set forth in writing and signed by both VITA and 
Supplier, or Authorized User and Supplier, Supplier agrees that the Commonwealth or the 
Authorized User shall have all rights with respect to any Work Product discovered, created or 
developed under this Contract without regard to the origin of the Work Product.   

If and to the extent that Supplier may, under applicable law, be entitled to claim any ownership 
interest in the Work Product, Supplier hereby irrevocably transfers, grants, conveys, assigns and 
relinquishes exclusively to the Commonwealth or the Authorized User any and all right, title and 
interest it now has or may hereafter acquire in and to the Work Product under patent, copyright, 
trade secret and trademark law in perpetuity or for the longest period otherwise permitted by law. 
If any moral rights are created, Supplier waives such rights in the Work Product.  Supplier further 
agrees as to the Work Product to assist the Commonwealth or the Authorized User in every 
reasonable way to obtain and, from time to time, enforce patents, copyrights, trade secrets and 
other rights and protection relating to the Work Product, and to that end, Supplier and its 
employees shall execute all documents for use in applying for and obtaining such patents, 
copyrights, and other rights and protection, and in protecting trade secrets, with respect to such 
Work Product, as the Commonwealth or the Authorized User may reasonably request, together 
with any assignments thereof to the Commonwealth or the Authorized User or entities designated 
by the Commonwealth or the Authorized User.   

C. Pre-existing Rights 
If and to the extent that any pre-existing rights are embodied or reflected in the Work Product, 
Supplier hereby grants to the Commonwealth or the Authorized User the irrevocable, perpetual, 
non-exclusive, worldwide, royalty-free right and license to (i) use, execute, reproduce, display, 
perform, distribute copies of and prepare derivative works based upon such pre-existing rights 
and any derivative works thereof and (ii) authorize others to do any or all of the foregoing. 

D. Return of Materials 
Upon termination of this Contract, Supplier shall immediately return to VITA or the appropriate 
Authorized User all copies, in whatever form, of any and all Confidential Information, Work 
Product and other properties provided by VITA or such Authorized User, which are in Supplier's 
possession, custody or control. 

6. SUPPLIER PERSONNEL 

A. Selection and Management of Supplier Personnel 
Supplier shall take such steps as may be necessary to ensure that all Supplier personnel 
performing under this Contract are competent and knowledgeable of the contractual 
arrangements and the applicable SOW between Authorized User and Supplier.  Supplier shall be 
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solely responsible for the conduct of its employees, agents, and subcontractors, including all acts 
and omissions of such employees, agents, and subcontractors, and shall ensure that such 
employees and subcontractors comply with the appropriate Authorized User’s site security, 
information security and personnel conduct rules, as well as applicable federal, state and local 
laws, including export regulations.  Authorized User reserves the right to require the immediate 
removal from such Authorized User’s premises of any employee, subcontractor or agent of 
Supplier whom such Authorized User believes has failed to comply or whose conduct or behavior 
is unacceptable or unprofessional or results in a security or safety breach. 

B. Supplier Personnel Supervision 
Supplier acknowledges that Supplier, or any of its agents, contractors, or subcontractors, is and 
shall be the employer of Supplier personnel, and shall have sole responsibility to supervise, 
counsel, discipline, review, evaluate, set the pay rates of and terminate the employment of 
Supplier personnel. 

C. Key Personnel 
An SOW may designate certain of Supplier’s personnel as Key Personnel or Project Managers. 
Supplier’s obligations with respect to Key Personnel and Project Managers shall be described in 
the applicable SOW. Failure of Supplier to perform in accordance with such obligations may be 
deemed a default of this Contract or of the applicable SOW. 

D. Subcontractors 
Supplier shall not use subcontractors to perform the Services unless specifically authorized in 
writing to do so by the Authorized User. If an order or SOW issued pursuant to this Contract is 
supported in whole or in part with federal funds, Supplier shall not subcontract any Services 
pursuant to such order or SOW to any subcontractor that is a party excluded from Federal 
Procurement and Nonprocurement Programs. In no event shall Supplier subcontract any 
Services to any subcontractor which is debarred by the Commonwealth of Virginia or which owes 
back taxes to the Commonwealth and has not made arrangements with the Commonwealth for 
payment of such back taxes. 

7. GENERAL WARRANTY 
Supplier warrants and represents to VITA the Solution described in Exhibit A as follows: 

A. Ownership 
Supplier has the right to provide the Solution without violating or infringing any law, rule, 
regulation, copyright, patent, trade secret or other proprietary right of any third party. 

B. Solution and Documentation 
Supplier warrants the following with respect to the Solution: 

i). The Solution is pursuant to a particular Request for Proposal (“RFP”), quote, or Request for 
Quote (RFQ), and therefore such Solution shall be fit for the particular purposes specified by 
VITA in the RFP and in this Contract, and if applicable, by the Authorized User requesting 
such quote or issuing such RFQ. Further, Supplier is possessed of superior knowledge with 
respect to the Solution and is aware that all Authorized Users are relying on Supplier's skill 
and judgment in providing the Solution;  

ii). If the RFP or RFQ specified or if Exhibit A or Supplier’s quote specifies the hardware 
equipment an Authorized User shall use to run the Solution, then Supplier warrants the 
Solution, and any subsequent Solution component Software release, is compatible with and 
shall perform well with such hardware equipment; 

iii). The Solution provided hereunder includes component Software at the current release level 
unless an Authorized User specifies an older version in its order; 

iv). No corrections, work arounds or future Software or Solution component Software releases 
provided by Supplier under the warranty provisions or under maintenance shall degrade the 
Solution, cause any other warranty to be breached, or require an Authorized User to acquire 
additional hardware equipment or software; 
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v). Supplier warrants that the Documentation and all modifications or amendments thereto which 
Supplier is required to provide under this Contract shall be sufficient in detail and content to 
allow a user/programmer to understand fully the Solution without reference to any other 
materials or information. 

C. Limited Warranty 
During the warranty period of twelve (12) months or as specified in the applicable SOW, Supplier 
warrants that the Solution shall meet or exceed the Requirements.  Supplier shall correct, at no 
additional cost to any Authorized User, all errors identified during the warranty period that result in 
a failure of the Solution to meet the Requirements. 

D. Malicious Code 
Supplier has used its best efforts through quality assurance procedures to ensure that there are 
no Computer Viruses or undocumented features in the Solution at the time of delivery to an 
Authorized User. Supplier warrants that the Solution does not contain any embedded device or 
code (e.g., time bomb) that is intended to obstruct or prevent any Authorized User’s use of the 
Solution.  Notwithstanding any rights granted under this Contract or at law, Supplier hereby 
waives under any and all circumstances any right it may have or may hereafter have to exercise 
Electronic Self-Help.  Supplier agrees that an Authorized User may pursue all remedies provided 
under law in the event of a breach or threatened breach of this Section, including injunctive or 
other equitable relief. 

E. Open Source 
Supplier will notify all Authorized Users if the Solution contains any Open Source code and 
identify the specific Open Source License that applies to any embedded code dependent on 
Open Source code, provided by Supplier under this Contract. 

F. Supplier’s Viability 
Supplier warrants that it has the financial capacity to perform and continue to perform its 
obligations under this Contract; that Supplier has no constructive or actual knowledge of a 
potential legal proceeding being brought against Supplier that could materially adversely affect 
performance of this Contract; and that entering into this Contract is not prohibited by any contract, 
or order by any court of competent jurisdiction. 

G. Supplier’s Past Experience 
Supplier warrants that a solution of similar scope and complexity as the Solution required by this 
Contract, including all component products and services, has been installed and is operating in a 
production environment in a non-related third party’s facility without significant problems due to 
the solution or Supplier. 

THE OBLIGATIONS OF SUPPLIER UNDER THIS GENERAL WARRANTY SECTION ARE MATERIAL.  
SUPPLIER MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT 
LIMITATION ANY CONCERNING MERCHANTABILITY OR FITNESS FOR ANY OTHER PARTICULAR 
PURPOSE. 

8. DELIVERY AND INSTALLATION 

A. Scheduling 
Supplier shall deliver the Solution, including any component parts, and complete performance of 
Services according to the delivery dates set forth on the appropriate order. 

Supplier shall make available all appropriate and/or related Documentation at the time of delivery 
of the relevant component of the Solution. Any Solution component delivered without the 
appropriate and required Documentation shall be considered "shipped short" until the applicable 
documentation has been received.  

B. Deployment of Solution 
1. Supplier Deployment of Solution 

The Solution fee includes initial deployment of the complete Solution.  Supplier is required to 
deploy the Solution in accordance with the deployment schedule set forth on the order.  
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Deployment shall include the installation of any Software component and, if agreed, any 
hardware component, of the Solution. Supplier shall conduct its standard appropriate 
diagnostic evaluation at the Authorized User’s user site to determine that the Solution is 
properly deployed and fully ready for productive use, and shall supply such Authorized User 
with a copy of the results of the diagnostic evaluation promptly after completion of 
deployment. 
Supplier agrees that failure to deploy the Solution in accordance with the delivery schedule in 
the applicable order shall constitute a material breach of this Contract resulting in damages to 
such Authorized User.  As an estimate of the damages such Authorized User shall suffer, 
Supplier agrees to credit such Authorized User an amount equal to one percent (01%) of the 
total Solution fee, for each day after the scheduled deployment date that the Solution has not 
been deployed for a period of thirty (30) days following the agreed upon delivery date, unless 
mutually agreed upon modifications to the project schedule are applied through the proposed 
change management plan of the Authorized User’s particular order.  If the delay lasts longer 
than thirty (30) days, such Authorized User may immediately cancel the order and collect 
damages for each day of that period of late delivery.  Such Authorized User reserves any and 
all other remedies available at law or in equity for delays lasting longer than thirty (30) days or 
for non-deployment. 

2. Authorized User Installation of Software 
If the Solution includes Software which may be installed by an Authorized User and such 
Authorized User elects to install the Software itself, the Software shall be deemed to be 
installed when all programs, program libraries and user interfaces are copied to and initialized 
on the appropriate equipment as executable by having the ordering Authorized User invoke 
the primary function of each major component of the Software or when Acceptance criteria 
have been met. Authorized User shall provide to Supplier written notice of Acceptance upon 
completion of installation and successful Acceptance testing. Supplier shall proceed with full 
deployment of the Solution concurrently with or after Authorized User’s installation of the 
Software, as agreed between the Authorized User and Supplier in the SOW. 

C. Documentation of Software Configuration 
If the Solution includes configuration of Software by Supplier, Supplier shall provide to the 
appropriate Authorized User documentation containing a description of the configuration. Such 
documentation shall be sufficiently detailed such that any appropriately trained employee or 
Agent of any Authorized User may reconstruct the configuration of the Software. 

9. ACCEPTANCE  

A. Software and Deliverable Acceptance Criteria 
Software and Deliverables shall be deemed accepted when the Authorized User determines that 
such Software and Deliverables successfully operate in accordance with the Requirements. At a 
minimum, Acceptance Criteria for Software and Deliverables, and for the Solution as a whole, 
shall ensure that all of the functionality described in the Requirements set forth in Exhibit A and 
required by the Authorized User in the applicable SOW has been delivered to the Authorized 
User. Acceptance of any one Deliverable shall not imply Authorized User’s concurrence that the 
Deliverable will function properly with or within the Solution. Supplier shall be responsible for 
ensuring that all Deliverables function properly within the Solution. Should a previously Accepted 
Deliverable require further modification in order to work properly with or within the Solution, 
Supplier shall be responsible for all costs associated with such modification. 

Such Authorized User agrees to commence Acceptance testing within fifteen business (15) days, 
or within such other period as set forth in the applicable SOW, after receipt of the Software or 
Deliverable.  Acceptance testing will be no longer than thirty (30)  days, or such longer period as 
may be agreed in writing between Authorized User and Supplier, for the first instance of each 
product type set forth in Exhibit B.  Supplier agrees to provide to such Authorized User such 
assistance and advice as such Authorized User may reasonably require, at no additional cost, 
during such Acceptance testing, other than pre-approved travel expenses for time and materials 
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type SOWs or for fixed price type SOWs in which travel expenses were expressly excluded from 
the total price of the SOW. Any such travel expenses must be pre-approved by the Authorized 
User and shall be reimbursable by such Authorized User at the then-current per diem amounts as 
published by the Virginia Department of Accounts 
(http://www.doa.virginia.gov/Admin_Services/CAPP/CAPP_Topics/20335_Meals_Lodging_102008.pdf, or a 
successor URL(s)). Authorized User shall provide to Supplier written notice of Acceptance upon 
completion of successful Acceptance testing. Should Authorized User fail to provide Supplier 
written notice of successful or unsuccessful Acceptance testing within five (5) days following the 
Acceptance testing period, the Service shall be deemed Accepted. 

B. Software and Deliverable Cure Period 
Supplier shall correct any non-conformities identified during Acceptance testing and re-submit 
such non-conforming Software or Deliverable for re-testing within fifteen (15) business  days of 
the appropriate Authorized User’s written notice of non-conformance, or as otherwise agreed 
between such Authorized User and Supplier in the applicable SOW.  Should Supplier fail to cure 
the non-conformity or deliver Software or a Deliverable which meets the Requirements, such 
Authorized User may, in its sole discretion: (i) reject the Software or Deliverable in its entirety and 
recover amounts previously paid hereunder; (ii) issue a “partial Acceptance” of the Software or 
Deliverable with an equitable adjustment in the price to account for such deficiency; or (iii) 
conditionally accept the applicable Software or Deliverable while reserving its right to revoke 
Acceptance if timely correction is not forthcoming. Failure of the Software or a Deliverable to 
meet, in all material respects, the Requirements after the second set of acceptance tests shall 
constitute a default by Supplier. In the event of such default, the Authorized User may, at its sole 
discretion, terminate its order or SOW, in whole or in part, for the Solution to be provided 
thereunder by Supplier.  

C. Solution Acceptance Criteria 
Solution shall be deemed accepted when the Authorized User determines that such Solution 
successfully operates in accordance with the Requirements.  Such Authorized User agrees to 
commence Acceptance testing within fifteen (15) business days after deployment of the Solution.  
Acceptance testing will be completed within thirty (30) days, or such longer period as may be 
agreed in writing between Authorized User and Supplier, after deployment of the Solution. 
Supplier agrees to provide to such Authorized User such assistance and advice as such 
Authorized User may reasonably require, at no additional cost, during such Acceptance testing, 
other than pre-approved travel expenses for time and materials type SOWs or for fixed price type 
SOWs in which travel expenses were expressly excluded from the total price of the SOW. Any 
such travel expenses must be pre-approved by the Authorized User and shall be reimbursable by 
such Authorized User at the then-current per diem amounts as published by the Virginia 
Department of Accounts 
http://www.doa.virginia.gov/Admin_Services/CAPP/CAPP_Topics/20335_Meals_Lodging_102008.pdf, or a 
successor URL(s)). Authorized User shall provide to Supplier written notice of Acceptance upon 
completion of successful Acceptance testing. Should Authorized User fail to provide Supplier 
written notice of successful or unsuccessful Acceptance testing within five (5) days following the 
Acceptance testing period, the Service shall be deemed Accepted. 

D. Solution Cure Period 
Supplier shall correct any non-conformities identified hereunder and shall thereafter re-submit 
such previously non-conforming Solution or component products or Services for re-testing within 
fifteen (15) days of written notice of non-conformance to Supplier, or as otherwise agreed 
between the Authorized User and Supplier.  Should Supplier fail to deliver a Solution which meets 
the Requirements, such Authorized User may, in its sole discretion: (i) reject the Solution in its 
entirety and recover amounts previously paid hereunder; (ii) issue a “partial Acceptance” of the 
Solution with an equitable adjustment in the price to account for such deficiency; or (iii) 
conditionally accept the applicable Solution while reserving its right to revoke Acceptance if timely 
correction is not forthcoming. Failure of the Solution to meet, in all material respects, the 
specifications and performance standards after the second set of acceptance tests shall 
constitute a default by Supplier. In the event of such default, the Authorized User may, at its sole 
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discretion, terminate its order, in whole or in part, for the Solution to be provided thereunder by 
Supplier.  

10. WARRANTY AND MAINTENANCE SERVICES 
At any time during the Warranty or Maintenance Period, as applicable, Supplier shall provide the 
following warranty or maintenance services (including unlimited telephonic support and all necessary 
travel and labor) to maintain the Solution in accordance with the Requirements. During the Warranty 
Period, such services shall be performed without additional charge to any Authorized User. During 
the Maintenance Period, charges shall be in accordance with this Section and Exhibit B. 

A. Known Defects 
Promptly notify all Authorized Users in writing of any defects or malfunctions in the Solution or 
Documentation of which it learns from any source other than an Authorized User, correct any 
such defects or malfunctions or provide a work around until corrected, within twenty (20) business 
days of Supplier’s knowledge of such defect or malfunction and provide all Authorized Users with 
corrected copies of same. 

B. New Releases 
Provide to all Authorized Users no later than the first day of general release, copies of the 
Software and Documentation revised to reflect any enhancements, including all new releases, 
upgrades, and access modes, to the Software made by Supplier, including, without limitation, 
modifications to the Software which can increase the speed, efficiency or base of operation of the 
Software or add additional capabilities to or otherwise improve the functionality of the Software. 

C. Coverage 
Supplier will provide support to any Authorized Users all reasonably necessary telephone or 
written consultation requested by such Authorized Users in connection with use, problems and 
operation of the Solution. Supplier will provide support coverage during standard business hours 
of Monday through Friday, from the hours of 8:00 a.m. Eastern Time to 5:00 p.m. Eastern Time, 
excluding Commonwealth of Virginia designated holidays.   

D. Service Levels 
Resolve all problems according to Exhibit H. 

E. Software Evolution 
Should Supplier or Software Publisher merge or splinter the Software previously provided to any 
Authorized User, such action on the part of Supplier or Software Publisher shall not in any way 
result in any Authorized User being charged additional license or support fees in order to receive 
enhancements, releases, upgrade or support for the Software. 

If Supplier or Software Publisher reduces or replaces functionality contained in a licensed 
Software product and provides the same or substantially similar functionality as or within a 
separate or renamed Software product, then the Commonwealth or the Authorized User shall be 
entitled to license such Software product at no additional license or maintenance fee, and subject 
to the terms and conditions herein. 

If Supplier or Software Publisher releases an option, future Software product or other release that 
has substantially the same functionality as the Software products provided under this Contract, 
and Software Publisher and/or Supplier ceases to provide maintenance for the older Software 
product, then Supplier shall offer the Commonwealth or the Authorized User the option to 
exchange licenses for such replacement Software product or function at no additional charge. 

F. Escalation Procedures  
Refer to Exhibit H 

G. Remedies 
If Supplier is unable to make the Solution or any component thereof conform, in all material 
respects, within thirty (30) days following notification by an Authorized User, Supplier shall, at 
such Authorized User’s request, accept return of the tangible Solution components, and (a) 
during the Warranty Period, return all monies paid by such Authorized User for the returned 
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Solution components and Documentation or (b) during any subsequent Maintenance Period, 
return all monies paid by such Authorized User for the returned Solution components and 
Documentation, pro-rated using the straight-line method for an estimated Solution life cycle of 
seven (7) years. Authorized User shall discontinue use of any Solution component Software or 
product.  

H. Solution Support Services (Maintenance) and Renewal Options  
Sixty (60) days prior to the expiration of the Warranty Period, Supplier shall notify the Authorized 
User in writing of such expiration, and the Authorized User, at its sole discretion, may order from 
Supplier Solution support Services (“Maintenance Services”), including new Software releases, 
updates and upgrades, for a period of one (1) year (“Maintenance Period”) and for an annual fee 
as described in Exhibit B of this Contract. Supplier shall notify the Authorized User sixty (60) days 
prior to the expiration of the Maintenance Period, and the Authorized User, at its sole discretion, 
may renew Maintenance Services for an additional one (1) year period. The annual fee for 
Maintenance Services shall not exceed the fee charged for the preceding year’s Maintenance 
Services.  Supplier warrants that it shall make Support Services available for all the Solution 
components listed in Exhibit B for a period of at least five (5) years from the expiration of the 
initial Warranty Period of any Solution provided to an Authorized User pursuant to this Contract.  
Cancellation of Maintenance Services by an Authorized User shall not affect this Contract or the 
grant of any license by Supplier. 

11. TRAINING AND DOCUMENTATION 
The Solution fee includes all costs for the training of five (5) Authorized User trainer at an Authorized 
User’s designated location on the use and operation of the Solution, including instruction in any 
necessary conversion of such Authorized User’s data for such use.  Pursuant to a mutually agreed 
upon schedule, Supplier shall provide personnel sufficiently experienced and qualified to conduct 
such training.  Available optional training, and applicable pricing and discounts, are described in 
Exhibit B.   

Supplier shall deliver to any Authorized User, five (5) complete hard copies or electronic media of 
Documentation, as requested by such Authorized User.  Any Authorized User shall have the right, as 
part of the license granted herein, to make as many additional copies of the Documentation, in whole 
or in part, for its own use as required. This Documentation shall include, but not be limited to, 
overview descriptions of all major functions, detailed step-by-step operating procedures for each 
screen and activity, and technical reference manuals.  Such Documentation shall be revised by 
Supplier to reflect any modifications made by Supplier to the Solution.  Any Authorized User shall 
have the right, as part of the license granted herein, at its own discretion, to take all or portions of the 
Documentation, modify or completely customize it in support of the authorized use of the Solution and 
may duplicate such Documentation and include it in such Authorized User’s document or platform.  
All Authorized Users shall continue to include Supplier’s copyright notice. 

12. FEES, ORDERING AND PAYMENT PROCEDURE 

A. Fees and Charges 
As consideration for the Solution and any additional products and Services provided hereunder, 
an Authorized User shall pay Supplier the fee(s) set forth on Exhibit B, which lists any and all fees 
and charges.  The fees and any associated discounts shall be applicable throughout the term of 
this Contract.  Supplier agrees to offer price reductions to ensure compliance with the 
Competitive Pricing Section. 

B. Reproduction Rights 
At an Authorized User’s request, Supplier shall provide the Authorized User with a reproducible 
diskette or CD.  Such Authorized User shall be responsible for making copies and distributing the 
Software as required.  Within thirty (30) days of the end of each calendar quarter, such 
Authorized User shall provide to Supplier a report of the net number of additional copies of the 
Software deployed during the quarter.  Supplier shall invoice such Authorized User for the net 
number of new licenses reported as deployed.  
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C. Solution Demonstration 
At the request of any Authorized User, Supplier shall perform a demonstration of its Solution at 
such Authorized User’s location and at no charge. 

D. Statement of Work (SOW) 
An SOW shall be required for any Solution ordered by an Authorized User pursuant to this 
Contract. All Services shall be performed at the times and locations set forth in the applicable 
SOW and at the rates set forth in Exhibit B herein. Unless VITA issues a written authorization for 
a time and materials type SOW, any SOW shall be of a fixed price type but may, with the written 
approval of VITA, contain a cost-reimbursable line item(s) for pre-approved travel expenses. For 
time and materials type SOWs, Supplier personnel shall maintain daily time records of hours and 
tasks performed, which shall be submitted or made available for inspection by the Authorized 
User upon forty-eight (48) hours advance written notice. 

Any change to an SOW must be described in a written change request. Either Party to an SOW 
may issue a change request that will be subject to written approval of the other Party before it 
becomes part of this Contract. In no event shall any SOW or any modification thereto require the 
Supplier to provide any products or services that are beyond the scope of this Contract as such 
scope is defined in Exhibit A hereto.  

E. Ordering 
Notwithstanding all Authorized User’s rights to license or purchase Supplier’s products or 
services under this Contract, an Authorized User is under no obligation to purchase or license 
from Supplier any of Supplier’s products or services. This Contract is optional use and 
non-exclusive, and all Authorized Users may, at their sole discretion, purchase, license or 
otherwise receive benefits from third party suppliers of products and services similar to, or in 
competition with, the products and services provided by Supplier. 

Supplier is required to accept any order placed by an Authorized User through the eVA electronic 
procurement website portal (eVA Home Page).  eVA is the Commonwealth of Virginia’s e-
procurement system.  State agencies, as defined in §2.2-2006 of the Code of Virginia, shall order 
through eVA.  All other Authorized Users are encouraged to order through eVA, but may order 
through the following means: 

i). Purchase Order (PO): An official PO form issued by an Authorized User. 
ii). Any other order/payment charge or credit card process, such as AMEX, MASTERCARD, or 

VISA under contract for use by an Authorized User. 
This ordering authority is limited to issuing orders for the Solution and products or Services 
related to the Solution available under this Contract. Under no circumstances shall any 
Authorized User have the authority to modify this Contract. An order from an Authorized User 
may contain additional terms and conditions; however, to the extent that the terms and conditions 
of the Authorized User’s order are inconsistent with the terms and conditions of this Contract, the 
terms of this Contract shall supersede. 

Notwithstanding the foregoing, Supplier shall not accept any order from an Authorized User if 
such order is to be funded, in whole or in part, by federal funds and if, at the time the order is 
placed, Supplier is not eligible to be the recipient of federal funds as may be noted on any of the 
Lists of Parties Excluded from Federal Procurement and Nonprocurement Programs.  

ALL CONTRACTUAL OBLIGATIONS UNDER THIS CONTRACT IN CONNECTION WITH AN 
ORDER PLACED BY ANY AUTHORIZED USER ARE THE SOLE OBLIGATION OF SUCH 
AUTHORIZED USER AND NOT THE RESPONSIBILITY OF VITA UNLESS SUCH 
AUTHORIZED USER IS VITA. 

F. Supplier Quote and Request for Quote  
Should an Authorized User determine that a competitive process is required to ensure it receives 
the best value Solution, such Authorized User may, at its sole discretion, on a case-by-case basis 
and upon approval by VITA, use a Request for Quote (RFQ) process to obtain a Solution identical 
or similar to those provided by Supplier pursuant to this Contract. The RFQ process is typically 
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used when an Authorized User requires a complete solution that may be fulfilled by products and 
Services herein, but whose complexity or size may result in economies that could not be passed 
on to the Authorized User within the confines of the established contract catalog discount pricing. 
When an RFQ is used, the project timing and requirements will be clearly outlined in the RFQ 
document.  In some situations, the Authorized User may not identify the exact specifications 
required.  If that is the case, the RFQ respondents will be given the opportunity to identify and 
propose their recommended specifications.  
Supplier shall respond to the RFQ by providing a quote, which shall include (a) a detailed 
description of each product or service proposed as a Solution component, at the Exhibit B line 
item level, (b) the quantity of each such component, (c) the contract price, (d) any additional 
percentage discount offered, and (e) an extended price. If requested by the Authorized User, 
Supplier’s quote shall also include a proposal describing the approach Supplier plans to take in 
developing, implementing, and maintaining a Solution for the Authorized User. Should Supplier 
be unable to respond to the RFQ due, for example, to resource constraints, Supplier shall notify 
Authorized User in writing of its inability to perform the work requested by such Authorized User, 
and provide the reasons for such inability to perform, prior to the due date for the submission of 
quotes in response to the RFQ. [If only one Solution contract is to be awarded] Supplier’s failure 
to respond to an RFQ may be deemed a default of this Contract. 

G. Invoice Procedures 
Supplier shall remit each invoice to the “bill-to” address provided with the order promptly after all 
Solution, Solution component(s), or Services have been accepted and in accordance with the 
milestone payment schedule, if any, in the applicable order.  Payment for Solution support 
Services shall be annually in arrears unless otherwise stated herein, or in any order referencing 
this Contract. No invoice shall include any costs other than those identified in the executed order, 
which costs shall be in accordance with Exhibit B. Without limiting the foregoing, all shipping 
costs are the Supplier’s responsibility except to the extent such charges are identified in Exhibit 
B, or as noted in any executed order referencing this Contract.  Invoices issued by the Supplier 
shall identify at a minimum: 

i). Solution, product/Solution component, or Service type, or project milestone, and description 
ii). Quantity, charge and extended pricing for each Solution and/or Service item or milestone 
iii). Applicable order date 
iv). This Contract number and the applicable order number 
v). Supplier’s Federal Employer Identification Number (FEIN). 
Any terms included on Supplier’s invoice shall have no force or effect and will in no way bind 
VITA or any Authorized User.  

H. Purchase Payment Terms 
Supplier is responsible for the accuracy of its billing information.  Supplier agrees not to issue 
invoices hereunder until items or milestones have met Acceptance criteria.  Charges for 
Solutions, products/Solution components, or Services accepted more than ninety (90) days prior 
to receipt of a valid invoice may not be paid. Should Supplier repeatedly over bill Authorized User, 
Authorized User may assess a one percent (1%) charge for the amount over-billed for each 
month that such over-billing continues. 

In the event any Deliverable is shipped without the applicable Documentation, payment shall not 
be due until the required Documentation is provided.  

If there are any disputed items, an Authorized User shall pay all undisputed charges and promptly 
notify Supplier in writing of any disputed amount.  Supplier shall thereupon review its records, 
and, if it does not concur with the Authorized User, provide the Authorized User with 
documentation to support the charge. If such charges remain in dispute, such dispute shall be 
resolved in accordance with the Dispute Resolution section of this Contract. In the absence of the 
Supplier’s written evidence identifying the merit of the disputed amounts, Authorized User may 
not pay the disputed amounts and may consider the matter concerning the specific identified 
amounts closed. All payment terms are net thirty (30) days after Acceptance. 
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13. REPORTING  

A. Supplier’s Report of Sales and Industrial Funding Adjustment 
By the 10th day of every month, the Supplier shall submit the “Supplier Monthly Report of Sales”. 
A template showing the format in which the report is to be submitted and contact information for 
submission is available at http://www.vita.virginia.gov/scm/default.aspx?id=97. 

The report shall be submitted via electronic mail to the VITA IFA Coordinator and shall report total 
sales (defined for purposes of this report as all invoiced payments received by Supplier from all 
Authorized Users) for this Contract during the preceding month. Supplier shall be responsible for 
submitting the monthly report of sales even if Supplier has had no sales (i.e., a $0.00 total sales 
value) for the reporting period.   

The Supplier shall submit the Industrial Funding Adjustment (IFA) payment for the period covered 
by such “Supplier Monthly Report of Sales” within thirty (30) days after submitting the “Supplier 
Monthly Report of Sales”. The IFA payment is equal to two percent (2%) of total sales reported 
during the relevant month. 

The IFA payment shall be submitted to VITA, Attention VITA Controller in the form of a check or 
electronic payment, made payable to the Treasurer of Virginia. The IFA payment shall reference 
this Contract number, “report amounts”, and “report period” and shall be accompanied by a copy 
of the relevant “Supplier Monthly Report of Sales”. Contact information for submission of IFA 
payments is available at http://www.vita.virginia.gov/scm/default.aspx?id=97 

 

Failure to comply with reporting, payment and distribution requirements of this section may result 
in default of the Contract. 

B. Small Business Participation 
Supplier and VITA agree to meet promptly after the Effective Date of this Contract to discuss the 
participation of Virginia Department of Minority Business Enterprise (DMBE)-certified Small 
Businesses as subcontractors and second-tier suppliers under this Contract. 

Supplier and VITA agree to meet annually thereafter to review small business subcontracting 
reports and discuss further action with respect to small business subcontracting and spend. 

In addition, by the 10th day of every month, Supplier shall submit to VITA the Small Business 
Subcontracting Monthly Report (template to be provided). Supplier’s report should include spend 
on all Supplier’s contracts with second-tier suppliers which provide products or services under 
this Contract. The report should specify the amount of such spend provided to small businesses. 
Supplier shall submit the report to SWaM@vita.virginia.gov. 

14. STEERING COMMITTEE  
In order to facilitate mutually beneficial contractual relationships with suppliers, VITA has procedures 
for establishing a steering committee (“Steering Committee”), consisting of senior management 
personnel, including personnel involved in the contractual relationship, from VITA and Supplier. 

Roles of the Steering Committee include but are not be limited to a) identifying potential issues which 
may arise during the performance of a contract, b) discussing and assigning roles and 
responsibilities, c) establishing methods for quickly resolving potential disputes, d) setting rules for 
communication and decision making, e) monitoring and measuring the business relationship between 
the parties, and f) acting as a final decision board for escalated problems. 

A meeting of the Steering Committee is intended to be a forum for brainstorming and sharing ideas, 
emphasizing respect, cooperation, and access, with the end goal of developing relationships to avoid 
conflict. A facilitator may, but is not required to, conduct a meeting of the Steering Committee. 

A Steering Committee for this Contract will be formed at VITA’s option. Meetings may be held at any 
time during the Contract term, should VITA, at its sole discretion, determine that a meeting(s) would 
be beneficial to the contractual relationship, and Supplier agrees to participate in such meeting(s). In 
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addition, Supplier may at any time submit a written request to VITA for a meeting of the Steering 
Committee, which VITA will not unreasonably deny. 

Supplier shall ensure the availability of the appropriate personnel to meet with the VITA contract 
management team. Additional Steering Committee meetings involving representatives from VITA, the 
Supplier, and an Authorized User may be required prior to or during performance on any specific 
SOW issued pursuant to this Contract. 

15. AUTHORIZED USER SELF-SUFFICIENCY 
Prior to or at any time during Supplier’s performance of an order issued, or which may be issued, 
pursuant to this Contract, an Authorized User may require that Supplier provide to Authorized User a 
detailed plan to develop Authorized User self-sufficiency and to transition operation and management 
of a Solution to Authorized User or its Agent, which Agent may be VITA or an agent of VITA or a third 
party provider under contract with Authorized User. At Authorized User’s request and pursuant to an 
order for Supplier’s Services issued hereunder, Supplier shall provide all assistance reasonably 
required by Authorized User to develop self-sufficiency in operating and managing such Authorized 
User’s Solution. During and/or after the transition period, Authorized User may, at its sole discretion, 
elect to order or continue Maintenance Services from Supplier for any of the Software or hardware 
components of the Solution. 

16. ESCROW AGREEMENT 
Supplier shall maintain copies of all Software source code and related technical and user 
Documentation, in English, in an escrow account, and shall maintain with escrow agent the executed 
agreement attached hereto as Exhibit C (Escrow Agreement).  Supplier acknowledges that, within 25 
business days of the Effective Date, it will deliver to  VITA an executed Escrow Agreement naming 
the Commonwealth of Virginia as a third party beneficiary. The escrow agreement will not impose 
upon the Commonwealth any requirements other than administrative responsibilities necessary for 
the operation of the Escrow Agreement. If events give rise to a need for the escrow agent to release 
escrowed materials to the Commonwealth, the Commonwealth’s sole responsibility shall be to 
request the release of such materials from the escrow agent. Supplier agrees to notify VITA in writing 
not less than thirty (30) calendar days prior to termination or any modification of Escrow Agreement.  
Supplier warrants that the information and materials to be kept in escrow in a media safe environment 
for the benefit of the Commonwealth are specifically identified and listed in Attachment A to the 
Escrow Agreement (Exhibit C) and include the most current version used by all Authorized Users of:   

i). the source code for the Software,  
ii). all Documentation related thereto as well as all necessary and available information, 

proprietary information in English, and  
iii). technical Documentation in English which shall enable VITA, any Authorized User, or an 

Agent of VITA or any Authorized User to create, maintain and/or enhance the Software 
without the aid of Supplier or any other person or reference to any other materials, 
maintenance tools (test programs and program specifications), or proprietary or third party 
system utilities (compiler and assembler descriptions); descriptions of the system/program 
generation; and descriptions of any Supplier tools required to enable VITA and all Authorized 
Users to continue to use the Software. 

Supplier warrants that the Escrow Agreement provides for, among other items, the release of the list 
of items on Attachment A of the Escrow Agreement upon the happening of certain events, including, 
but not limited to, Supplier’s failure to carry out its support and maintenance obligations imposed by 
this Contract for a period of sixty (60) days, Supplier’s breach or default under this Contract, 
Supplier’s bankruptcy, Supplier’s failure to continue to do business in the ordinary course.  Supplier 
agrees to pay all expenses associated with establishing and maintaining the escrow account and the 
contents mentioned above. 

Subject to the information and materials listed on Attachment A of the Escrow Agreement being 
released to the Commonwealth pursuant to the terms of the Escrow Agreement, which is an 
agreement supplementary hereto, Supplier hereby grants to the Commonwealth a royalty-free, 
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perpetual, irrevocable license, that permits disclosure to a third party support-vendor of a complete 
and accurate copy of then-current source code for the Software licensed hereunder, along with all 
related documentation. 

Any Authorized User which is not a state agency, board, commission, or other quasi-political entity of 
the Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia may 
require Supplier to execute an additional escrow agreement subject to the same requirements and 
binding Supplier to the same obligations as described above but naming such Authorized User as the 
beneficiary of the escrow agreement. Subject to the information and materials listed in such escrow 
agreement being released to such Authorized User, Supplier hereby grants to such Authorized User a 
royalty-free, perpetual, irrevocable license, that permits disclosure to a third party support-vendor of a 
complete and accurate copy of then-current source code for the Software licensed to such Authorized 
User, along with all related documentation. 

17. COMPETITIVE PRICING 
Supplier warrants and agrees that each of the charges, economic or product terms or warranties 
granted pursuant to this Contract are comparable to or better than the equivalent charge, economic or 
product term or warranty being offered to any commercial or government customer of Supplier.  If 
Supplier enters into any arrangements with another customer of Supplier or with an Authorized User 
to provide software or Services under more favorable prices, as the prices may be indicated on 
Supplier’s current U.S. and International price list or comparable document, then this Contract shall 
be deemed amended as of the date of such other arrangements to incorporate those more favorable 
prices, and Supplier shall immediately notify VITA of such change. 

18. CONFIDENTIALITY 

A. Treatment and Protection 
Each Party shall (i) hold in strict confidence all Confidential Information of any other Party, (ii) use 
the Confidential Information solely to perform or to exercise its rights under this Contract, and (iii) 
not transfer, display, convey or otherwise disclose or make available all or any part of such 
Confidential Information to any third-party.  However, an Authorized User may disclose the 
Confidential Information as delivered by Supplier to subcontractors, contractors or agents of such 
Authorized User that are bound by non-disclosure contracts with such Authorized User.  Each 
Party shall take the same measures to protect against the disclosure or use of the Confidential 
Information as it takes to protect its own proprietary or confidential information (but in no event 
shall such measures be less than reasonable care). 

B. Exclusions 
The term “Confidential Information” shall not include information that is: 

i). in the public domain through no fault of the receiving Party or of any other person or entity 
that is similarly contractually or otherwise obligated; 

ii). obtained independently from a third-party without an obligation of confidentiality to the 
disclosing Party and without breach of this Contract; 

iii). developed independently by the receiving Party without reference to the Confidential 
Information of the other Party; or 

iv). required to be disclosed under The Virginia Freedom of Information Act (§§2.2-3700 et seq. 
of the Code of Virginia) or similar laws or pursuant to a court order. 

C. Return or Destruction 
Upon the termination or expiration of this Contract or upon the earlier request of the disclosing 
Authorized User, Supplier shall (i) at its own expense, (a) promptly return to the disclosing 
Authorized User all tangible Confidential Information (and all copies thereof except the record 
required by law) of the disclosing Authorized User, or (b) upon written request from the disclosing 
Authorized User, destroy such Confidential Information and provide the disclosing Authorized 
User with written certification of such destruction, and (ii) cease all further use of the Authorized 
User’s Confidential Information, whether in tangible or intangible form. 
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VITA or the Authorized User shall retain and dispose of Supplier’s Confidential Information in 
accordance with the Commonwealth of Virginia’s records retention policies or, if Authorized User 
is not subject to such policies, in accordance with such Authorized User’s own records retention 
policies. 

D. Confidentiality Statement 
All Supplier personnel, contractors, agents, and subcontractors performing Services pursuant to 
this Contract shall be required to sign a confidentiality statement or non-disclosure agreement. 
Any violation of such statement or agreement shall be shall be deemed a breach of this Contract 
and may result in termination of the Contract or any order or SOW issued hereunder. 

19. INDEMNIFICATION AND LIABILITY  

A. Indemnification 
Supplier agrees to indemnify, defend and hold harmless the Commonwealth, VITA, any 
Authorized User, their officers, directors, agents and employees (collectively, “Commonwealth’s 
Indemnified Parties”) from and against any and all third party claims, demands, proceedings, suits 
and actions, including any related liabilities, obligations, losses, damages, assessments, fines, 
penalties (whether criminal or civil), judgments, settlements, expenses (including attorneys’ and 
accountants’ fees and disbursements) and costs (each, a “Claim” and collectively, “Claims”), 
incurred by, borne by or asserted against any of Commonwealth’s Indemnified Parties to the 
extent such Claims in any way relate to, arise out of or result from: (i) any intentional or willful 
conduct or negligence of any employee, agent, or subcontractor of Supplier, (ii) any act or 
omission of any employee, agent, or subcontractor of Supplier, (iii) breach of any representation, 
warranty or covenant of Supplier contained herein, (iv) any defect in the Solution or the Services, 
or (v) any actual or alleged infringement or misappropriation of any third party’s intellectual 
property rights by any of the Solution or Services.  Selection and approval of counsel and 
approval of any settlement shall be accomplished in accordance with all applicable laws, rules 
and regulations.  For state agencies the applicable laws include §§ 2.2-510 and 2.2-514 of the 
Code of Virginia.  In all cases the selection and approval of counsel and approval of any 
settlement shall be satisfactory to VITA or the Authorized User against whom the Claim has been 
asserted. 

In the event that a Claim is commenced against any of Commonwealth’s Indemnified Parties 
alleging that use of the Solution or any Solution component or that the provision of Services 
under this Contract infringes any third party’s intellectual property rights and Supplier is of the 
opinion that the allegations in such Claim in whole or in part are not covered by this 
indemnification provision, Supplier shall immediately notify VITA and the affected Authorized 
User(s) in writing, via certified mail, specifying to what extent Supplier believes it is obligated to 
defend and indemnify under the terms and conditions of this Contract. Supplier shall in such 
event protect the interests of the Commonwealth’s Indemnified Parties and secure a continuance 
to permit VITA and the affected Authorized User(s) to appear and defend their interests in 
cooperation with Supplier as is appropriate, including any jurisdictional defenses VITA or the 
affected Authorized User(s) may have. 

In the event of a Claim pursuant to any actual or alleged infringement or misappropriation of any 
third party’s intellectual property rights by any of the Solution or Services, and in addition to all 
other obligations of Supplier in this Section, Supplier shall at its expense, either (a) procure for all 
Authorized Users the right to continue use of such infringing Solution or Services, or any 
component thereof; or (b) replace or modify such infringing Solution or Services, or any 
component thereof, with non-infringing products or services satisfactory to VITA.  And in addition, 
Supplier shall provide any Authorized User with a comparable temporary replacement Solution or 
reimburse VITA or any Authorized User for the reasonable costs incurred by VITA or such 
Authorized User in obtaining an alternative product in the event such Authorized User cannot use 
the affected Solution.  If Supplier cannot accomplish any of the foregoing within a reasonable time 
and at commercially reasonable rates, then Supplier shall accept the return of the infringing 
component of the Solution or Services, along with any other components of any products 
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rendered unusable by any Authorized User as a result of the infringing component, and refund 
the price paid to Supplier for such components. 

B. Liability 
Except for liability with respect to (i) any intentional or willful misconduct or negligence of any 
employee, agent, or subcontractor of Supplier, (ii) any act or omission of any employee, agent, or 
subcontractor of Supplier, (iii) claims for bodily injury, including death, and real and tangible 
property damage, (iv) Supplier’s indemnification obligations, (v) Supplier’s confidentiality 
obligations, and (vi) Supplier’s security compliance obligations, Supplier’s liability shall be limited 
to twice the aggregate value of  the Solution and Services provided under this Contract. Supplier 
agrees that it is fully responsible for all acts and omissions of its employees, agents, and 
subcontractors, including their gross negligence or willful misconduct. 

 

FOR ALL OTHER CONTRACTUAL CLAIMS, IN NO EVENT WILL ANY PARTY BE LIABLE TO 
ANY OTHER PARTY FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL OR PUNITIVE 
DAMAGES, INCLUDING (WITHOUT LIMITATION) LOSS OF PROFIT, INCOME OR SAVINGS, 
EVEN IF ADVISED OF THE POSSIBILITY THEREOF, EXCEPT WHEN SUCH DAMAGES ARE 
CAUSED BY THE GROSS NEGLIGENCE OR WILLFUL MISCONDUCT OF THE PARTY, ITS 
EMPLOYEES, AGENTS OR SUBCONTRACTORS. 

20. INSURANCE 
In addition to the insurance coverage required by law as referenced in the Incorporated Contractual 
Provisions section of this Contract, Supplier shall carry errors and omissions insurance coverage in 
the amount of $1,000,000 per occurrence. 

21. SECURITY COMPLIANCE 
Supplier agrees to comply with all provisions of the then-current Commonwealth of Virginia security 
procedures, published by the Virginia Information Technologies Agency (VITA) and which may be 
found at (http://www.vita.virginia.gov/library/default.aspx?id=537#securityPSGs) or a successor 
URL(s), as are pertinent to Supplier's operation. Supplier further agrees to comply with all provisions 
of the relevant Authorized User’s then-current security procedures as are pertinent to Supplier’s 
operation and which have been supplied to Supplier by such Authorized User. Supplier shall also 
comply with all applicable federal, state and local laws and regulations. For any individual Authorized 
User location, security procedures may include but not be limited to: background checks, records 
verification, photographing, and fingerprinting of Supplier’s employees or agents. Supplier may, at 
any time, be required to execute and complete, for each individual Supplier employee or agent, 
additional forms which may include non-disclosure agreements to be signed by Supplier’s employees 
or agents acknowledging that all Authorized User information with which such employees and agents 
come into contact while at the Authorized User site is confidential and proprietary. Any unauthorized 
release of proprietary or Personal information by the Supplier or an employee or agent of Supplier 
shall constitute a breach of its obligations under this Section and the Contract. 

Supplier shall immediately notify VITA and Authorized User, if applicable, of any Breach of 
Unencrypted and Unredacted Personal Information, as those terms are defined in Virginia Code 18.2-
186.6, and other personal identifying information, such as insurance data or date of birth, provided by 
VITA or Authorized User to Supplier. Supplier shall provide VITA the opportunity to participate in the 
investigation of the Breach and to exercise control over reporting the unauthorized disclosure, to the 
extent permitted by law.  

Supplier shall indemnify, defend, and hold the Commonwealth, VITA, the Authorized User, their 
officers, directors, employees and agents harmless from and against any and all fines, penalties 
(whether criminal or civil), judgments, damages and assessments, including reasonable expenses 
suffered by, accrued against, or charged to or recoverable from the Commonwealth, VITA, the 
Authorized User, their officers, directors, agents or employees, on account of the failure of Supplier to 
perform its obligations pursuant this Section. 
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22. IMPORT/EXPORT 
In addition to compliance by Supplier with all export laws and regulations, VITA requires that any data 
deemed “restricted” or “sensitive” by either federal or state authorities, must only be collected, 
developed, analyzed, or otherwise used or obtained by persons or entities working within the 
boundaries of the United States. 

23. BANKRUPTCY 
If Supplier becomes insolvent, takes any step leading to its cessation as a going concern, fails to pay 
its debts as they become due, or ceases business operations continuously for longer than fifteen (15) 
business days, then VITA may immediately terminate this Contract, and an Authorized User may 
terminate an order, on notice to Supplier unless Supplier immediately gives VITA or such Authorized 
User adequate assurance of the future performance of this Contract or the applicable order.  If 
bankruptcy proceedings are commenced with respect to Supplier, and if this Contract has not 
otherwise terminated, then VITA may suspend all further performance of this Contract until Supplier 
assumes this Contract and provides adequate assurance of performance thereof or rejects this 
Contract pursuant to Section 365 of the Bankruptcy Code or any similar or successor provision, it 
being agreed by VITA and Supplier that this is an executory contract.  Any such suspension of further 
performance by VITA or Authorized User pending Supplier’s assumption or rejection shall not be a 
breach of this Contract, and shall not affect the rights of VITA or any Authorized User to pursue or 
enforce any of its rights under this Contract or otherwise.  

24. GENERAL PROVISIONS 

A. Relationship Between VITA and Authorized User and Supplier 
Supplier has no authority to contract for VITA or any Authorized User or in any way to bind, to 
commit VITA or any Authorized User to any agreement of any kind, or to assume any liabilities of 
any nature in the name of or on behalf of VITA or any Authorized User.  Under no circumstances 
shall Supplier, or any of its employees, hold itself out as or be considered an agent or an 
employee of VITA or any Authorized User, and neither VITA nor any Authorized User shall have 
any duty to provide or maintain any insurance or other employee benefits on behalf of Supplier or 
its employees.  Supplier represents and warrants that it is an independent contractor for purposes 
of federal, state and local employment taxes and agrees that neither VITA nor any Authorized 
User is responsible to collect or withhold any federal, state or local employment taxes, including, 
but not limited to, income tax withholding and social security contributions, for Supplier.  Any and 
all taxes, interest or penalties, including, but not limited to, any federal, state or local withholding 
or employment taxes, imposed, assessed or levied as a result of this Contract shall be paid or 
withheld by Supplier or, if assessed against and paid by VITA or any Authorized User, shall be 
reimbursed by Supplier upon demand by VITA or such Authorized User. 

B. Incorporated Contractual Provisions 
The then-current contractual provisions at the following URL are mandatory contractual 
provisions, required by law or by VITA, and that are hereby incorporated by reference: 
http://www.vita.virginia.gov/uploadedFiles/SCM/StatutorilyMandatedTsandCs.pdf  

The contractual claims provision §2.2-4363 of the Code of Virginia and the required eVA 
provisions at http://www.vita.virginia.gov/uploadedFiles/SCM/eVATsandCs.pdf are also 
incorporated by reference.  

The then-current contractual provisions at the following URL are required contractual provisions, 
required by law or by VITA, that apply to all orders placed under this Contract that are partially or 
wholly funded by the American Recovery and Reinvestment Act of 2009 (ARRA) and are hereby 
incorporated by reference: http://www.vita.virginia.gov/uploadedFiles/SCM/ARRA_Ts_and_Cs.pdf 

 

The then-current terms and conditions in documents posted to the aforereferenced URLs are 
subject to change pursuant to action by the legislature of the Commonwealth of Virginia, change 
in VITA policy, or the adoption of revised eVA business requirements. If a change is made to the 
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terms and conditions, a new effective date will be noted in the document title. Supplier is advised 
to check the URLs periodically. 

C. Compliance with the Federal Lobbying Act 
Supplier’s signed certification of compliance with 31 USC 1352 (entitled "Limitation on use of 
appropriated funds to influence certain Federal Contracting and financial transactions") or by the 
regulations issued from time to time thereunder (together, the "Lobbying Act") is incorporated as 
Exhibit G hereto. 

D. Governing Law 
This Contract shall be governed by and construed in accordance with the laws of the 
Commonwealth of Virginia without regard to that body of law controlling choice of law.  Any and 
all litigation shall be brought in the circuit courts of the Commonwealth of Virginia.  The English 
language version of this Contract prevails when interpreting this Contract.  The United Nations 
Convention on Contracts for the International Sale of Goods and all other laws and international 
treaties or conventions relating to the sale of goods are expressly disclaimed.  UCITA shall apply 
to this Contract only to the extent required by §59.1-501.15 of the Code of Virginia. 

E. Dispute Resolution 
In accordance with §2.2-4363 of the Code of Virginia, Contractual claims, whether for money or 
other relief, shall be submitted in writing to the public body from whom the relief is sought no later 
than sixty (60) days after final payment; however, written notice of the Supplier's intention to file 
such claim must be given to such public body at the time of the occurrence or beginning of the 
work upon which the claim is based.  Pendency of claims shall not delay payment of amounts 
agreed due in the final payment.  The relevant public body shall render a final decision in writing 
within thirty (30) days after its receipt of the Supplier's written claim. 

The Supplier may not invoke any available administrative procedure under §2.2-4365 of the Code 
of Virginia nor institute legal action prior to receipt of the decision of the relevant public body on 
the claim, unless that public body fails to render its decision within thirty (30) days.  The decision 
of the relevant public body shall be final and conclusive unless the Supplier, within six (6) months 
of the date of the final decision on the claim, invokes appropriate action under §2.2-4364, Code of 
Virginia or the administrative procedure authorized by §2.2-4365, Code of Virginia. 

Upon request from the public body from whom the relief is sought, Supplier agrees to submit any 
and all contractual disputes arising from this Contract to such public body’s alternative dispute 
resolution (ADR) procedures, if any.  Supplier may invoke such public body’s ADR procedures, if 
any, at any time and concurrently with any other statutory remedies prescribed by the Code of 
Virginia. 

In the event of any breach by a public body, Supplier’s remedies shall be limited to claims for 
damages and Prompt Payment Act interest and, if available and warranted, equitable relief, all 
such claims to be processed pursuant to this Section.  In no event shall Supplier’s remedies 
include the right to terminate any license or support services hereunder. 

F. Advertising and Use of Proprietary Marks 
Supplier shall not use the name of VITA or any Authorized User or refer to VITA or any 
Authorized User, directly or indirectly, in any press release or formal advertisement without 
receiving prior written consent of VITA or such Authorized User.  In no event may Supplier use a 
proprietary mark of VITA or an Authorized User without receiving the prior written consent of VITA 
or the Authorized User. 

G. Notices  
Any notice required or permitted to be given under this Contract shall be in writing and shall be 
deemed to have been sufficiently given if delivered in person, or if deposited in the U.S. mails, 
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed 
to the addresses shown on the signature page.  VITA or Supplier may change its address for 
notice purposes by giving the other notice of such change in accordance with this Section.  
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H. No Waiver  
Any failure to enforce any terms of this Contract shall not constitute a waiver. 

I. Assignment 
This Contract shall be binding upon and shall inure to the benefit of the permitted successors and 
assigns of VITA and Supplier.  Supplier may not assign, subcontract, delegate or otherwise 
convey this Contract, or any of its rights and obligations hereunder, to any entity without the prior 
written consent of VITA, and any such attempted assignment or subcontracting without consent 
shall be void.  VITA may assign this Contract to any entity, so long as the assignee agrees in 
writing to be bound by the all the terms and conditions of this Contract. 

If any law limits the right of VITA or Supplier to prohibit assignment or nonconsensual 
assignments, the effective date of the assignment shall be thirty (30) days after the Supplier gives 
VITA prompt written notice of the assignment, signed by authorized representatives of both the 
Supplier and the assignee.  Any payments made prior to receipt of such notification shall not be 
covered by this assignment. 

J. Captions 
The captions are for convenience and in no way define, limit or enlarge the scope of this Contract 
or any of its Sections.  

K. Severability 
Invalidity of any term of this Contract, in whole or in part, shall not affect the validity of any other 
term. VITA and Supplier further agree that in the event such provision is an essential part of this 
Contract, they shall immediately begin negotiations for a suitable replacement provision. 

L. Survival 
The provisions of this Contract regarding Software License, Rights To Work Product, Warranty, 
Escrow, Confidentiality, and Liability and Indemnification, and the General Provisions shall 
survive the expiration or termination of this Contract. 

M. Force Majeure 
No Party shall be responsible for failure to meet its obligations under this Contract if the failure 
arises from causes beyond the control and without the fault or negligence of the non-performing 
Party.  If any performance date under this Contract is postponed or extended pursuant to this 
section for longer than thirty (30) calendar days, VITA, by written notice given during the 
postponement or extension, may terminate Supplier’s right to render further performance after the 
effective date of termination without liability for that termination, and in addition an Authorized 
User may terminate any order affected by such postponement or delay. 

N. Remedies 
The remedies set forth in this Contract are intended to be cumulative.  In addition to any specific 
remedy, VITA and all Authorized Users reserve any and all other remedies that may be available 
at law or in equity. 

O. Right to Audit 
VITA reserves the right to audit those Supplier records that relate to the Solution or any 
components thereof and Services rendered or the amounts due Supplier for such services under 
this Contract. VITA's right to audit shall be limited as follows: 

i). Three (3) years from Software delivery or Service performance date; 
ii). Performed at Supplier's premises, during normal business hours at mutually agreed upon 

times; and 
iii). Excludes access to Supplier cost information. 
In no event shall Supplier have the right to audit, or require to have audited, VITA or any 
Authorized User. 
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EXHIBIT A SOLUTION REQUIREMENTS 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit A is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM (“Contract”) between the Virginia 
Information Technologies Agency (“VITA” or “Commonwealth” or “State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit A and Contract No. VA-110215-TTEM, the provisions of Contract No. VA-110215-TTEM shall 
control. 
 

 

 
5.A General Requirements and Functionality 
1.0 Is your Grants Management Solution (GMS) a hosted or web-based 

Solution?  Please provide a detailed description of the type of GMS 
Solution and how it is delivered. 

Yes 
It is a web-based solution delivered through a secured server. 

1.2 How long has your GMS been in operational use by customers?  7 years 
1.3 Is your GMS available for demonstration? Yes  
1.4 Does your GMS provide Role Based access to the system? If yes, 

explain how the Role Based access is delivered and describe all Role 
Based Types (ie: System Administrator). 

Yes 

All user accounts are assigned to one primary role and can also be associated 
with multiple secondary roles.  Role definitions flexible/ customizable and are 
usually defined during initial requirements gathering.  There are no pre-set roles 
that the system comes with; roles entered and used in EGMS reflect real-life 
business roles.  Usually, an Administrator role is defined to account for users 
that require system-wide access.  System access is customizable by role and 
also at the user level.  For example, maybe one role needs the option to create 
Budget Revisions and others do not.  EGMS allows this type of customized 
system access to be configured for each role through an interface on the front-
end of the application.  The same applies for users; some users require specific 
system access that may go above and beyond that defined for their role or other 
roles. 

1.5 Does the GMS allow the customer to be reponsible for management 
and administration of Authorized Users of the tool?  If yes, explain. 

Yes 

User account requests are directed to a section in the administrative section of 
the tool, where approved SAA roles can review and approve/reject accounts and 
update user information.  SAA administrators also have access to update role 
and user level module access, so they can assign certain users a higher or 
different level of system access than other users. 

1.6 Does your GMS provide unlimited user access for up to 250  users? Yes EGMS places no constraint on the number of user accounts that may have 

 1 
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5.A General Requirements and Functionality 
access to the system. 

1.7 Provide your definition of "unlimited user access", (to include all 
services and features). 

 

EGMS provides 24 hour 7 days a week access for all users to complete 
business transactions in the system.  This applies both to Sub-Grantee users 
and GMO/SAA users.  The level of access they have to the system, in terms of 
which business processes and modules they may access as a user, is based on 
their role and account set up as described in 1.3 above. 

1.8 How many user accounts are included your standard GMS? 
N/A 

This is completely based on the number of SAA users that the state requires and 
the number of Sub-Grantees that require access to the system.  There is no 
standard number of accounts. 

1.9 VDEM monitors Sub-Grantees and localities for financial and 
programatic adherence to guidance.  Does the GMS generate a 
randomly selected list of localities for us to monitor?  If yes, explain 
how this is accomplished. 

No 

EGMS does include some standard document and question/answer based 
monitoring reporting.  It does not include functionality for generated random lists 
for monitoring.  Such functionality could be developed at some point in the 
future.  Implementation of this feature would be at an additional cost.   

2.0 Does your GMS allow for Grant Monitoring?  Please provide details 
on how Grant Monitoring is delivered to include confirming that the 
monitoring was completed. 

Yes 

EGMS includes a monitoring module where VDEM auditors can go to complete 
On-Site, Desktop, and Fiscal reports (including document upload and photolog 
generation capabilities) for individual Sub-Grantees.  These reports may be used 
to measure and document for future reference adherence to grant guidance.  
Monitoring reports may only be created by SAA user accounts; however, once 
complete, the reports are made available to be viewed by applicable Sub-
Grantees.  Specific monitoring questions/checklists can be specified by the SAA 
and results memorialized in these reports. 

2.1 Are all grant data manipulation tracked with user-ID, activity 
description and date/time stamp?  If yes, explain in detail. 

Yes 

EGMS includes a built-in Workflow Engine that is used to track requests and 
processes as they move through the SAA-specified business workflows.  All 
actions taken by users within these workflows are logged.  As requests/ 
applications/etc. move through the workflows, EGMS presents an activity log 
that shows previous actions taken by users.  For example, rejection actions, 
approval actions, review actions may all be logged in these workflows based on 
the SAA workflow specifications. 

2.2 Does your GMS track all system activity? 
If so, what specific system activity information will be collected, what 
methods will be used to collect and store the data, and how will users 
and auditors search and retrieve the data? 

No 

All activity to this point deemed pertinent to grant management is logged in 
EGMS; however, we are not ready to say all system activity is tracked.  System 
activity that is tracked includes activity such as creating, saving, submitting, and 
deleting records and login/logout. 

2.3 Do all system generated emails include link(s) to the appropriate area 
of the system for email recipients to view the current status of the 
subject event? 

Yes, future 
Current EGMS users have not required this; however, this would not be a major 
change and could be implemented fairly easily after deployment of the base 
EGMS system.  Implementation of this feature would be at an additional cost.   

2.4 Does your site have XML integration enabled? 
No 

This requirement is currently being evaluated as part of potential implementation 
for the Commonwealth of Pennsylvania.  Implementation of this feature would be 
at an additional cost.   

2.5 Does your GMS interface with existing customer ERP GMSs such as: No This requirement is currently being evaluated as part of potential implementation 
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5.A General Requirements and Functionality 
Oracle Financials, PeopleSoft Financials, SAP, etc?   for the Commonwealth of Pennsylvania.  Implementation of this feature would be 

at an additional cost.   
2.6 List all (industry standards) financial ERPs with which you have 

successfully interfaces. None  

2.7 Will your GMS support an interface with both automated financial 
management systems and/or manual accounts payable processes to 
facilitate the electronic payment or funds transfer?  If so, how is 
accomplished? 

No 

This requirement is currently being evaluated as part of potential implementation 
for the Commonwealth of Pennsylvania.  Implementation of this feature would be 
at an additional cost.   

2.8 Can report data be exported for use in other formats and/or solutions 
or systems?  If so, which formats and/or solutions and systems does 
your GMS support? 

Yes 
Existing functionality supports report exports to Microsoft Excel.  Future 
development could support export to XML templates.  Implementation of the 
XML feature would be at an additional cost.   

2.9 Does your GMS currently interface with existing customer e-
procurement portals similar to the Commonwealth's eVA portal GMS?  
If yes, did you perform the actual interface development? 

No 
Implementation of this feature would be at an additional cost.   

3.0 Does your GMS provide a secure web accessible GMS to assist in 
the development of state level strategy, evaluation, and assessment, 
and reporting requirements associated with Department of Homeland 
Security and other grant awards managed by VDEM? 

Yes 

 

3.1 Have you worked with other governmental entities on business 
requirements and workflow design for a GMS?  If yes, provide details 
of which governmental entities you have developed GMS business 
requirements and workflow designs. 

Yes 

State of Missouri - Office of Homeland Security 
State of Ohio - Emergency Management Agency 

3.2 What is the high-level design of your GMS’s data stores and what 
tools were used in their designs?  

EGMS uses SQL Server for its implementation of the Data Layer database.  
Entity-relationship diagram available upon request. 
 

3.3 Does your GMS edit, modify, undo data entry errors?  If so, how does 
the GMS track these changes? 

No 

Users are responsible for editing data entry errors through the front end and 
EGMS provides the front-end capacity for editing such errors.  EGMS will allow 
entry of data as long as they do not break any business-level system constraints.  
For example, EGMS will not allow money to be moved from a budget item if that 
item has already been fully reimbursed. 

3.4 Does your GMS archive the system activity data?  If so, when is the 
system activity data archived and how do the users access the 
archived data? 

Yes 
All activity data is archived in tables on the data layer and archived through 
system backups with the rest of the system data. 

3.5 Does your GMS track all changes to business rules, business objects, 
module level changes, user activity, process tracking, and system 
errors?  If so, what specific Change Control information will be 
collected, what methods will be used to collect and store the data, 
and how will users and auditors search and retrieve the data? 

No 

Such changes would be managed and documented through means outside of 
the system.  EGMS does not include a software-implemented function to track 
changes made to things like approval processes.  It does however maintain logs 
for all previously completed business actions. 
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5.A General Requirements and Functionality 
3.6 Does your GMS archive the Change Control data?  If so, when is the 

Change Control data archived and how do the users access the 
archived data? 

No 
 

3.7 Does your GMS utilize electronic forms?  If so, how? 

Yes 

EGMS generates printer-friendly HTML forms for reports and pages in numerous 
places throughout the system.  Tetra Tech has also worked with other clients on 
developing electronic documents such as workflow specific pdf documents; 
however, their development would be reviewed and implemented on an 
individual basis as requirements dictate and schedule/budget allows. 

3.8 Does your GMS allow electronic documents to be uploaded into the 
system and attached to transactions? 
If so, what electronic format(s) are available and how does the GMS 
index, store, retrieve, display and print electronic documents? 

Yes 

All workflow in EGMS allows electronic documents to be uploaded.  A 
‘Document’ section is also available to upload guidance-related documents. 

3.9 Does your GMS address security?  If yes, provide details on how this 
is delivered.  (Include an attachment to detail the levels of security 
inherent in your GMS and what options can be added to support 
unique customer requirements to ensure confidentiality.) 

Yes 

Tetra Tech has developed a Disaster Recovery Plan – Updated: 9/30/2008.  Can 
be provided by VITA on request.   

4.0 Does your GMS provide standard data encryption techniques?  If so, 
define in detail at all levels.  If applicable, what additional options 
maybe added? 

Yes 
EGMS applications hosted on our servers include SSL data encryption.   

4.1 Given the desire for electronic payment, with approval from 
Department of Accounts (DOA), please describe in detail how this 
process will work and what safeguards and security measures will be 
employed to ensure audit compliance. 

No 

Tetra Tech does not plan to implement electronic payment as part of our EGMS 
application.  That being, no electronic transfer of funds between accounts will be 
supported. 

4.2 Does your GMS support unique user identifiers and role-based 
authorization with strong passwords and system defined expiration 
periods?  If so, how is this accomplished? 

Yes 
See 1.3 regarding role based authorization.  Tetra Tech has implemented strong 
passwords and system defined expiration period for user passwords previously 
in EGMS. 

4.3 Does your GMS provide an dwell-time automatic logoff feature?  If 
yes, how is this accomplished? Yes Cold Fusion monitors and automatically executes this function. 

4.4 Does your GMS allow the Sub-Grantee and grant fields to be 
displayed on every page that includes the Sub-Grantee specific data?  
If yes, how is this accomplished? 

Yes 
 

4.5 Does your GMS allow access to all data for the three (3) years after 
each grant's performance period ends?  If yes, describe how this is 
accomplished with your GMS. 

Yes 
Data resides in EGMS indefinitely after grant years end.  What data is presented 
on screen in lists is based on SAA’s parameters. 

Grant Request Tracking 
4.6 Does the GMS allow tracking and payment processing for all program 

types, grants, and expense categories?  If yes, how is this 
accomplished? 

Yes 
EGMS allows payment request data to be processed and presented to the SAA; 
however, as noted above, Tetra Tech does not plan to implement electronic fund 
transfers as part of EGMS. 
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4.7 Does the GMS track equipment purchases as well as program 

expenditures, i.e.: planning and Management & Administration 
(M&A)?  If yes, how is this accomplished? 

Yes 
EGMS treats all expenditure equally. 

4.8 Investment Justifications (IJ) The Investment Justification is the entire 
package submitted to the grantor. Does your GMS provide a secure 
area where the Program Analyst  creates/modifies Investment Form?  
The Investment Form is each initiative based on the Target 
Capabilities and National Priorities. 

No 

Based on further discussion with VDEM, this requirement is to be handled 
outside of the system and is no longer necessary.  However, if at some point 
VDEM determines that an IJ generation workflow is necessary, implementation 
of the IJ workflow feature could be done at an additional cost.   

4.8.1 Does your GMS provide a secure area where the Program Analyst 
inputs IJ titles (next Fiscal Year funding priorities)? 

Yes 

State-level IJs and strategy are stored in EGMS and associated with projects 
and expenditures as they are created for tracking throughout the grant life-cycle.  
Once IJs are approved outside of the system, there is a module where those are 
added and aligned with strategy and target capabilities.  Access to this module is 
controlled through role and user-level access.   

4.8.2 Does your GMS provide a secure area where the Program Analyst  
inputs date range for project proposal acceptance? No EGMS picks up at the point where award amounts to subgrantees have been 

determined.  Implementation of this feature would be at an additional cost.   
4.8.3 Does your GMS provide a secure area for Program Analyst to revise 

IJ’s as necessary per grant guidance? Yes 
State-level IJs can be modified/updated at any time by the SAA.  Some controls 
are in place to limit updating IJs where projects have already been aligned with 
the IJ.   

4.8.4 Does your GMS provide a secure area for Grant Manager to review 
and disapprove (with comments to the Program Analyst for revision) 
or to approve IJ's? 

No 
State-level IJs can be modified/updated at any time by the SAA; however, there 
is no approval workflow for entering IJs in the system.  VDEM has discussed 
using the document module to track review of this process.   

4.8.5 Does your GMS provide a secure area for the Program Analyst to 
create an Excel export extracted IJ information? If yes, is the 
spreadsheet also stored online? No 

This data resides in EGMS and reporting functionality is available to see IJ 
alignment on a grant and project basis in several formats (BSIR, ISIP, budget 
screens, etc.); however, there is no existing export to excel functionality.  If 
VDEM determines such a feature is necessary, implementation of this feature 
would be at an additional cost.   

4.9 Does your GMS have the ability to monitor payments by project not 
by Sub-Grantee.  If so, is there a manual override capability?  Provide 
a detailed explanation of how this is accomplished. 

Yes 
Functionality exists to monitor payments by project.  Additional information would 
be necessary to determine what is meant by a manual override capability and 
manual override capability does not appear to be part of the existing system.   

5.0 How does your system handle unreconcilable financial transactions?  
Provide a detailed explanation of how this is accomplished. 

No 

Data entered by Sub-Grantees for approval by the SAA would be reconciled 
outside of the system post the SAA approving any financial transactions 
requested by a Sub-Grantee.  Implementation of this feature would be at an 
additional cost.  EGMS does allow for financial transactions entered in EGMS to 
be viewed post transaction through print-outs and on-screen reports.   

Governance & Account Management 
5.1 Does your GMS provide a secure area to input strategies including 

enhancement plans, program reviews and goals and objectives for 
multiple strategies?   

Yes 
 

5.2 Does your GMS provide a secure area for the Program Analyst to Yes  
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build multiple goals and objectives for strategies? 

5.3 Does your GMS provide a secure area for the Program Analyst to 
indicate who the Target Capability Leads are  assigned the role as 
the Lead Stakeholder? 

Yes, 
future 

Users or roles assigned to target capabilities could be included in the initial phases 
of the project.  Currently EGMS does not assign a ‘Lead Stakeholder’ to each 
Target Capability.  Implementation of this feature would be at an additional cost.   

5.4 Strategies are updated periodically, and are reflective of the goals 
and objectives of the Commonwealth.  Projects are connected to a 
specific goal and objective within a strategy.  Does your GMS provide 
the capability to connect projects to a specific goal and objective 
within a strategy? 

Yes 

This is one of the fundamental principles inherent in EGMS and was one of the 
main reasons EGMS was originally designed.  So funding and expenditures could 
be easily associated and reported to strategies. 

5.5 Does your GMS support contact and demographic data for the 
SAA/Administrator, localities, and other sub-grantees with the 
following minimum data: (Provide details for each applicable item in 
Column B). 

Yes, 
future  

Yes for contact data for SAA/Administrator, and localities.  Yes, future for 
demographic data.  Implementation of this feature for demographic data would be 
at an additional cost.   

5.6 In an effort to support the accounting business unit with efficient 
activity tracking, does your GMS provide Activity Logs include, but are 
not limited to fields such as the following:  (Provide details for each 
applicable item in Column B). Yes, 

future  

Logs records are kept and associated with the appropriate entity (for example a 
request log is kept to track reimbursement requests).  Log attributes vary based on 
the type of entity they are associated with but fields typically include: 

• action taken 
• timestamp 
• userid 
• entity status 

 
5.B. Cost Management and Budget Management 
1.0 For General Purchase Requests, does your GMS provide a secure 

area to review the status for all equipment, training, planning, 
exercise, management and administrative allowable costs? Yes 

All data in EGMS workflows are secured and visible to only the owning Sub-
Grantee and SAA users with appropriate role level access.  Current functionality 
forces EGMS users to create detailed line item-level expenditures at the time 
the budgets are created and approved and this functionality would be available 
with the Initial Year 1 Software License.   

1.1 For Equipment Purchase Requests, does your GMS provide a secure 
area for the Sub-Grantee to navigate to a specific project and request 
permission to purchase equipment for that project, indicating the 
Authorized Equipment List (AEL) code and the item to be purchased?  
If so, does the GMS provide a way for the Sub-Grantee to submit 
requests via an automated online request form, with a system-defined 
drop-down field within the GMS? 

Yes 

See response to 1.0 regarding need for developing ‘Category Budget’ 
functionality; however, equipment and all other expenditures (line items) can be 
added per project in a secure area.  These are populated from category and 
AEL pick lists.  Additional information required regarding ‘system-defined drop-
down field’; however, a pick list is generated if the items is of an equipment 
function area that pulls from the approved AEL list for the grant program. 

1.2 Does your GMS provide a way for the Sub-Grantee to indicates the 
Category and Project Budget from which these purchases are to be 
paid. If either the Category or Project Budget (less all other 
outstanding purchase requests) has insufficient funds to cover the 
item(s) requested, the system must inform the Sub-Grantee and shall 

Yes 

For the Category Budgets, this would be pending development of Category 
Budget functionality per response to 1.0. 
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not allow the request?   

1.3 A Sub-Grantee may request a realignment of either the Category or 
the Project Budget and resubmit the Purchase Request.  Does your 
GMS allow for realignment of either the Category or Project Budget 
so the Sub-Grantee can resubmit the Purchase Request?  If so, 
provide detail. 

Yes 

For Category Budgets, pending development of Category Budget functionality 
per response to 1.0.   
The Sub-Grantee and/or the SAA may initiate Project Budget realignments to 
realign overall grant allocations between projects.  These go through a workflow 
approval process and are then reflected in the overall Project Allocation and 
Balance.  Same will apply for Category Budgets. 
 

1.3.1 If the desired Category Budget has insufficient funds to purchase the 
item(s) requested, but the funds exist in other categories of the same 
project, the Sub-Grantee may make a Category Budget Realignment 
request as a part of the Purchase Request. 

Yes 

Pending development of Category Budget functionality per response to 1.0.  
Already implemented for Project to Project Budget Realignments within the 
same grant award.   

1.3.2 Does your GMS ensure that funding for the request is available from 
the Category Budget?  If so, provide the detail. 

Yes 

A fundamental feature of EGMS is to ensure adequate balances remain in 
Grants, Budgets, Projects, and Expenditures prior to allowing the user to submit 
a reimbursement request.  If adequate balances do not remain, the user is 
forced to complete a Budget Modification to move funding between 
projects/items/categories; these budget modifications must then be approved by 
the SAA.  This functionality will also apply to the future Category Budget 
functionality  

1.4 Upon submission of a purchase request, does it generate an 
automatic notification to the appropriate Grant Specialist and copy the 
notification to the appropriate Grant Manager notifying them of the 
pending request. If yes, provide detail. If no, provide details on how 
your GMS delivers automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.   

1.5 Does your GMS provide a secure area for the Grants Specialist to 
review the purchase request and either approve or deny with an area 
to post and review comments? Yes 

EGMS includes a customizable workflow engine for customizing business 
process workflows and transactions.  Part of the development process for each 
VDEM workflow will be mapping the approval process into the workflow engine.  
The workflow engine can have any approval or disapproval actions implemented 
at any state a given workflow with comments required to be added to the 
transaction as necessary.   

1.5.1 Upon approval, does the GMS generate an automatic notification 
email of the final Purchase Request, to include the electronic 
document, containing boiler plate template documents and a 
signature and date field for the Sub-Grantee to sign and return to the 
Grant Specialist? If no, provide details on how your GMS delivers 
automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.   

1.5.2 Upon disapproval, does your GMS generate a automatic notification 
email with review comments to the Sub-Grantee and copiess the 
appropriate Grant Specialist? If no, provide details on how your GMS 

Yes 
The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction  



  Contract No. VA-110215-TTEM, Exhibit A 

 8 
 

5.B. Cost Management and Budget Management 
delivers automatic system notifications. 

1.6 Does your GMS change the purchase request status to 'Grants 
Specialist Approved' when Grants Specialist approves the purchase 
request? 

Yes 
Status changes like this are easily configurable in our workflow Engine.   

1.7 Does the GMS change purchase request status to 'Sub Grantee 
Submitted' when Sub Grantee SUBMITS purchase request? Yes Status changes like this are easily configurable in our workflow Engine.   

1.8 Does the GMS change purchase request status to 'Disapproved' 
when any approving party DISAPPROVES purchase request. 
 

Yes 
Status changes like this are easily configurable in our workflow Engine.   

Payment Requests 
1.9 Does the GMS provide a secure area for the Sub-Grantee to update 

purchase requests with a payment request, including invoice 
information?   Yes, future 

Some modifications will be necessary to implement the purchase request 
functionality.  Currently EGMS budgets start at the purchase request level (when 
they build their budgets, they enter detailed item expenditures, or approximates 
for their initial budget approval).  However, the payment request concept is 
already fully implemented in EGMS.  Implementation of this feature for purchase 
request would be at an additional cost.   

2.0 Does the GMS assign a unique id to each payment request ("Request 
Number") and provide this Request Number to the Sub-Grantee? Yes In EGMS these are called ‘Request IDs’.  The number is the same for the Sub-

Grantee and the SAA and is provided to both.   
2.1 Does the GMS provide a secure area for the Sub-Grantee to select 

an option to upload the invoice or to mail the invoice? Yes 

Any electronic document may be uploaded to accompany the reimbursement 
request.  The system captures to which line items in the payment request the 
document applies and gives the document a system generated name and is 
available for review at all stages of the reimbursement process. 

2.2 If the Sub-Grantee opts to mail the invoice, does the GMS provide an 
invoice cover sheet with purchase request information (including 
Request Number) and notify the Sub-Grantee of the subsequent 
steps to mail invoices to Grant Management Office (GMO)? 

Yes, future 

A request-specific cover sheet, with instructions could be added to the 
reimbursement process to cover this requirement; however, such a sheet has 
not been developed for the existing system.  Implementation of this feature for 
the cover sheet would be at an additional cost.   

2.3 Does the GMS provide a secure area for the Sub-Grantee to update 
the status of a payment request to "Invoice Mailed"? Yes Status changes to requests that go through the workflow are easily configurable 

in our Workflow Engine. 
2.4 Does the GMS provide a secure area for the Sub-Grantee to upload a 

digital image of the invoice related to specific payment request?  If so, 
upon upload, does the GMS email the appropriate Grant Specialist 
that the invoice is online and the payment request status is changed 
to "Invoice Uploaded"? 

Yes 

Electronic documents may be uploaded to accompany the reimbursement 
request, including images.  However, the notification to the Grant Specialist (or 
next responsible role in workflow) would not occur until the entire request was 
submitted to next role for review. 

2.5 Does the GMS provide a secure area for the Grant Specialist to 
upload a digital image of the invoice (received via mail) related to 
specific payment request. If so, does the GMS update the payment 
request status to "Invoice Uploaded"? 

Yes 

Electronic document may be uploaded to accompany the reimbursement 
request, including images.  Status changes can be configured as necessary in 
the EGMS Workflow Engine. 

2.6 Does the GMS provide a secure area for the Grants Specialist to Yes, future Required review actions and status changes can be configured as necessary in 
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verify the invoice against the payment and purchase requests? the EGMS Workflow Engine.  Would be implemented for payment request.  

Implementation of this feature for Purchase Request would be at an additional 
cost.   

2.7 Does the GMS provide a secure area for the Grants Specialist to 
review the payment request and approve, deny or request further 
information for payment requests, including an area to post review 
comments? If so, does the status of the request become updated to 
reflect APPROVED, DISAPPROVED, or REQUIRES FURTHER 
INFORMATION, as applicable? 

Yes 

Required review actions and status changes can be configured as necessary in 
the EGMS Workflow Engine.  The Workflow Engine allows for comments to be 
required for actions as required per the SAA’s workflow. 

2.8 Upon approval of the Payment Request, does the GMS generate a 
payment request that can be printed and submitted to Finance or 
placed in a holding queue to be transmitted to VDEM’s Financial 
Management System? 

Yes 

Printer-friendly forms can be generated for the completed request as necessary 
and stay available for those requests as long as necessary.  It would also be 
possible to add the Finance role to the workflow so they get system-generated 
notifications and can indicate in the system when the request has been 
transmitted to VDEM’s Financial Management System. 

2.9 Upon denial of the Payment Request, does the GMS generate an 
automatic email to the Sub-Grantee to include the reviewer's 
comments? If yes, provide detail. If no, provide details on how your 
GMS delivers automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction. 

3.0 Upon request for further information, does the GMS provide the 
Grants Specialist the ability to document additional information and 
historical narrative?  If so, does the GMS automatically generate an 
email to the Sub-Grantee of the status, to include the review 
comments? 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Comments and other textual descriptions, including 
historical narrative, could be required for any workflow transition.  This is yes 
based on the understanding that the historical narrative is a log of actions and 
comments taken by users. 

3.1 Does your GMS provide a secure area to manage the Draw Down 
process?  If yes, please provide detail on how your GMS manages 
the "Draw Down" process and provide your related work flow 
document(s). No 

Additional information may be required on the “Draw Down” process.  If the 
“Draw Down” process involves tracking remaining category and project balances 
as reimbursements are entered and approved in the system, then yes, this 
functionality already exists.  If not, this is likely not a part of the Initial Year 1 
Software License and implementation of the draw down feature would be at an 
additional cost.   

3.2 Does your GMS provide a secure area where the GMO can reconcile 
the payment request they made to Accounts Payable with the actual 
check file received from the Accounts Receivable System? If so, once 
reconciled online, are the Sub-Grantees and GMO Staff able to view 
and print the payment information, which shall be linked from the 
Accounts Receivable System? 

Yes 

GMO staff could log in any time and review details for any reimbursement 
request previously entered into the GMS and reconcile this against the actual 
check received from the Accounts Receivable System.  Additional information 
would be required regarding the link from the Accounts Receivable System for 
payment information; however, any information entered into the GMS could be 
printed at any time.   

3.3 Upon reconciliation, are checks and/or Electronic Funds Transfer 
(EFT) payments automatically generated to the Sub-Grantee(s)?  If 
yes, explain how this is accomplished. 

No 
We have no plans to implement such electronic payments at any time in EGMS.   

3.4 Will all activity history for purchase requests be maintained and 
viewable until archived by GMO? Yes Activity logs are maintained and accessible through the front-end of the GMS for 

all transactions.   
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Request Refund of Expenditure 
3.5 Does the GMS allow the GMO Staff to search any request by 

Request Number? 
No 

All requests are organized by grant allocation record, and are available to view at 
any time, even after the grant period of performance has ended.  If VDEM is 
looking for a function where a requestid is entered and the GMS takes the user to 
the page of the requested requestid, then one can be developed specifically for 
that purpose; implementation of this feature would be at an additional cost.   

3.6 Does the GMS allow the Sub-Grantee to search all Request Numbers 
owned by the individual Sub-Grantee? Yes 

Previously completed requests are organized by grant and Sub-Grantee.  All 
previously completed requests are available to both the SAA and Sub-Grantee 
even after the grant period of performance has ended.   

3.7 Does the GMS allow the GMO Staff to create a Reimbursement 
Request from an approved and paid purchase request?  If so, does 
the GMS change the status of the associated payment request to 
PENDING REFUND that indicates the amount of money to be 
refunded by check or EFT, and the amount to be refunded by 
offsetting future payment requests and whether item is to be removed 
from inventory? 

Yes, 
future 

In the current EGMS system, reimbursement requests are completed directly on 
approved line item expenditures, so additional customization will be necessary to 
implement the concept of Category Budgets and Purchase Requests that draw 
down on those Category Budgets.  Also, EGMS has a fully implemented 
refund/credit module where refunded amounts are added back to the remaining 
balance for project/item/ category budgets; however, we are assuming some 
substantial changes will be necessary to meet VDEMs requirements for refunding 
funds and those will not be addressed in the Initial year 1 Software License.  
Status changes to requests that go through any workflow are easily configurable in 
our Workflow Engine.  Full implementation of the refund/credit feature would be at 
an additional cost.   

3.8 Does the GMS allow the Sub-Grantee to re-spend the "refund due" 
money in order to allow for offsetting credits?  If so, the net payment 
to the Sub-Grantee will be reduced by the refund due amount. Yes, 

future 

The EGMS system has existing capabilities for both Sub-Grantee and SAA-
initiated credit/refund request to be requested and/or posted against completed 
reimbursement requests.  We understand this functionality will require some 
modifications to meet VDEM’s specific needs; there for the fully implemented 
refund/credit feature and workflow would not be available in the Initial Year 1 
Software License.  Full implementation of the refund/credit feature would be at an 
additional cost.   

3.9 Does the GMS prevent refunds being made available for other 
Payment Requests until the check or EFT is received by GMO? 

Yes, 
future 

See answer to 3.8 above. 

4.0 Does the GMS only allow for Sub-Grantees to enter comments for 
Reimbursement Requests created/owned by that individual Sub-
Grantee? 

Yes 
Sub-Grantees have access to only their own grant data.  Also, individual Sub-
Grantee users cannot modify other Sub-Grantee users’ comments even if they are 
within the same agency/jurisdiction.   

4.1 Does the GMS allow the GMO to enter comments to any 
Reimbursement Requests at any time?   Yes 

Currently the GMO/SAA can only enter comments at phases of the workflow 
where it is under a GMO/SAA role’s review.  This would require a modification to 
allow comments to be entered at any time in the reimbursement process.   

4.2 Does the GMS automatically generate a Refund Request ID and 
opens a customizable letter with the details of the refund of 
expenditure for the Grant Specialist to modify?   If yes, would the 
letter would include: Reason, Amount, Deposit Coding (original 
payment coding), instructions for repayment, and comments added 

Yes, 
future 

See answer to 3.8 above. 
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by Grant Specialist? 

4.3 As a result of the details of Question 4.2, does the GMS automatically 
generate an email to the Financial Staff with details of the refund of 
expenditure and a link to the letter customized by the Grant 
Specialist? 

Yes, 
future 

See answer to 3.8 above.  Also note that the EGMS workflow engine allows 
system generated emails to be created for any workflow transaction. 

4.4 Does the GMS allow for the Grants Specialist to review and print the 
Notice letter(s) (with letter count indicator--e.g. Second Notice, etc.)?  
If yes, provide details how this process is delivered. 

Yes, 
future 

See answer to 3.8 above.   

4.5 Does the GMS provide a secure area for Grants Specialist to change 
the status of the refund request to "REFUND REQUEST LETTER 
MAILED"? And can the status be changed after the letter has been 
mailed? 

Yes, 
future 

See answer to 3.8 above.  Also note that required review actions and status 
changes can be configured as necessary in the EGMS Workflow Engine. 

4.6 Does the GMS query all refund requests to determine if any refund is 
30/60/90/etc. days past due?  If so, does the GMS automatically 
generate an email to the Grant Manager and Grants Specialist 
indicating 30 day deadline missed on reimbursement receipt? 

Yes, 
future 

See answer to 3.8 above.  Also note that the EGMS workflow engine allows 
system generated emails to be created for any workflow transaction. 

Refund Request 
4.7 Does the GMS provide a secure area for Grants Specialist to look up 

the refund request by Refund Request ID? If so, does the Refund 
Request ID search show the following  original payment information 
(Vendor, cost center, federal fiscal year)? 

No 

EGMS does allow refund/credit requests to be searched by their associated 
reimbursement request id and refund id organized by grant allocation; however, 
not searchable tool is included.  See answer to 3.8 above regarding timeframe 
for implementation of refund workflows.  Implementation of the refund request id 
search  feature would be at an additional cost.   

4.8 Does the GMS provide a secure area for Grants Specialist to update 
the Refund Request with the new status (PAYMENT RECEIVED), 
payment ID/check number, date received, and additional comments?  
Once the payment is received, does the status of the Purchase 
Request automatically update the status to REFUNDED? 

Yes, future 

See answer to 3.8 above.  Also note that required review actions and status 
changes can be configured as necessary in the EGMS Workflow Engine.  
Implementation of this feature would be at an additional cost.   

Inventory 
4.9 Does the GMS provide a secure area for the Grants Specialist to 

view/print the reconciled purchases of Sub-Grantees in the Grants 
Specialist’s jurisdiction? 

Yes 
Based on conversations with VDEM, this appears to be existing EGMS 
functionality as part of the typical system access;’ that being logging in and 
reviewing grant-specific data and previous requests.   

5.0 Does the GMS provide a secure area for the GMO Staff to view/print 
the reconciled purchases of Sub-Grantees in order to provide an 
Outside Entity information to conduct an audit?  If yes, how is this 
accomplished (to include providing detail on what information is 
captured for an audit) . 

Yes 

Other states using EGMS provide auditors a ‘Guest’ role user account to EGMS.  
The guest account is given role-level view-only access to necessary modules, 
but not access to perform transactions in EGMS.  Based on our experience, 
auditors may check Sub-Grantee’s status purchasing 

5.1 Does the GMS provide a secure area for the GMO Staff to indicate 
equipment quantities and which specific units of equipment have 
been inventoried?  If yes, explain in detail how this is accomplished. 

Yes, future 
EGMS does have a secure area for GMO to indicate equipment quantities.  The 
concept of equipment being ‘inventoried’ is not part of EGMS functionality and 
additional information would be required on that to determine its feasibility in the 
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project schedule.  The concept of changing an item to inventoried would be at an 
additional cost. 

Grant Budget Management 
5.2 Does the GMS ensure that budget changes will not exceed the total 

budgeted amounts?  If yes, provide detail of how this is managed. 
Yes 

Per existing EGMS functionality, all budget modifications created by either the 
Sub-Grantee or the GMO/SAA are compared against remaining budgets for 
approved expenditures prior to being submitted for review.  Customization of the 
Budget Modification workflow (which is the process for sub-grantees and SAA to 
update project and grant allocation budgets) will be part of the Initial Year 1 
Software License.   

5.3 Does the GMS allow the Grant Specialist to input Grant Award budget 
data into the application and assign it to the appropriate Sub-
Grantee?  If yes, provide details on how this is delivered. 

Yes, future 
This functionality does already exist in EGMS.  However, the customization of 
the Grant Award workflow would not be part of the original purchase price and 
implementation of this feature for Grant Award would be at an additional cost.   

5.4 Does the GMS allow the Grant Specialist to upload the Grant Award 
project information (free text narrative) directly into the tool? Yes, future Implementation of this feature for would be at an additional cost.   

5.5 Does the GMS have a standard Grant Award process?  If yes, please 
provide detail of the process, along with work flow documents. Yes, future 

This functionality does already exist in EGMS.  However, the customization of 
the Grant Award workflow would not be part of the original purchase price and 
implementation of this feature for Grand Award would be at an additional cost.   

5.6 Does the GMS allow the Program Analyst to download the Grant 
Budgets, as well as it's components, which is the summation of all 
project budgets?  If yes, provide the detail of how this is delivered. 

Yes 
This information is readily available when viewing a grant record.  Printer-friendly 
forms are available on these pages as well.   

5.7 Does the GMS allow the Program Analyst to enter the Grant Award 
Budget into the tool, with the ability to detail each Grant Program by 
line item?  If yes, provide details on how this is accomplished. 

Yes 
Overall Grant Program awards are entered in the admin module for grant 
program/grant year.  That meaning, after the SAA is awarded funds by the feds, 
they can be entered in one place to begin configuring those grant programs. 

5.8 Does the GMS allow the Program Analyst to award and allocate 
funds to IJ's, Projects and Management and Administration (M&A) 
Grant Programs?  If yes, explain in detail. No 

There is no process for allocating funds to IJs and Projects up front.  This is a 
bottom-up process.  On a grant-level, screens show IJ allocations per grant 
award.  Reports could be generated to show overall IJ allocations in real-time.  
This feature could be implemented at an additional cost.   

5.9 Does the GMS allow the Program Analyst to indicate funding 
amounts for each IJ and the grant program amount for each project 
budget?  If yes, provide detail how this is delivered. No 

There is no process for allocating funds to IJs and Projects up front.  This is a 
bottom-up process.  On a grant-level, screens show IJ allocations per grant 
award.  Reports could be generated to show overall IJ allocations in real-time.  
This feature could be implemented at an additional cost.   

6.0 Does the GMS allow the Program Analyst to upload M&A budget 
Excel spreadsheets into the tool?  If yes, explain in detail. No 

This is not a planned feature of EGMS.  M&A budgets/grants are created as 
application or ISIP records by the SAA and managed just as other grants in the 
tool.   

6.1 Does the GMS allow the Grant Manager to review the grant program 
budget and either approve or disapprove the grant program budget?  
If yes, explain in detail and provide screen-shots. 

No 
This approval comes outside of the system.  There is a place to enter this 
information which is controlled by role and user level access; however, no 
approval workflow is included to enter this data into the system.   

6.2 Upon grant program budget approval by the Grants Manager, will the 
GMS automatically generate an email to the Budget Officer of the 

No See answer to 6.1.  This approval comes outside of the system. 
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approved budget?  If yes, explain, in detail, how this is accomplished 
and provide screen-shots.  If no, provide details on how your GMS 
delivers automatic system notifications. 

6.3 Upon Chart of Accounts Set-up, does the GMS automatically 
generates an email to the GMO Staff and Sub-Grantee that the 
budgets have been approved?  If yes, explain in detail. 

No 
See answer to 6.1.  This approval comes outside of the system. 

6.4 Does the GMS allow for the Sub-Grantee to adjust the Category 
Budget?  If yes, explain the process. 

Yes, future 

Existing EGMS budget modification functionality allows Sub-Grantee access to 
move funds between previously approved line items.  The concept of Category 
Budgets does not exist in EGMS in the same way it appears it does for VDEM, 
particularly at the application level where the SAA tells the sub-grantee how 
much they must budget for each category.   
Currently, Sub-Grantees create budgets of detailed expenditures to comprise the 
grant award and funds can be moved between remaining balances (non-
reimbursed portions) of these expenditures; this budget revision functionality will 
be available as part of the Initial Year 1 Software License.  This functionality 
does show how funds are being moved between categories when a budget 
revision is requested by the sub-grantee.   
The concept of Category Budgets can be implemented at additional cost.   

6.5 Upon the Sub-Grantee submitting an adjustment to the Category 
Budget, will the GMS automatically email the Grant Specialist that an 
AEL Category Item change request is pending approval? If yes, 
explain how this is accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

6.6 Once the Grant Specialist reviews the AEL Category Item Change 
Request, does the GMS allow the Grants Specialist to either 
approves as requested or disapproves with comments? If yes, 
provide detail of how this is delivered. 

Yes, 

Required review actions and status changes and required comments added can 
be configured as necessary in the EGMS Workflow Engine.  Customization of 
the Budget Revision workflow will be considered part of the Initial Year 1 
Software License.   

6.7 Upon the Grants Specialist's AEL Category Item Change Request 
approval or disapproval, will the system automatically generate an 
email to the Sub-Grantee of the response to the request?  If yes, 
provide detail. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction. 

6.8 Does the GMS allow for the GMO Staff to input, edit and download 
Category Budgets (from Excel and/or other formats)? Yes, future Download to excel could be implemented at additional cost.  This information is 

displayed on BSIR and ISIP screens. 
6.9 Does the GMS allow the Sub-Grantees and GMO Staff to view the 

Category Budgets. Yes Already available on BSIR and ISIP views.  Additional cost for view on budget 
screens. 

7.0 Are Category Budgets presented as "Real Time" data?  If yes, 
provide detail on how this is accomplished.  If no, provide detail on 
the turn-around time for the GMO Staff to receive updates (input and 
edit) of the Category Budget. 

Yes 

All system data is presented real-time (up to date with all user-entered items). 

7.1 Does the GMS allow the Sub-Grantee to request a Category Budget Yes Basic budget modification process concept.  Customization of the Budget 
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Realignment? If yes, will the realignment requests include the change 
in the specific budget amounts, change in categories and 
justifications for each change? 

Revision workflow will be considered part of the Initial Year 1 Software License.   

7.2 Will the GMS allow the realignment of the Category Budgets to 
exceed the overall project budget? If yes, please explain how this is 
accomplished.  Provide screen-shots if applicable. Yes 

Project budgets may be exceeded on budget revisions as long as they do next 
change/exceed the overall grant allocation for that particular Sub-Grantee.  The 
SAA then reviews changes to project budgets that were affected by the budget 
modification being presented.  Customization of the Budget Revision workflow 
will be considered part of the Initial Year 1 Software License.   

7.3 Will the GMS allow any Category Budget to fall below the level of all 
prior Purchase Requests from each category? No 

Budget modifications cannot move funds in excess of the balance remaining for 
each category/item that has already been reimbursed.  Balance must remain to 
move funds.   

7.4 Upon the Sub-Grantee submission of the Category Budget 
Realignment Request, will the GMS issue a system generated email 
to notify the Grant Specialist that a category budget realignment 
request is pending approval?  If yes, explain how this is 
accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

7.5 Will the GMS allow the Grant Specialist to reviews the Category 
Budget Realignment Request to either "approve as requested" or 
"disapproves with comments"?  If yes, please explain how this is 
accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

7.6 Upon the Grants Specialist's approval or disapproval, will the GMS 
send an automatic system generated email to the Sub-Grantee of the 
the response to the request?  If yes, provide detail. If no, provide 
details on how your GMS delivers automatic system notifications. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License.   

7.7 Does the GMS allow the GMO Staff to input, edit and view Project 
Budgets?  If so, provide detail how this is delivered. Yes 

Budget Revisions can be initiated by either the sub-grantee or the SAA on behalf 
of the sub-grantee.  The EGMS workflow engine allows system generated 
emails to be created for any workflow transaction.  Customization of the Budget 
Revision workflow will be considered part of the Initial Year 1 Software License.   

7.8 Does the GMS allow Sub-Grantees and GMO Staff to view Project 
Budgets?  If yes, provide detail on how this is accomplished.  If no, 
provide detail on the turn-around time for the GMO Staff to receive 
updates (input and edit) of the Project Budget. 

Yes 

Project views are available for each grant record to show funding rolled up by 
project for a given grant allocation.   

7.9 Does the GMS allow the Grants Specialist to request a specific 
project budget adjustment. If yes, provide detail on how this is 
accomplished. 

Yes 
This happens in the same way as any other Budget Revision.  The user would 
select to move funds from line items of one project budget to the other.   

8.0 Upon the Grants Specialist's project budget adjustment request, will 
the GMS send an automatic system generated email to the Grants 
Manager with the project change request information and a link back 
to the request page for the project budget adjustment request?  If yes, 
provide detail on how this is delivered.  If no, provide details on how 

Yes, future 

This is currently implemented per the workflow with the exception of the link 
included in the email.  For the link, current EGMS users have not required this; 
however, this would not be a major change and could be implemented fairly 
easily after deployment of the base EGMS system.  Implementation of this 
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your GMS delivers automatic system notifications. feature would be at an additional cost.   

8.1 Does the GMS allow the Grant Manager to review the project budget 
adjustment request and enter reviewer comments in the GMS and 
either approve or disapprove the request?  If yes, provide detail on 
how this is accomplished. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License. 

8.2 Will the GMS provide an online Project Budget Adjustment form for 
the Grant Specialist to complete?  The Project Budget Adjustment 
form includes: source project, source category and source category 
amount, plus target project, target category and target category 
amount. 

Yes, future 

Implementation of this specific form would be at additional cost.  Note that this 
information (source and target) is already presented on-screen during review of 
budget revisions and is maintained after approval of the record; however, it is not 
likely in the format required if VDEM has a standardized format for the data.   

8.3 Upon approval of the Project Budget Adjustment Request by GM, will 
the GMS send an automatic system generated email to the Grant 
Specialist that the budget realignment has been finalized?  If yes, 
provide detail. 

Yes 

The EGMS workflow engine allows system generated emails to be created for 
any workflow transaction.  Customization of the Budget Revision workflow will be 
considered part of the Initial Year 1 Software License. 

8.4 Does the GMS allow the the Program Analyst to upload the Grant 
Award Budget data into the GMS?  If yes, provide detail on how this 
is accomplished. 

No 
See previous responses related to inputting grant program/grant year awards.   

8.5 Does the GMS allow the GMO Staff to view/download the Grant 
Award Budget? If so can the data be exported and saved in Excel?   Yes, future 

Export to excel is a feature of the Ad Hoc reporting tool, but not available on all 
grant viewing pages. Implementation of this feature would be at an additional 
cost.   

8.6 Does the system provide a method to notify Sub-Grantees of Grant 
Adjustment Notices (time extensions, budget changes, or changes in 
Sub-Grantee personnel )?   If yes, provide detail on how this is 
accomplished. 

Yes, future 

EGMS does not enforce any hard grant periods (if the grant period has ended, 
associated grants are not systematically shut down, that is left up to the Grant 
Manager).  Timeframe extensions could be implemented at additional cost.   

8.7 Does the GMS allow for payment advances on grant funding prior to 
a Sub-Grantee spending the funds? If yes, provide detail on how this 
is accomplished. 

Yes 
Documentation required for payment is up to the SAA.   

8.8 As Sub-Grantees have an approved Budget Category, the Sub-
Grantee may move funds within an approved Budget Category(ies).  
Does the GMS allow for the Sub-Grantee to move funds from an 
approved Budget Category to another Budget Category without GMO 
Staff?   If yes, provide detail on how this is accomplished. 

Yes 

Yes, this is done via a sub-grantee initiated Budget Revision.  This can be 
initiated by the sub-grantee but would required SAA approval.   

 
5. C. Implementation, Support Services & Training 
1.0 Can your GMS be successfully implemented for operational use 

within 30 days?  If yes, provide an implementation plan and timeline 
to include tasks, resources, deliverables and any other requirements 
for a successful 30 day maximum implementation. 

No 

Tetra Tech does not believe that 30 days is a reasonable timeline for 
implementation of a system the complexity described in this RFP and to the 
complexity at which EGMS operates.  Legacy data migration, workflows, and 
reporting functions would be implemented and/or customized for VDEM’s 
specific needs at an additional cost. 
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1.1 For customers with a similar scope and scale of this RFP, how many 

successful customer implementations have you completed in the last 
5 years, which were installed in 30 days or less?  Provide the details 
of the scope and scale of each customer's implementation. 

No 

Tetra Tech has not, and would not attempt full implementation of the EGMS 
system within 30 days or less.  Tetra Tech has implemented similar systems in 
project schedules that lasted 6 months or more.   

1.2 Describe your standard implementation plan for your standard GMS? 

N/A 

Tetra Tech has no standard implementation plan for EGMS.  Based on working 
with several state agencies on this project, Tetra Tech understands that each 
client is unique in both their level of operation and organization, and in the 
complexity by which they manage their grants and expect their grants to be 
maintained by their GMS. 

1.3 Do you have a defined transition plan to move our existing data into 
the GMS?  Provide details how this will be delivered. No VDEM would need to provide existing data stores and expectations for import of 

legacy data in order for Tetra Tech to come up with a meaningful transition plan.   
1.4 Does your GMS have a standard Disaster Recovery Plan?  If yes, 

provide a copy of the Disaster Recovery Plan. Yes See Disaster Recovery Plan.  Exhibit A – Appendix 1.   

1.5 Does the GMS have a standard Change Management Plan to 
manage any updates/modifications/customizations or other 
alternations to the tool?  If yes, explain and provide a copy of the 
Change Management Plan documentation/materials. 

Yes 

Issue and Change Management. Tetra Tech is confident 
that our methodology and technical approach, supported by 
our project management and QA/QC processes, will minimize 
any issues or disputes that would require escalation of any 
kind. During project implementation, Tetra Tech will work with 
VDEM to plan the content of each deliverable.  VDEM and 
Tetra Tech will negotiate criteria for acceptance and/or 
rejection of each deliverable during the kick-off meeting and 
documented for approval by both parties. In this manner, the 
expectations for each deliverable will be decided and agreed 
upon up front, and we will avoid any unnecessary issues 
during project implementation. Tetra Tech does not anticipate 
any issues or disputes would arise concerning the 
deliverables or their approval and acceptance. However, in 
the unlikely event that an issue or challenge presents itself 
during project implementation, Tetra Tech staff at all levels 
are prepared to work with VDEM to quickly resolve the issue 
to the satisfaction of both parties. All Tetra Tech staff have 
been trained on project management, conflict resolution, and 
communication techniques – which will be applied throughout 
project implementation to deal with any issues or challenges 
at the lowest possible level. Our experience has shown that in 
most cases, a clear, open discussion between analysts and 
consultants will address most issues and challenges. Such 
discussions will be followed up with e-mail messages so all 
parties understand the issue and resolution. If this does not 
solve the issue or challenge, however, the VDEM Project 
Manager and Tetra Tech Project Manager will then discuss 



  Contract No. VA-110215-TTEM, Exhibit A 

 17 
 

5. C. Implementation, Support Services & Training 
the issue or challenge and develop a course of action that 
remedies the issue to the satisfaction of both organizations. 
Exchanges such as these will be documented either in an e-
mail message or a memorandum to the project file and shared 
between parties so the issue and final resolution of that issue 
are clearly documented for reference. In the rare instance 
where this could not occur, the issue or challenge would be 
escalated to the Tetra Tech Account Manager and VDEM 
executive management for resolution. Tetra Tech will make 
every effort to quickly resolve any issues that arise during 
project implementation at any level. To ensure adherence to 
the project schedule, Tetra Tech will work to resolve any 
issues or challenges within 1-2 days of identification of the 
issue or challenge (if possible). 

In contrast to issue management, as described above, Tetra Tech’s change 
management processes are designed to manage change requests and 
necessary scope changes during project implementation. These processes are 
different from issue management in that they are proactive and focused on 
planning mid-course corrections during project implementation to enhance the 
product or avoid any future issues altogether. Tetra Tech’s proposed 
methodology includes built-in mechanisms for change management because we 
recognize that the inherently iterative process of software development requires 
flexibility to make documented changes within the overall project scope. 
Therefore, Tetra Tech advocates formally revisiting several deliverables 
throughout the proposed phases, which offers VDEM and Tetra Tech the 
opportunity to revisit the scope and document any change requests by revising 
the Functional Specifications Document and Application Design Document. Each 
of these documents will be modified accordingly with scope changes after each 
gate session (and indeed any time it is warranted to do so during project 
implementation). Each change will be documented in the appropriate section of 
each document with the date and notes about the discussion and agreements 
with VDEM. Tetra Tech also will analyze each proposed change to ensure it is 
consistent with the overall project scope and to determine any cost impacts and 
if additional resources would be required to implement the proposed changes. 
Should overall project scope or cost changes be required for any proposed 
changes, Tetra Tech’s Account Manager, Project Manager, and Financial 
Manager will work the VDEM leadership to modify the contract accordingly. 

1.6 Does the Change Management Plan identify key stakeholders, 
communication tools and expected outcomes regarding who will be 
impacted by the implementation of the GMS? 

Yes 
See answer to 1.5 in this section.   

1.7 Does the Change Management Plan incorporate lessons learned Yes See answer to 1.5 in this section.   
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from previous client implementations? 

1.8 Do you have a standard Quality Assurance Program to monitor 
quality and accuracy of your GMS?  If yes, please provide details. Yes 

See answer to 1.5 in this section.  Tetra Tech as a well developed program and 
SOPs for quality assurance of deliverable documents. Tetra Tech has a 
separate quality SOP for software development.   

1.9 Does your GMS include system upgrades and/or enhancements at no 
additional charge?  If yes, please provide the details of the upgrades 
and/or enhancements.  If no, please provide details on your 
methodology for delivering and charging for upgrades and 
enhancements. No 

Tetra Tech can provide upgrades at reduced costs when multiple clients require 
similar functionality. If Tetra Tech implements and upgrade for a non-VDEM 
client, Tetra Tech will inform VDEM of the update in case a similar upgrade 
would be useful to VDEM. In these cases, Tetra Tech can often provide the 
upgrade without the need for extensive additional customization. In most cases, 
Tetra Tech would charge VDEM only for the minimal effort to install and test the 
upgrade on the VDEM implementation of EGMS. Software development and 
customization costs are minimal or non-existent.  

2.0 How does your GMS manage version control, releases and system 
updates?  Please detail how and when these are delivered. Yes 

CVS is used to manage version controls and system releases.  New 
development and/or code for bug fixes are typically released after business 
hours during low-traffic periods.  Per 1.9 it does not include automatic updates 
and releases at no additional cost, outside of standard code maintenance.   

2.1 Does your GMS include Support Services at no additional charge?  
Provide details of all Support Services included. No Our support services are covered under our cost estimate for Help Desk Support 

and Maintenance. 
2.2 What is your standard Help Desk Support service offered for the 

GMS? Please provide details of the services. Yes The details of our Help Desk support are shown in the SLA Template Service 
Agreement – Exhibit H.   

2.3 What is your emergency or After-Hours Help Desk Support services 
offered for the GMS?  Please provide details of the services.   No 

Tetra Tech’s help desk is always available during business hours 9:00 AM to 
5:00 PM EST. After these hours, the support team members are often available. 
When possible, support team members will respond to requests received after 
hours.  

2.4 Does your GMS provide 24/7/365 access by phone and general 
business hours for the office systems help desk and administration? No Based on previous integrations of EGMS, this is not required. 

2.5 Is a toll-free customer service number available for Support Services?  
If yes, please provide the hours of operation. Yes 8:00AM – 5PM EST 

2.6 Is customer services support available via an online "Help" feature 
within the GMS?  If yes, provide details of how this is delivered. 

Yes 

Tetra Tech uses a Web-based trouble-ticketing system for this purpose. When a 
user submits a comment or help request, the support team receives an 
automated notification. The system tracks the contact information, details of the 
request, and the status of the request until the issue is resolved. VDEM will have 
access to all tracking information and reports. 

2.7 Is training included with the GMS?  If yes, provide details and 
documentation of all training to include (method, resources, materials, 
class maximum, super-user or end-user, initial and ongoing training, 
etc) 

Yes 

First Training Session - The first training session will begin 
after VDEM acceptance of phase 3 outputs. Tetra Tech 
proposes to deliver the training to VDEM administrators and 
grants managers, who are designated to become experts in 
the EGMS system and who will have responsibility for 
conducting independent EGMS training sessions. The training 
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will take place over a 2-day period on-site at VDEM. Training 
will cover EGMS functions within the administration module 
and the payment request and budget modification workflows. 
In addition, the training will cover general business processes 
for managing the Investment Justification Process, Grant 
Award Process, Create Budget Process, and Customized 
Refund Expenditure Process. During phase 4, parts of these 
business processes will continue outside of EGMS. Tetra 
Tech will work closely with VDEM to ensure that VDEM can 
continue these processes without interruption for the 6 month 
period during which Tetra Tech will continue to customize 
EGMS to achieve the full functional specification. Tetra Tech 
will provide a draft User Manual to VDEM before the training.  

Second Training Session – Having received VDEM acceptance of the final 
EGMS and having moved the final EGMS onto the production server, Tetra Tech 
will deliver a final training session to cover all EGMS functions and features. 
Quality training is an essential factor that can determine the overall success of 
the project during the post implementation phase. For this reason, we propose to 
offer training not only through the two onsite training sessions described here, 
but also informal interaction with VDEM staff throughout the project. We 
recommend a “train the trainer” approach in which Tetra Tech works very closely 
with VDEM staff, who become experts capable of delivering training to broader 
VDEM staff and jurisdiction/grant recipients. The second training session will 
reinforce topics covered under the first training session, but will also include new 
workflows for Investment Justification Process, Grant Award Process, Create 
Budget Process, Customized Refund Expenditure Process. Again, Tetra Tech 
proposes a hands-on “train-the-trainer” approach. The training will take place 
over a two-day period on site. Tetra Tech will provide final. 

2.8 Does the GMS provide strong password requirements?  If yes, 
describe the password expiration? Yes Password expiration period would be defined by the client. 

2.9 How many times are users allowed to reuse the same passwords? N/A Implementation of this feature would be at additional cost.   
3.0 Does your GMS establish a standard communication process for 

issue management and reGMS, including specific points of contact 
for escalating issues? 

No 

Issue and Change Management. Tetra Tech is confident 
that our methodology and technical approach, supported by 
our project management and QA/QC processes, will minimize 
any issues or disputes that would require escalation of any 
kind. During project implementation, Tetra Tech will work with 
VDEM to plan the content of each deliverable.  VDEM and 
Tetra Tech will negotiate criteria for acceptance and/or 
rejection of each deliverable during the kick-off meeting and 
documented for approval by both parties. In this manner, the 
expectations for each deliverable will be decided and agreed 
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upon up front, and we will avoid any unnecessary issues 
during project implementation. Tetra Tech does not anticipate 
any issues or disputes would arise concerning the 
deliverables or their approval and acceptance. However, in 
the unlikely event that an issue or challenge presents itself 
during project implementation, Tetra Tech staff at all levels 
are prepared to work with VDEM to quickly resolve the issue 
to the satisfaction of both parties. All Tetra Tech staff have 
been trained on project management, conflict resolution, and 
communication techniques – which will be applied throughout 
project implementation to deal with any issues or challenges 
at the lowest possible level. Our experience has shown that in 
most cases, a clear, open discussion between analysts and 
consultants will address most issues and challenges. Such 
discussions will be followed up with e-mail messages so all 
parties understand the issue and resolution. If this does not 
solve the issue or challenge, however, the VDEM Project 
Manager and Tetra Tech Project Manager will then discuss 
the issue or challenge and develop a course of action that 
remedies the issue to the satisfaction of both organizations. 
Exchanges such as these will be documented either in an e-
mail message or a memorandum to the project file and shared 
between parties so the issue and final resolution of that issue 
are clearly documented for reference. In the rare instance 
where this could not occur, the issue or challenge would be 
escalated to the Tetra Tech Account Manager and VDEM 
executive management for resolution. Tetra Tech will make 
every effort to quickly resolve any issues that arise during 
project implementation at any level. To ensure adherence to 
the project schedule, Tetra Tech will work to resolve any 
issues or challenges within 1-2 days of identification of the 
issue or challenge (if possible). 

In contrast to issue management, as described above, Tetra Tech’s change 
management processes are designed to manage change requests and 
necessary scope changes during project implementation. These processes are 
different from issue management in that they are proactive and focused on 
planning mid-course corrections during project implementation to enhance the 
product or avoid any future issues altogether. Tetra Tech’s proposed 
methodology includes built-in mechanisms for change management because we 
recognize that the inherently iterative process of software development requires 
flexibility to make documented changes within the overall project scope. 
Therefore, Tetra Tech advocates formally revisiting several deliverables 
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throughout the proposed phases, which offers VDEM and Tetra Tech the 
opportunity to revisit the scope and document any change requests by revising 
the Functional Specifications Document and Application Design Document. Each 
of these documents will be modified accordingly with scope changes after each 
gate session (and indeed any time it is warranted to do so during project 
implementation). Each change will be documented in the appropriate section of 
each document with the date and notes about the discussion and agreements 
with VDEM. Tetra Tech also will analyze each proposed change to ensure it is 
consistent with the overall project scope and to determine any cost impacts and 
if additional resources would be required to implement the proposed changes. 
Should overall project scope or cost changes be required for any proposed 
changes, Tetra Tech’s Account Manager, Project Manager, and Financial 
Manager will work the VDEM leadership to modify the contract accordingly. 

3.1 Does the GMS provide a standardized process for educating and 
training all users of the GMS? 

No 

The below description of Tetra Tech’s training expands upon details provide in 
under Service and Support Implementation. As noted in the proposed 
implementation plan, Tetra Tech will deliver 2 training sessions  in a casual 
atmosphere where attendees will follow along via real-time displays of the Web-
based EGMS system and Microsoft PowerPoint© slideshows.  Each session will 
be given the appropriate time for completion and will be followed by a Question 
and Answer period allowing for all questions to be answered ensuring a 
complete understanding of each module within EGMS.  Tetra Tech will 
coordinate with VDEM and COG personnel prior to training to ensure that the 
appropriate personnel will be available to attend the training slot that applies to 
that person’s job responsibilities. 
 
Training agendas will be developed based on the final product and will include 
the following agenda items.  Tetra Tech will work with VDEM and COG 
personnel to finalize training agendas as needed. 
 
• Training for VDEM: 
 

 System Administration Level Training – covers the EGMS 
Administration module (Tetra Tech recommends that this section of 
training be limited to those that will have administrative access only). 

 
 Train-the-Trainer Training – covers all EGMS modules users (Tetra 

Tech recommends that this section of training be limited to those that 
will be responsible for training future employees of VDEM and 
Jurisdictions). 
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Tetra Tech will provide two EGMS staff for each training session as well as a 
laptop computer and digital projector to be used during training.  Tetra Tech staff 
will be responsible for clearly presenting EGMS training in its entirety, ensuring 
VDEM personnel have a thorough knowledge of the system prior to the 
conclusion of training.  Tetra Tech also will provide EGMS User’s Manuals and 
accompanying slide handouts for reference during and after training.  EGMS 
user’s manuals will consist of an Administrators User’s Manual (delivered to 
VDEM), a Grant Managers User’s Manual (delivered to VDEM), and a 
Jurisdiction User’s Manual (delivered to COGs).  All user’s manuals will be 
delivered in hard copy form to those attending training and on CD in digital form 
(PDF form).  Tetra Tech included costs for 20 copies of training manuals. 

3.2 Does your GMS provide a targeted training plan that addresses the 
training needs of specific user groups and address the system 
transactions that group members will be required to perform? Yes 

Our training is targeted to “training the trainer.” We cover all aspects of the 
system from the perspective all user groups – SAA system administrators, grant 
managers, and local jurisdictions. Our user manuals are tailarord to these 
groups as well. 

3.3 Does your GMS provide audience/ role-specific training classes built 
and conducted for distinct user groups? 

Yes 

We have proposed a “train the trainer” approach because this approach has 
proven to be successful and effective for other clients. We have also provided 
separate training sessions delivered directly to the user groups. Our training 
program is flexible in this regard and, if this approach is VDEM preference, we 
can adjust our approach within constraints of our budget. For example, we can 
provide informal web-cast training sessions to targeted groups. 

3.4 Do you provide ongoing training, at no charge, due to new releases 
and/or upgrades?  Provide details on how and when this is delivered. 

No 

Our cost estimate does not include budget for additional on-site training for this 
purpose. It also does not include revisions to the final User Document if the 
changes occur after implementation of the system per the Initial Year 1 Software 
License. Tetra Tech will provide informal webcast training sessions to small 
groups. 

 
 
 
5. D. Reporting & Performance 
Reporting 
1.0 Does the GMS allow all Authorized Users to run a variety of Grant 

Program reports?  If so, provide detail of the types of reports that 
AU's may generate. 

Yes 
See Appendix 2, under the heading 5.D. Reporting & Performance – Screen 
Captures for Question 1.0 for screen captures of an example of this scenario. 

1.1 Within the GMS, can the GMO Staff build and save ad hoc reports, 
designating who has access to run/view the report(s)?  If yes, can the 
GMO Staff set/limit access of reports by categories like: county, 
region, role, etc.? 

Yes 

See answer to 1.1 above. 

1.2 Does the GMS provide standard reports, designating who has access Yes See answer to 1.1 above. 
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to run/view the report(s)?  If yes, can the GMO Staff set/limit access 
of reports by categories like: county, region, role, etc.? 

1.3 Provide a list of all standard GMS reports, along with copies of each 
report and/or screen-shots.  See answer to 1.1 above. 

1.4 Does the GMS allow all Authorized Users to run/view reports to which 
their specific role gives them access?  If so, provide detail of how this 
is delivered. 

Yes 
See answer to 1.1 above. 

1.5 Quarterly Project Progress Reports will be run for Financial and 
Programatic from the Sub-Grantees.  Does the GMS provide a 
mechanism to submit Quarterly Progress Reports (Financial and 
Programatic)?  If yes, does the GMS have a standard Quarterly 
Report format or can we build our own Quarterly Report form to be 
used within the tool? 

Yes 

Report will be developed.   

1.6 Can the Quarterly Report submissions be tracked and does automatic 
system generated notices get pushed out if a Sub-Grantee's report is 
not received? Please provide detail of how this is delivered, to include 
if intervals for outstanding reminder notices can be set? 

Yes 

Report will be developed.   

Performance 
1.7 Does your GMS have standard Service Level Agreements (SLA's) to 

measure performance?  If yes, provide a list of Best Practice SLA's 
most frequently used across your customers. 

No 
See SLA Template Service Agreement – Exhibit H.   

1.8 The accounting unit of VDEM requires predefined and custom reports 
that do the following: displays grant fund balance reconciliation for 
any given period by individual grant for a given jurisdiction shows a 
named date range for a given jurisdiction and individual grant.  The 
GMS must have the following reporting and querying capabilities: 

 

 

 Number of payment requests for a period of time; Yes Available in existing Ad Hoc report. 
 Number of payments and dollar amounts reimbursed for a specific 

date range; No Implementation of this feature would be at additional cost.   

 What has been paid by year, jurisdiction government, grant program 
or any combination thereof; Yes  

 Provides the number of requests that have been denied; No Implementation of this feature would be at additional cost.   
 Provides the total days to process; No Implementation of this feature would be at additional cost.   
 Total amount paid by year and program type Yes  
 Listing of overdue invoices at 10, 20 and 30 day intervals from local 

jurisdictions No Implementation of this feature would be at additional cost.   

 Provides uncommitted funds by jurisdiction or program Yes  
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 Provides the status of completion by jurisdiction and by project 

(entered by jurisdiction, aka Bi-Annual Strategy Implementation 
Report (BSIR) 

Yes 
 

1.9 Does your GMS have the following reporting and querying 
capabilities? If your GMS provides the reportting and querying 
capabilities below, provide details and sample reports for each item. 

 
 

 Ad Hoc Reports Yes  
 Virginia ISIP (Initial Strategic Implementation Plan) /BSIR Reports Yes  
 Project Grant Distribution Reports Yes  
 Project Funding by Jurisdiction Reports Yes  
 Equipment Shipping Information Report No Implementation of this feature would be at additional cost.   
 Special and Restricted Equipment Status Report No Implementation of this feature would be at additional cost.   
 Equipment List Log Report No Implementation of this feature would be at additional cost.   
 Past Audit reports No Implementation of this feature would be at additional cost.   
 Jurisdiction Elected Officials Report No Implementation of this feature would be at additional cost.   
 Jurisdiction Point of Contact Report Yes  
 Grant Distribution/Fund Allocation Report Yes  
 Grant Progress Report Yes  
 Equipment Audit Report No Implementation of this feature would be at additional cost.   
 LE Summary Report No Implementation of this feature would be at additional cost.   
 Automated Notice Report No Implementation of this feature would be at additional cost.   
 Sub-Grantee Quarterly Report No Implementation of this feature would be at additional cost.   
 Management Quarterly Report (all grants) No Implementation of this feature would be at additional cost.   
 
5. E. Content & Information Management 
Public Information 
1.0 Does the GMS provide a secure area for the Program Analyst to 

create/update GMS site content and links which will be visible to the 
GMS Users?  If yes, provide detail on how this is delivered. 

Yes 

EGMS provides a configurable subgrantee home/welcome screen to which 
announcements and notices can be posted and guidance or other important 
documents uploaded for view by Sub-Grantees.  See Appendix 2, under the 
heading 5.E. Content & Information Management – Screen Captures for 
Question 1.0 for screen captures of this public area. 
EGMS also provides a mass emailing system where the SAA can create system-
delivered emails, with attachments, to grant points of contact and Approved 
System Users.  This mass emailing system is typically used to notify grant POCs 
on issues relating to grant guidance on to notify system users on new system 
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functionality. 

1.1 Upon submission of the revised GMS public content by the Program 
Analyst, will an email be automatically generated to the Grants 
Manager to review the new/revised content?   If yes, provide detail on 
how this is delivered. 

No 

There is no workflow for this.  This module is available for configuration in the 
Admin module.  We would configure the role and user level module access so 
only approved SAA users have the ability to manage content from this module. 

1.2 Does the GMS allow the Grants Manager to enter disapproval 
comments of the revised public content?  If yes, provide detail how 
this is delivered. 

No 
See answer to 1.1 above. 

1.3 Upon disapproval submission of GMS site content by the Grants 
Manager,  will an email be automatically generated to the Program 
Analyst who created/revised the content with the disapproval 
comments?   If yes, provide detail on how this is delivered. 

No 

See answer to 1.1 above. 

1.4 Does the GMS allow the Grants Manager to approve new/revised 
content and submit approval of the updated content? No See answer to 1.1 above. 

1.5 Upon GMS site content approval submission by the Grants Manager, 
will the the new/revised content be activated to the GMS site?  If so, 
provide detail how this is delivered to include the turn-around time for 
approved content updates. 

No 

See answer to 1.1 above. 

1.6 Does the GMS provide a public area for the GMS Users to view 
public information published or linked by the GMO?  If yes, provide a 
sample screen-shot and describe how public content is delivered and 
viewed. 

Yes 

See Appendix 2, under the heading 5.E. Content and Information Management 
Screen Captures for Question 1.0 for screen captures of this public area. 

1.7 Does the GMS link to the Federal Grant Reporting Tool where GMO 
Staff can follow the instructions to input BSIR data for each grant 
year/type required?  If yes, provide detail on how this is delivered. Yes 

EGMS outputs BSIR reports by which users can directly copy data into the BSIR 
Federal Grants Reporting Tool.  DHS has not allowed us access for direct data 
uploads; however, the BSIR reports are live data formatted in the same way 
required for entering into the GRT.   

1.8 Does the GMS allow the Program Analyst to create and publish 
(upload) GMO and Plans for viewing by Authorized Users?  If yes, 
provide details. Yes 

Guidance and other types of documents may be uploaded to the Documents 
module.  They may be tied to specific grant programs, fiscal years, etc. and Sub-
Grantees that fall within those parameters would have access to those document 
after upload. 

1.9 Does the GMS allow the Program Analyst to create and publish 
(upload) GMO and Grant Guidance for viewing by Authorized Users? 
If yes, provide details. 

Yes 
See answer to 1.8 above. 

2.0 Does the GMS allow the Authorized User to view GMO plans?  If yes, 
provide details. Yes 

Additional information required on what GMO plans would need to be viewed.  
However, if the plans are uploaded into the documents module, the GMS allows 
Authorized Users to view.  There is no public facing version of the website.   

2.1 Does the GMS allow the Authorized User to view Grant Guidance?  If 
yes, provide details. Yes Anything uploaded into the Documents module or to the user welcome screen/ 

home page. 
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Collaboration Management 
2.2 Does the GMS provide a feature for the GMO Staff to schedule a 

web/video conference or net meeting?  If yes, provide detail on how 
this is delivered. 

No 
Implementation could be at additional cost. 

2.3 Does the GMS provide a feature for the GMO Staff to moderate a 
web/video conference or net meeting? If yes, provide detain on how 
this is delivered. 

No 
Implementation could be at additional cost. 

2.4 Does the GMS provide a feature for Authorized Users to participate in 
a web/video conference or net meeting?  If yes, provide detain on 
how this is delivered. 

No 
Implementation could be at additional cost. 

2.5 Does the GMS provide a feature which allows Authorized Users to 
participate in a chat room?  If yes, provide details how this is 
delivered. 

No 
Implementation could be at additional cost. 

2.6 Does the GMS provide a feature which allows Instant Messaging for 
Authorized Users?  If yes, provide details how this is delivered and if 
you require any system requirements for use of this feature. 

No 
Implementation could be at additional cost. 

2.7 Does the GMS provide a Message Board feature for the posting of 
GMO-related messages by all Authorized Users of the GMS, which 
still allows for the GMO Staff to perform the duties of board 
moderator?  If yes, provide detail on how this is delivered. 

No 

Implementation could be at additional cost. 

2.8 Does the GMS provide a Message Board feature for Authorized 
Users to create and post Message Board Topics, where Authorized 
Users may post messages? If yes, provide details on how this is 
accomplished. 

No 

Implementation could be at additional cost. 

Calendar Management Features 
2.9 Does the GMS include a Calendar Management feature?  If yes, can 

the Calendar Management feature be used with Microsoft Outlook? Yes 
Not tied-in with Microsoft Outlook. See Appendix 2, under the heading 5.E. 
Content & Information Management – Screen Captures for Question 2.9 for 
screen captures of an example of this scenario. 

3.0 Can the GMO Staff update the Calendar of "Public" Events on the 
GMO Grants main page? If yes, will the Calendar of Events be used 
with Microsoft Outlook?),  NOTE: "Public" refers to Sub-Grantees, 
stakeholders and partners, rather than private citizens. 

Yes 

Not tied-in with Microsoft Outlook.  See Appendix 2, under the heading 5.E. 
Content & Information Management – Screen Captures for Question 2.9 for 
screen captures of an example of this scenario. 

3.1 Can the GMO Staff  update the Calendar of "Internal" Events on the 
GMO Grants main page? NOTE:  Internal refers to all GMO Staff 
members.  If yes, provide detain on how this is delivered. 

No 
Implementation would be at additional cost.   

3.2 Can the GMO Staff view the GMO Internal Calendar and the 
Calendar of Public Events within the GMS?   If yes, provide detain on 
how this is delivered and provide screen-shots of the views. 

No 
Implementation would be at additional cost.   
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5. F. IT Compliance & Hosting 
1.0 Is the vendor’s proposed solution compliant with all current COV 

ITRM policies and standards as found at: 
http://www.vita.virginia.gov/library/default.aspx?id=537? 

Yes 
 

1.1 Is the vendor’s proposed solution compliant with all current COV data 
standards as found at: 
http://www.vita.virginia.gov/oversight/default.aspx?id=10344? 

Yes 

1.2 Can the solution be hosted by VITA?  If yes, provide details required 
for VITA to host. 

Yes 

EGMS requires ColdFusion MX 8 and Microsoft SQL Server 2005.  Although a 
single server configuration is possible, Tetra Tech recommends installation of 
the database on one server and ColdFusion on a separate server. The 
ColdFusion web server platform is typically Information Services (IIS) with 
Windows 2003 server.  Tetra Tech has implemented a design framework that 
takes advantage of ColdFusion’s code modularization (object oriented 
concepts), which have been significantly enhanced in the latest version (MX8).  
SQL Server 2005 is the relational database management system (RDBMS) on 
which ColdFusion executes the business logic.   
 
On the client side, EGMS only requires a standard web browser, such as 
Internet Explorer or Mozilla Firefox.  EGMS is designed for cross-browser 
compatibility and does not require installation of any Active X controls or Java 
Applets.  The application uses non-persistent cookies to control application 
state. Therefore, cookies must be enabled on the client web browser. 
 
 

 
 

Recommended Software and Hardware for Hosting EGMS 
 
Software Requirements 
OPERATING 
SYSTEM 

Microsoft Windows Server 2003 (Enterprise Server) 

WEB SERVER Microsoft Internet Information Services (IIS) 6.0 
SSL WEB 
SERVER 
CERTIFICATE 

Recommended 

 27 
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5. F. IT Compliance & Hosting 

DATABASE  
Microsoft SQL Server 2005 (Standard Edition, 
Enterprise Edition ) 

APPLICATION 
SERVER 

ColdFusion MX 8 (recommended) 

Hardware Requirements 
Processor 
(CPU) 

Pentium IV 2.4 GHz or higher 

Memory (RAM) 1 GB or greater 
Disk Space  ColdFusion Web Application Code – 2 GB 

Documents Repository on web server – up to 50 GB 
SQL Server Database – 25 GB  
SQL Server Database daily backups stored on disk – 
up to 100 GB 
 
* These estimates do not include disk space required 
for the operating system, ColdFusion installation, and 
SQL Server installation. 

SERVER 
BACKUP 
DEVICE 

Tape Drive 

 
 
 

End-User (Client) Software and Hardware Requirements for Using EGMS 
 
Software Requirements 
WEB BROWSER Microsoft Internet Explorer (Versions:  5 or 

higher) or equivalent 
Hardware Requirements 
Memory (RAM) 128 MB or greater 
Display Resolution 800 x 600 or greater 

 
 
EGMS Network Bandwidth Requirements 
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5. F. IT Compliance & Hosting 
Bandwidth requirements can be conservatively estimated based upon the 
following assumptions.  The average size of an EGMS website page is 
approximately 50 KB.  EGMS could receive up to 10,000 page views per week.   
 
EGMS Developer Server Access 
 
To manage and maintain the application, Tetra Tech developers require direct 
access to the web application and database servers.  This may be 
accomplished through a remote connection on the developer’s local computer 
via the SQL Server software to databases running on the database server and 
access to remote desktop onto the web and database servers. 
 

1.3 Indicate the number of tiers that the solution has: 
• Single tier (monolithic) - all processing takes place on a single 
computer (desktop, mainframe, server)  
• 2-tier (Client and database tiers) - either the client application 
accesses the database directly or the business logic is implemented 
using triggers or stored procedures (example PL/SQL) 
• 3-tier (Presentation, Middle (application) and Database tiers) - 
Business logic is separated from Database tier 
• N-tier (More than 3 tiers) - example: Presentation, 
Controller/Mediator, Domain or Business, Data Mapping and Data 
Source tiers. 

N/A 

3-tier 

1.4 Indicate what kind of client is needed on the desktop?  
• Thin Client - browser only is required 
• Thin Client - browser plug-in required 
• Thick/Fat Client - s/w installed on desktop (data passed to server) 
• Emulator - mainframe terminal access 
• Desktop Only - no server needed (all components on desktop) 
• Other – please explain 

N/A 

Thin Client 

1.5 What hardware platforms (server etc.) are supported?  Provide 
details. N/A Microsoft Windows Server 

1.6 Indicate which products and versions of database software (e.g. 
Microsoft SQL Server 2008) are recommended? N/A Microsoft SQL Server 2005 

1.7 What Operating Systems and versions are supported by database, 
web and applications servers? N/A Microsoft Windows Server 
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5. F. IT Compliance & Hosting 
1.8 Are there any other requirements (portal etc.) that is needed to deploy 

the solution on either a server or desktop? (include versions). No See answer to 1.2 

1.9 Will your Solution be hosted on hardware and software platforms 
dedicated to VITA’s sole use?  If yes, please describe how this will be 
accomplished?  If no, what further steps do you take to protect each 
of your customer's data from access by other customers? 

No 

See Disaster Recovery Plan.- Exhibit A – Appendix 1.   
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APPENDIX 2 – EGMS SCREENSHOTS 
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5.D. Reporting & Performance - Screen Captures for Question 1.0. 
 
The following standard reports have been created for existing EGMS clients.  It is expected that some of the data definitions 
and structures would require modifications to meet VDEM’s business process; however, the below can be delivered as-is and 
customized as schedule and budget allow.  Available standard report directly below; selected screen captures to follow. 
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State Homeland Security Grant Program Funding Rolled Up by Type (screen capture).  Type here means by Grant Type, 
which in EGMS is a sub-set of grant program used to group data, and these grant type definitions are identified by the SAA as 
necessary when grant programs are set up in the system: 
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State Homeland Security Grant Program Funding Rolled Up by Function (screen capture). 
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State Homeland Security Grant Program Funding Rolled Up by Function (screen capture). 
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Expended Amounts by Strategy Objective (screen capture). 
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Grant Reimbursement Status by Grant Type (screen capture). 
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State Homeland Security Grant Program – Expended vs. Allocated (screen capture). 
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OHS Subgrantee Progress Reports (screen capture). 
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Funding Allocation: By Grant (screen capture). 
 

 
(Continued on next page) 
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Funding Allocation by OHS per Grant Program (screen capture). 
This report is used frequently during federal audits to show that grant program funds have been allocated to Sub-Grantees, 
even in cases where Sub-Grantees may not have completed their budget applications yet. 
 

 
(Continued on next page) 
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5.E. Content and Information Management - Screen Captures for Question 1.0. 
 
Below is an example of a client’s configuration of the Sub-Grantee welcome screen with SAA-configured messages and 
documents. 
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Below shows how these messages are configured in the Admin module.  Through user-access functionality, only certain people 
are allowed to access this section. 
 

 
(Continued on next page) 
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5.E. Content & Information Management - Screen Captures for Question 2.9. 
 
Below are some screen shots of the calendar function available in EGMS. 
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Updating individual calendar events. 
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Tetra	Tech	IT	Integration	Guide	
 

Enterprise	IT	Security	
Tetra Tech uses a centrally managed, layered approach of overlapping protection mechanisms, controls, 
assessment, monitoring, and authentication to ensure the overall security of the company’s data, 
network and IT related resources.  Policy, procedure, change management, education, and internal 
auditing practices assist with governance and compliance. 
 
 

Security	at	the	network	edge	
Internet connectivity is provided to each enterprise data center and distributed to all sites through our 

MPLS and VPN WAN connections.  A small number of local Internet connections exist to serve specific 

needs.   All Tetra Tech Internet connections are protected by Cisco ASA firewalls incorporating Intrusion 

Detection and Prevention (IDS/IPS) managed by the Enterprise IT Security Team.  All firewall and IDS/IPS 

activity is logged and sent to a Security Information Manager (SIM) for event correlation.  Changes to 

firewall rules must follow our Firewall Change Request Policy, and Procedure.   

Security	on	the	Wide	area	Network	(WAN)	security	
Connectivity between Tetra Tech offices is accomplished using a managed MPLS network utilizing Cisco 

ISR routers with an operating system incorporating firewalls, IDS/IPS and other security features.  

Smaller sites are connected using IPSEC VPN tunnels to a Tetra Tech enterprise datacenter.  All network 

and security devices monitored for availability and performance.  Traffic between routers can be 

examined and blocked if necessary.  

Local	Area	Network	(LAN)	security	
Tetra Tech uses Cisco switches to connect company computers to our network.  If required, various 

security features can be enabled to isolate network segments, disable unused ports, only allow certain 

MAC addresses to connect, etc.   

Cisco’s Unified Wireless platform is used to provide wireless network access.  Unified wireless uses a 

system of Cisco Wireless Access Points (WAP) controlled by Wireless LAN Controllers (WLC) located in 

our enterprise data centers.  All WAPs and WLCs are monitored for availability, performance, and 

security using a Wireless Control Server (WCS).  Floorplans for each office are stored in WCS providing 

wireless coverage modeling, centralized WAP configuration, and management.  This system also 

provides IDS/IPS, and will not only detect rouge access points, but allows us to generate a counter signal 

rendering the targeted WAPs useless.   

Server/desktop/laptop	security	
Windows Operating systems are standard for file and print servers, desktops, and laptops.  Exceptions 

are the Oracle Linux servers hosting our ERP software in our enterprise data centers.   
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All computers must authenticate to the Tetra Tech’s Active Directory (AD) domain, tt.local natively, or 

via an approved trust between Domains.  Changes to, and Management of AD are accomplished by the 

AD management team who are members are part of the Security Team. 

Symantec Endpoint Protection (SEP) is the security agent used on all servers, desktops, and laptops.  SEP 

provides antivirus, antispyware, firewall, host based intrusion protection, application, and device 

control.  Like other security platforms at Tetra Tech, SEP is centrally managed by redundant, 

geographically separate management servers.  SEP receives policy and updates from our SEP 

management servers as well as directly from Symantec via any available Internet connection should our 

SEP management servers become unavailable or laptop users are not connected to Tetra Tech. 

Additional security is afforded by following the practice of not providing local administrator privileges to 

users.   

Mobile	phone	security	
Tetra Tech has standardized on Windows Mobile and BlackBerry devices for smartphone and PDA 

phones. These devices must be acquired through the company’s procurement procedure.  All PDA and 

Smartphone’s are managed through a combination of Exchange Server policy and BlackBerry Enterprise 

Server (BES) policy requiring a mandatory 4 digit PIN number to unlock the device after 15 minutes of 

inactivity.  Incoming calls can be answered, and 911 calls placed without first unlocking the device.  

Additionally, these devices can be remotely wiped if lost or stolen.  

Remote	access		
Remote access to Tetra Tech is currently only allowed for Tetra Tech computers.  Connectivity is 

accomplished using a Cisco AnyConnect VPN client installed on the local computer.  Using Cisco 

AnyConnect establishes an SSL VPN connection to one of 3 endpoints in North America.  Connecting 

users are then authenticated to AD and dependant on the user’s membership in an AD VPN Access 

Group.  Cisco AnyConnect is configured to fail‐over to any of the other endpoints should one become 

unavailable.  Encrypted Terminal Server and Citrix server connections are used to support particular 

applications.   

Datacenter	security	
Tetra Tech’s enterprise data centers differ from regular Tetra Tech offices in that they house data, 

systems, and applications used by the entire company.  Our enterprise data centers host our email, ERP, 

Intranet, Internet connectivity, VPN endpoints, wireless management, security platforms, externally 

facing hosted services for clients, and other services.  With this elevated importance, our enterprise data 

centers use larger, more sophisticated switches, routers, and security measures.  Physical and electronic 

access is strictly controlled.  In addition to the security measures previously mentioned in this 

document, our enterprise data centers use switch based firewalls and IDS/IPS, secure VLAN’s, network 

analysis modules (NAM), backup power, redundant circuits, load balancers, traffic shapers, and other 

systems.  Additionally, the security team uses a dedicated vulnerability assessment (VA) system to 

evaluate and help remediate vulnerabilities in the operating systems, databases, applications, and 

hosting environments used in our data centers. 
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Identity	management	and	authentication	
As mentioned elsewhere, Tetra Tech uses Active Directory to house, manage, and control permissions 

for servers, desktops, laptops, printers, plotters and similar resources.  Objects in AD are governed by 

instructions provided in Tetra Tech’s AD Handbook.  All computers must authenticate to the Tetra Tech’s 

Active Directory (AD) domain, tt.local natively, or via an approved trust between Domains.  Access to IT 

resources that are not part of AD like routers, switches, firewalls and other devices is accomplished 

using Cisco Access Control Server (ACS) ACS policies are configured to authenticate to AD.   

Patch	management	
Tetra Tech currently uses Microsoft WSUS as its standard path management system for Windows 

operating systems.  Companies not using their own WSUS server will be managed by Tetra Tech’s WSUS 

server.  Work is underway to use Microsoft System Center Configuration Manager (SCCM) as our 

standard patching system for the entire enterprise. 

Asset	management/operating	system	deployment/application	deployment	
Tetra Tech has deployed SCCM throughout the enterprise to provide a single platform for computer 

asset management, patch management, operating system deployment (OSD), and application 

deployment.  SCCM is centrally managed, extremely scalable client management system configured in a 

hierarchical arrangement with the primary server in an enterprise data center communicating to a 

secondary server/management point/software distribution point present on each Domain Controller 

with an SCCM client on every Windows based computer.  Asset information is available for each 

computer or collection of computers.  Software packages can be deployed to individual or large 

collections of computers using elevated privileges.  SCCM will also be utilized as our enterprise patching 

platform and operating system deployment mechanism. 



MEHS and Forefront email AV/Spam
MARS Event Correlation

Intrust, Orion, I3, SCOM Monitoring
Enterprise Firewall

Intrusion Detection/Prevention
SCCM / WSUS OS Patching

Symantec SEP
Desktop Security Policy

and Active Directory Permissions
Internal Firewall IDS/IPS

Sites
Data Center and

Enterprise Services

Mobile Users

Internet



MEHS and Forefront email AV/Spam
MARS Event Correlation

Intrust, Orion, I3, SCOM Monitoring
Enterprise Firewall

Intrusion Detection/Prevention
SCCM / WSUS OS Patching

Symantec SEP
Desktop Security Policy

and Active Directory Permissions
Internal Firewall IDS/IPS



 

 

1. Alle

1.1. 

This docu
productio
inoperable
procedure
document
 
 

1.2. 

The DR a
the data fr
Morris Pl
essentially
minimizin
and extern
anyone ac
 

1.3. 

Subsys

BD Po

Exchan

Microsof
and Appli

Serve

PM Po

RMF

Secur

Sharep

Tetra L

Tetra L

 
 

en DR P

Scop

ument contain
n Data Cente
e. It will cove
es: it will indi
t. 

Over

approach bein
rom Tetra Tec
ains facility. U
y switch over
ng downtime 
nal DNS poin
ccessing the a

Appl

stem Ap

rtal 

nge 

ft File 
cation 

ers 

rtal 

T 

rity Act

oint 

Linx 

Linx Acco

  
  
  
  

lan Exec

pe 

ns an Executiv
r located in A
er managemen
icate WHAT m

rview 

ng used involv
ch Production
Upon the occ
r to point at th
and data loss

nter are switch
applications an

ications a

pplication 

 

tMail 

 

 

 

tive Directory 

 

 

ounts Payable 

cutive S

ve overview o
Allen, Texas in
nt as well as t
must be done

ves various O
n Allen Data 
currence of a m
he already syn
. The DR serv
hed over to M
nd data. 

and Assoc

Backup 

DP

Exchange 
Reco

DP

Vario

DP

Redundant A
at all 

Vario

Oracle R
Mana

Oracle R
Mana

Allen D

Summary

of Tetra Tech 
n the event of
technical reco

e, but the HOW

S and Applic
Center is repl
major outage 
nchronized re
vers will beco

Morris Plains i

ciated Bac

System 

PM C
an

Database 
overy  Te

PM V
O

ous 
A
pr
bu

PM M
an

AD servers 
sites 

C
an

ous 

U
ve
sh
ca
ou

Recovery 
ager 

E
su
m

Recovery 
ager H

DR Plan 
 
 
 
 

y 

h Disaster Rec
f a disaster w
overy steps. It
W will reside

cation-depend
licated contin
at the Allen f

ecovery server
ome the prim
it will look lik

ckup Syst

Client Relationsh
nd sales efforts 

etra Tech’s Mes

Various files/appl
Operating System

A series of applic
roject managem
usiness. 

Managed File Tra
nd received by o

Client Relationsh
nd sales efforts 

Utilized for projec
endors, clients a
hare documents
an also be custo
ur clients.    

Enterprise Resou
upports account

management acti

Handles all accou

Executi

covery Site Pl
which renders 

t does NOT c
e in separate p

dent recovery 
nuously to DR
facility the D
rs at Morris P

mary servers, a
ke the pre-dis

tems 

Descriptio

ip Tracking whe
are entered. 

ssaging Apoplica

ications running
ms 

cations providing
ment experience 

ansfer where larg
our employees a
ip Tracking whe
are entered. 

ct collaboration w
and other interes
s, files, drawings
omized to meet p

urce Planning (E
ting, time keepin
ivities. 

unts payable from

ve Sum

lan for the 
the Allen Site

cover detailed
procedures 

techniques w
R servers in th

DR system wil
Plains, thus 
and once inter
saster systems

n 

ereby all marketin

ation 

g on MS Server 

g tools enriching 
and support of t

ge files can be s
and clients.  
ereby all marketin

where employee
sted parties can 
s, etc.  Sharepoin
particular needs 

RP) system whi
ng and project 

m Tetra Tech 

mary
 
 
 
 

e 
d 

where 
he 
ll 

rnal 
s to 

ng 

 the 
the 

sent 

ng 

es, 

nt 
 of 

ch 



# 

1.0 
1.1 

2.0 
2.1 

2.2 

2.3 

2.4 

3.0 
3.1 

3.2 

3.3 

3.4 

 

 

Subsys

Tetra L

Tetra L

Tetra L

Tetra L

Tetra L

Tetra L

Tetra L

 
 

1.4. 

T

INITIATION
Notify Man
Plan Initiat

BUSINESS 
Establish c
protocols f
recovery p
phone, No
phone, etc

Notify Affe
Team (RT) 

Establish R
and their c
protocols 

Initiate rec
(Morris Pla

EXECUTIO
Perform In

Test Initial

Perform Se
Recoveries

Test Secon

 
 

stem Ap

Linx Accou

Linx 

Linx Dyn

Linx Finan

Linx Ge

Linx P

Linx 

DR P

Task Name 

N 
nagement of 
tion 

 COMMUNICA
ommunicatio
for  required 
personnel (cel
n‐TT email, h
c) 

ected Recove
Personnel 

Recovery Team
communicatio

covery operat
ains) 

N 
nitial Recover

 Recoveries 

econdary 
s 

ndary Recove

  
  
  
  

pplication 

unts Receivable 

Contracts 

amic Invoicing 

ncial/Accounting 

eneral Ledger 

Procurement 

Projects 

Plan 

Pre
Req

 
DR   

ATION  
on 

ll 
home 

1.1 

ry  2.1 

m (RT) 
ons 

2.2 

tions  2.3 

 
ies  2.4 

3.1 

3.2 

ries  3.3 

Backup 

 Oracle R
Mana

Oracle R
Mana

Oracle R
Mana

 Oracle R
Mana

Oracle R
Mana

Oracle R
Mana

Oracle R
Mana

e-
qs 

Resp

 
Crisis Ma
Team (CM

 
CMT,  
Recovery
Support C
(RTSC) 

CMT, RTS
Team(RT)

RTSC, RT

RTSC, RT

 
RT, RTSC

RT, RTSC

RT, RTSC

RT, RTSC

Allen D

System 

Recovery 
ager H

Recovery 
ager 

O
m
in
ag

Recovery 
ager

A
pr

Recovery 
ager

M
va

Recovery 
ager

C
tra

Recovery 
ager 

S
pe
Te

Recovery 
ager

P
Li

ponsibility 

nagement 
MT) 

y Team 
Coordinators 

SC, Recovery 
) 

DR Plan 
 
 
 
 

Handles all accou

Oracle Project Co
management nee
ncluding commer
gencies, and su

Allows customize
roject.    

Main financial info
arious levels of r

Core financial sys
ransactions 
Supports acquisit
ersonnel and ma
etra Tech.  

Project related co
inx 

On  Co

 
Notify CIO
Go to 2.1

 
Notify CIO
Go to 2.2

Go to 2.3

Go to 2.4

Notify CM
Go to 3.1

 
Notify CM
Go to 3.2

Notify CM
Go to 3.3

Notify CM
Go to 3.4

Notify CM

Executi

Descriptio

unts receivable t

ontracts support
eds of project dri
rcial and govern
bcontractors. 

ed invoicing for e

ormation reposit
reporting 
stem. End point 

tion and paymen
achinery require

oordination and s

ompletion 

O, Exec Mgmt

O, Exec Mgmt

MT 

MT 

MT 

MT 

MT 

ve Sum

n 

to Tetra Tech 

s the contract 
iven organization

nment contractor

each client and e

tory providing 

 for all financial 

nt for all resource
ed for projects at

support for Tetra

Ref

 
   

 
   

 

 

 

 
 

 

 

 

mary
 
 
 
 

ns, 
rs, 

each 

es, 
t 

a 

ferences 



# 

4.0 
4.1 

4.2 

4.3 

4.4 

5.0 
5.1 

 

 
T

COMPLETI
Perform D

Send notif
coordinato
availability

Test access

Notify all u

MONITORIN
Monitor Sy
 

 
 

Task Name 

ON 
NS Switchove

ications to 
ors of system 
y.  

s with CMT 

users 

NG 
ystems  

  
  
  
  

Pre
Req

 
er  3.4 

4.1 

4.2 

4.3 

 
4.4 

e-
qs 

Resp

 
WAN Dire

WAN Dire

CMT, 
Recovery

CMT 

 
Recovery

Allen D

ponsibility 

ector 

ector 

y Team 

y Team 

DR Plan 
 
 
 
 

On  Co

Go to 4.1

 
Notify CM
Go to 4.2

Notify CM
Go to 4.3

Notify CIO
Go to 4.4

Notify CIO
Go to 5.0

 
 

Executi

ompletion 

MT 

MT 

O, Exec Mgmt

O, Exec Mgmt

ve Sum

Ref

 
Tetra Tech
Recovery N
Procedure
MP.doc 

 

   

   

 
 

mary
 
 
 
 

ferences 

h Disaster 
Network 
es Allen‐















Contract No. VA-110215-TTEM, Exhibit B 

EXHIBIT B PRICING 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit B is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit B and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
 

Item Description  Item Fees  

EGMS Initial Software License Fee   $                                45,000.00 

Annual Maintenance    

Year 1 

10% of the combined total of the 
initial software license fee and 
optional system customization 
costs 

Year 2 

7.5% of the combined total of 
the initial software license fee 
and optional system 
customization costs 

Year 3 

5% of the combined total of the 
initial software license fee and 
optional system customization 
costs 

Supplier Hosting Fees:  $500/month 

Optional or Additional Services 

Fee (provide Unit of Measure 
for each, ie: Hourly; Per 

Class; Annual, etc) 
Additional Module(s)  Not applicable  
Additional Hosting Fees  Not applicable  
Remote Training (Live Training)  $2,000/one day class  
Online Webinar Training (canned-training)  Not applicable  
Onsite Training   $4,500/one day class  

Vendor Site Training $4,500/one day class 
Labor Rates for Project Resources for EGMS Customization: 
(detail all)   
Labor Rates for Account/Program Manager  $190/hour  
Labor Rates for Deputy Account/Program Manager  $110/hour  
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Labor Rates for Systems Engineer  $140/hour  
Labor Rates for Developer  $120/hour  
Labor Rates for Trainer  $95/hour  
Labor Rates for Administrative Assistant  $80/hour  
Labor Rates for Database Administrator  $90/hour  
Labor Rates for Business Analyst  $125/hour  
Labor Rates for Web Designer  $105/hour  
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EXHIBIT C ESCROW AGREEMENT 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit C is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit C and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
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EXHIBIT D-X STATEMENT OF WORK (SOW) TEMPLATE 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit D-X is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit D-X and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
 
[Note: Instructions for using this template to draft a Statement of Work are in italics. These instructions 
should be deleted after the appropriate text has been added to the Statement of Work. Contractual 
language is not italicized and should remain in the document. Text that is highlighted in blue is variable 
based on the nature of the project.] 

STATEMENT OF WORK 
 
This Statement of Work is issued by VITA on behalf of Authorized User, hereinafter referred to as 
“Authorized User”. The objective of the project described in this Statement of Work is for the Supplier to 
provide the Authorized User with a Authorized User Project Name Solution (“Solution”). 
 
1. Project Scope and Understanding of the Requirements 

Provide information on the scope of the project and the Authorized User’s requirements for this 
particular engagement including: 

a) general description of the Solution 
b) project boundaries 
c) Authorized User-specific requirements 
d) special considerations for implementing technology at Authorized User’s location(s) 
e) other characteristics of this project that must be addressed to insure the success of the 

engagement 
2. Contract Products and Services to Support the Requirements 

a.   Solution Components 
List the Solution components (hardware, software, etc.) provided by Supplier that will be used to 
support the requirements. Identify any special configuration requirements, and describe the 
system infrastructure to be provided by the Authorized User. Provide an overview that reflects 
how the system will be deployed within the Authorized User’s environment. 

b. Services 
Provide information on the services (e.g., requirements development, Solution design, 
configuration, installation) that will be provided by Supplier in the course of providing the Solution. 

c. Training and Knowledge Transfer 
Provide an overview of training services to be provided to the Authorized User and any special 
requirements for specific knowledge transfer to support the Authorized User’s successful 
implementation of the Solution. If the intent is for the Authorized User to become self-sufficient in 
operating or maintaining the Solution, determine the type of training necessary, and develop a 
training plan, for such user self-sufficiency. Describe how the Supplier will complete knowledge 
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transfer in the event this Statement of Work is not completed due to actions of Supplier or the 
non-appropriation of funds for completion affecting the Authorized User. 

d. Support 
Document the level of support, as available under the Contract, required by the Authorized User 
to operate and maintain the Solution. This may include conversion support, legacy system 
integration, transition assistance, Solution maintenance (including maintenance level), or other 
specialized consulting to facilitate delivery or use of the Solution. 

3. Project Events and Tasks 
Provide a high-level overview of project events and tasks to be accomplished to deliver the required 
Solution. 

4. Period of Performance 
Implementation of the Solution will occur within XX (XX) months of execution of this Statement of 
Work. This includes delivery and installation all of products and services necessary to implement the 
Authorized User’s Solution, training, and any support, other than on-going maintenance services. The 
period of performance for maintenance services shall be one (1) year after implementation and may 
be extended for additional one (1) year periods, pursuant to and unless otherwise specified in the 
Contract.  

5. Place of Performance 
Tasks associated with this engagement will be performed at the Authorized User’s location(s) in 
____________________, Virginia, at Supplier’s location(s) in Wherever, or other locations as 
required by the effort. 

6. Milestones, Deliverables, Payment Schedule, and Holdbacks 
The following table identifies milestone events and deliverables, the associated schedule, any 
associated payments, any retainage amounts, and net payments.   
  

Milestone 
Event 

Deliverable Schedule Payment Retainage Net Payment

Project kick-off 
meeting 

--- Execution + 5 
days 

--- --- --- 

Site survey Site survey 
report 

Execution + 10 
days 

--- --- --- 

Installation of 
software 

--- Execution + 20 
days 

$10,000 $1,000 $9,000 

Configuration 
and testing 

--- Execution + 20 
days 

--- --- --- 

Training Training manual Execution + 30 
days 

$10,000 $1,000 $9,000 

User 
Acceptance 
Testing 

--- Execution + 30 
days 

$20,000 $2,000 $18,000 

Implementation 
complete 

Solution Execution + 45 
days 

$10,000 ($4,000) $14,000 

 
The total Solution price shall not exceed $US XXX. 
Supplier’s invoices shall show retainage of ten percent (10%). Following completion of Solution 
implementation, Supplier shall submit a final invoice to the Authorized User, for the final milestone 
payment amount plus the total amount retained by the Authorized User. 
Required Deliverables are as follows: (Provide a description of all Deliverables for this engagement.) 

o Site survey report: 
o Training manual: 
o Solution: See Sections 1 and 2 above. 
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In addition, Supplier will provide copies of any briefing materials, presentations, or other information 
developed to support this engagement.  
Any inventions, combinations, machines, methods, formulae, techniques, processes, improvements, 
software designs, computer programs, strategies, specific computer-related know-how, data and 
original works of authorship discovered, created, or developed by Supplier, or jointly by Supplier and 
an Authorized User(s) in the execution of this Statement of Work shall be deemed Work Product. 
Configuration of software shall not be deemed Work Product. All provisions of the Contract regarding 
Work Product shall apply to this Statement of Work. 
If travel expenses are not included in the fixed price of the Solution, such expenses shall be 
reimbursed in accordance with Commonwealth of Virginia travel policies as published by the Virginia 
Department of Accounts 
(http://www.doa.virginia.gov/procedures/adminservices/capp/pdfdocs/20335.pdf).  In order to be 
reimbursed for travel expenses, Supplier must submit an estimate of such expenses to Authorized 
User for approval prior to incurring such expenses. 

7. Acceptance Criteria 
Acceptance Criteria for this Solution will be based on a User Acceptance Test (UAT) designed by 
Supplier and accepted by the Authorized User. The UAT will ensure that all of the functionality 
required for the Solution has been delivered. Supplier will provide the Authorized User with a detailed 
test plan and acceptance check list based on the mutually agreed upon UAT Plan. This UAT Plan 
check-list will be incorporated into this Exhibit B-X.   
This section should reflect the mutually agreed upon UAT and Acceptance Criteria specific to this 
engagement. 
Each deliverable created under this Statement of Work will be delivered to the Authorized User with a 
Deliverable Acceptance Receipt. This receipt will describe the deliverable and provide the project 
manager with space to indicate if the deliverable is accepted, rejected, or conditionally accepted.  
Conditionally Accepted deliverables will contain a list of deficiencies that need to be corrected in order 
for the deliverable to be accepted by the Project Manager. The Project Manager will have ten (10) 
days from receipt of the deliverable to provide Supplier with the signed Acceptance Receipt unless an 
alternative schedule is mutually agreed to between Supplier and the Authorized User in advance. 

8. Assumptions and Project Roles and Responsibilities 
This section contains assumptions specific to this engagement. 
State assumptions here. 
The following roles and responsibilities have been defined for this engagement: 
 

(Sample Responsibility Matrix) 
 

Responsibility Matrix Supplier Authorized 
User 

Infrastructure – Preparing the system infrastructure that meets the 
recommended configuration defined in Section 2B herein 

 √  

Server Hardware   √  
Server Operating  √  
Server Network Connectivity   √  
Relational Database Management Software (Installation and 
Implementation) 

 √  

Server Modules – Installation and Implementation √   
PC Workstations – Hardware, Operating System, Network Connectivity  √  
PC Workstations – Client Software  √  
Application Installation on PC Workstations √   
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Wireless Network Access Points √   
Cabling, Electric and User Network Connectivity from Access Points  √  
Wireless Mobile Computing Products – Scanners, printers √   
Project Planning and Management √  √  
Requirements Analysis √  √  
Application Design and Implementation √   
Product Installation, Implementation and Testing √   
Conversion Support √   
Conversion Support  -- Subject Matter Expertise  √  
Documentation √   
Training √   
Product Maintenance and Support √   
Problem Tracking √  √  
Troubleshooting – IT Infrastructure  √  
Troubleshooting – Solution √   

 
9. Security Requirements 

Provide (or reference as an Attachment) Authorized User’s security requirements. For any individual 
Authorized User location, security procedures may include but not be limited to: background checks, 
records verification, photographing, and fingerprinting of Supplier’s employees or agents. Supplier 
may, at any time, be required to execute and complete, for each individual Supplier employee or 
agent, additional forms which may include non-disclosure agreements to be signed by Supplier’s 
employees or agents acknowledging that all Authorized User information with which such employees 
and agents come into contact while at the Authorized User site is confidential and proprietary. Any 
unauthorized release of proprietary information by the Supplier or an employee or agent of Supplier 
shall constitute a breach of the Contract. 

At a minimum, Supplier shall adhere to all of VITA’s standard security requirements. 

10. Risk Management 
Risk is a function of the probability of an event occurring and the impact of the negative effects if it 
does occur. Negative effects include schedule delay, increased costs, and poor quality of 
deliverables. 

Depending on the level of risk of this project, as assessed by the Authorized User, this section may 
contain any or all of the following components, at a level of detail commensurate with the level of risk: 

a) Identification of risk factors. 
b) Initial risk assessment. 
c) Risk management/mitigation plan, including determination of roles and responsibilities of 

the Authorized User and Supplier. 
d) Risk monitoring plan, including frequency and form of reviews, project team 

responsibilities, steering and oversight committee responsibilities, documentation. 
Performance Bond. 

The Supplier shall post performance bond in an amount equal to one hundred percent (100%) of the 
total contract value and provide a copy of the bond to Authorized user within (10) days of execution of 
this SOW Agreement. In the event that the Supplier or any subcontractor or any officer, director, 
employee or agent of the Supplier or any subcontractor or any parent or subsidiary corporation of the 
Supplier or any subcontractor fails to fully and faithfully perform each material requirement of this 
SOW Agreement, including without limitation the Supplier’s obligation to indemnify the Authorized 
User, the performance bond shall be forfeited to Authorized User. The bond shall be in a form 
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customarily used in the technology industry and shall be written by a surety authorized to do business 
in Virginia and that is acceptable to Authorized User. 

 
11. Reporting 

The following are examples of reporting requirements which may be included in the Statement of 
Work by the Authorized User. [Note: In an effort to help VITA monitor Supplier performance, it is 
strongly recommended that the Statement of Work include “Supplier Performance Assessments”. 
These assessments may be performed at the discretion of the Authorized User and are not mandated 
by VITA.] 

Weekly/Bi-weekly Status Update. The weekly/bi-weekly status report, to be submitted by Supplier 
to the Authorized User, should include: accomplishments to date as compared to the project plan; any 
changes in tasks, resources or schedule with new target dates, if necessary; all open issues or 
questions regarding the project; action plan for addressing open issues or questions and potential 
impacts on the project; risk management reporting.  

Supplier Performance Self-Assessment. Within thirty (30) days of execution of the Statement of 
Work, the Supplier and the Authorized User will agree on Supplier performance self-assessment 
criteria. Supplier shall prepare a monthly self-assessment to report on such criteria. Supplier shall 
submit its self-assessment to the Authorized User who will have five (5) days to respond to Supplier 
with any comments. If the Authorized User agrees with Supplier’s self-assessment, such Authorized 
User will sign the self-assessment and submit a copy to the VITA Supplier Relationship Manager. 

Supplier Performance Assessments. The Authorized User may develop assessments of the 
Supplier’s performance and disseminate such assessments to other Authorized Users of the 
Contract. Prior to dissemination of such assessments, Supplier will have an opportunity to respond to 
the assessments, and independent verification of the assessment may be utilized in the case of 
disagreement. 

 

12. Point of Contact 
For the duration of this project, the following project managers shall serve as the points of contact for 
day-to-day communication: 

Authorized User: __________________________ 

Supplier: _________________________ 

 
 

 

By signing below, both parties agree to the terms of this Exhibit. 

Supplier VITA  

By: ________________________________ By: __________________________________ 

 (Signature)  (Signature) 

Name: _____________________________ Name: _______________________________ 

 (Print)  (Print) 

Title: ______________________________ Title: _________________________________ 

Date: ______________________________ Date: _________________________________ 

 

 





 Contract No. VA-110215-TTEM, Exhibit H 
 

Business Confidential 1  

EXHIBIT H SERVICE LEVEL AGREEMENT 
CONTRACT NUMBER VA-110215-TTEM 

BETWEEN 
VIRGINIA INFORMATION TECHNOLOGIES AGENCY 

AND 
TETRA TECH EM INC. 

 
Exhibit H is hereby incorporated into and made an integral part of Contract Number VA-110215-TTEM 
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or 
“State”) and Tetra Tech EM Inc. (“Supplier”).  
In the event of any discrepancy between this Exhibit H and Contract No. VA-110215-TTEM, the 
provisions of Contract No. VA-110215-TTEM shall control. 
 

PURPOSE 
The purpose of this Support Service Level Agreement (SLA) is to formalize an arrangement between the 
Supplier and the Authorized User to deliver specific support services, at specific levels of support, and at 
an agreed-upon cost and timeframe.  This document is intended to provide details of the provision of Help 
Desk support, which includes levels 1, 2, and 3 application support services to Authorized User.    

SCOPE OF AGREEMENT 
 
The Supplier will provide the following support services. 
 
Help Desk Support 
 
Supplier has a Help Desk hotline and a Web-based trouble-ticketing system.  EGMS users can call the 
hotline to receive assistance, report a program bug, or ask questions about the system.  Supplier will 
maintain records of all hotline requests using the trouble ticketing system.  Authorized User will also have 
direct access to the Web-based trouble-ticketing system for direct input and reporting.  
 
Supplier will provide the following services in response to requests for help support. 
 

• Corrective maintenance—Defined as activities associated with root-cause analysis and bug-fix 
isolation and resolution. 

• Root-cause analysis—Analysis of the root causes of problems.  Problems will be reviewed to 
determine their root causes, measures will be taken to correct the sources of the problems, and 
reports will be prepared and distributed in a timely fashion. 

• Bug fixes—The emergency repair of any system operation that does not comply with the current 
signed and approved system specification.  This includes system errors, "hung" or halted 
screens, or unexpected results within the system that render it unusable for the purpose for which 
it was designed.  

Requests for Support Specifically Covered Under This Agreement 
The following application-related services are provided under this agreement: 
 
Levels 1, 2, and 3 Support— There are three levels of support that Supplier will provide under this 
agreement.  Level 1 (help desk), level 2 (infrastructure support), and level 3 (bug fixes) shall be provided 
by Supplier for EGMS in production as described below and in Appendix A of this Exhibit.  These levels 
are defined as follows: 
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• Level 1—This is support provided by the Supplier help desk when it receives the Support 
Request from users of EGMS.  If this level of support cannot resolve the problem, the Support 
Request is passed to Supplier level 2 support, which is the infrastructure support specialist. 

 
• Level 2—This is support provided by Supplier infrastructure support or subject matter specialist.  

This level of support does not perform code modifications, if required to resolve the problem.  
Operational issues will be resolved at this level. If resolution requires code modification, the 
Support Request is passed to Tetra Tech’s level 3. 

 
• Level 3—This is support provided by a Supplier application support specialist on an as-needed 

basis according to established rates.  This level of support does perform code modifications, if 
required to resolve the problem. 

 
Requests for Services Not Covered Under This Agreement 
This agreement does not cover the following requests.  However, Supplier would be pleased to provide a 
separate statement of work in proposing services to address any of the following: 
 

1. Federally mandated updates—Supplier will not under this agreement perform necessary 
modifications to the Authorized User instance of EGMS to maintain compliance with new 
Department of Homeland Security (DHS) mandates, even if such mandates render an existing 
EGMS module or function to become obsolete.  However, Supplier recognizes that such DHS 
mandates may impact the Authorized User instance of EGMS and will be available to the 
Authorized User under a separate statement of work should the Authorized User require such 
services from Tetra Tech.  The separate statement of work would use the cost schedule 
presented in Exhibit B.  

 
2. New development or other enhancements—Supplier will not under this agreement perform any 

new development for or any other enhancements to the Authorized User’s instance of EGMS.  
However, Supplier understands that Authorized User business requirements will evolve over time 
and that the Authorized User might require modifications to EGMS functionality to conform to new 
requirements.  Should new requirements be realized by the Authorized User, Supplier can 
provide support services to the Authorized User under a separate statement of work using the 
cost schedule presented in Exhibit B.  Such new development or other enhancements would be 
specifically defined under a separate statement of work, but could include:   

 
• Documentation of new business requirements (business analysis).   
• New or added interfaces to EGMS or other systems. 
• difications to existing screens.  Adding new screens or mo
• t.  New report developmen
• Addition of data fields. 
• Business rules changes (such as pricing rules changes, distributor alignment, etc.). 
• Deployment of existing applications to new locations.  

 
3. On-call support management—Tetra Tech’s support managers are not required to be on-call 

beyond the timeframes and support levels as described in Appendix A of this Exhibit.  If at a later 
date Authorized User requires the support manager to be on-call for a specific purpose, or on a 
longer-term basis, then the Supplier support managers will be compensated at the standard on-
call rate for level 3 support staff, and Authorized User shall be charged for this service. 

 
4. Upgrades to ancillary application software and associated hardware—Supplier is not 

required to support installation of upgrades to ancillary application software or hardware 
associated with EGMS, when an upgrade to an existing system is released.  This includes 
upgrades to existing hardware and software that is ancillary to EGMS and other software that is 
not maintained or supported by Tetra Tech. 
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5. Assistance with application usage—Supplier will not provide under this agreement advice 
about or education on how to use applications other than EGMS, including completing 
transactions, creating users within or for an application, or on the purpose of an application other 
than EGMS. 

 
6. Assistance with application environment support—Supplier will not provide under this 

agreement advice about how to use, maintain, and support application environments other than 
EGMS, including application development tools, application server software, and databases. 

 
7. Assistance with application usage when unsupported or nonstandard hardware or 

software is involved—Supplier will not provide under this agreement assistance with application 
usage when unsupported or nonstandard hardware or software is involved.  Use of unsupported 
or nonstandard hardware or software often results in unexpected behavior of otherwise reliable 
systems. 

 
8. Adaptive maintenance—Supplier will not provide under this agreement any adaptive 

maintenance.  Adaptive maintenance is defined as activities relating to upgrades or conversions 
to an application other than EGMS due to new versions of operating environment, including 
operating system, application server, or database software.   

 
9. Perfective maintenance—Supplier will not provide under this agreement any perfective 

maintenance.  Perfective maintenance is defined as activities relating to enhancements to provide 
additional functionality to an application other than EGMS. 

 
10. Modifications to original application specification—Supplier will not provide under this 

agreement any modifications to the original application specification or any functionality not 
specified in the agreed design specifications.  Changes in Authorized User’s organization or 
business needs (such as a reorganization or change in business practice) may make the current 
specification obsolete.  When this occurs, Authorized User should initiate a request for 
enhancement to update the system. 

 
11. Evaluation of new software or hardware—Supplier will not provide under this agreement any 

evaluation or approval of new software or hardware for use within Authorized User.  This includes 
systems developed outside of Authorized User, such as third-party systems, or systems 
developed by Authorized User. 
 
 

Applications Covered 
This agreement is for services related to support requests concerning EGMS after transition to Authorized 
User’s hosting platform.  It does not cover ancillary software or hardware products that are maintained by 
Authorized User or a third party vendor. 

 

PROCESSES AND PROCEDURES RELATED TO THIS AGREEMENT 
 

CALL MANAGEMENT PROCESS 
 

The Supplier problem-ticket system will be used by all support team levels (where approval and technical 
access has been granted) to record and track all problem reports, inquires, or other types of calls 
received by level 1 support.  Authorized User will have direct access to the problem-ticket system for 
direct input and reporting.  Supplier will use the problem-ticket system report response times and other 
metrics for reporting purposes under this SLA. 
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BUG FIX AND CHANGE REQUEST PROCESS 
  

Figure 1 on the following page presents the change request process that will be implemented for all bugs 
or changes to the source code. 

Supplier assumes that, during the period of the SLA agreement, Supplier will be the only entity 
responsible for making changes to the source code.    

METRICS 
Metrics Reporting 
Supplier will provide a monthly report showing each problem ticket, severity level, status, and time to 

resolve each problem ticket.  These reports are expected to be produced by Tetra Tech’s problem-
ticket system, which will detail ticket management performance against SLA targets in Authorized 
User’s case management process. 

Support Metrics Package 
Metrics reporting against the SLA resolution targets identified in Authorized User’s case management 
guidelines will focus on the time to resolve tickets by application and severity.  This metric will include the 
support requests that are transferred to Supplier for resolution.  They will not include support requests 
that are resolved by other organizations.  The metrics will be reported via existing standard problem-ticket 
system reports as available. 
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Figure 1:  Change Request Process 
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APPENDIX A 
Definitions 
Support Request 
For the purposes of this agreement, a Support Request is generally defined as a request for support to fix 
a defect in existing application code or a request for support that involves no modifications to application 
code, such as a question. 
Levels of Support 
There are three levels of support that Supplier will provide under this agreement.  These levels are 
defined as follows: 
 

• Level 1—This is support provided by the Supplier help desk when it receives the Support 
Request from users of EGMS.  If this level of support cannot resolve the problem, the Support 
Request is passed to Supplier level 2 support, which is the infrastructure support specialist. 

 
• Level 2—This is support provided by Supplier infrastructure support or subject matter specialist.  

This level of support does not perform code modifications, if required to resolve the problem.  
Operational issues will be resolved at this level. If resolution requires code modification, the 
Support Request is passed to Tetra Tech’s level 3. 

 
• Level 3—This is support provided by a Supplier application support specialist on an as-needed 

basis according to established rates.  This level of support does perform code modifications, if 
required to resolve the problem. 

Severity Codes 
The following characteristics are used to identify the severity of a problem report: 
 

• Business and financial exposure 
• Work outage 
• Number of clients affected 

• Acceptable resolution time 

s to 

el may 
en negotiate with Authorized User to modify this severity after the report is elevated to them. 

s 
.  Severity levels for 

racteristics and weightings. 

de 
staff will return all calls 

ased upon the severity level of the trouble-ticket as shown in Table 1 below. 

  If 
ness hours, Supplier will respond by no later than 8:30 AM EST the 

llowing day. 
 

• Workaround 

 
It is not necessary (nor is it likely) to have perfect match of each characteristic to categorize a problem 
report at a particular severity level.  A given problem must be judged against each of the characteristic
make an overall assessment of which severity level best describes the problem.  The level 1 support 
agent will determine the initial severity rating for the report.  Level 2 and level 3 support personn
th
 
The characteristics below cover Help Desk inquiries only.  The characteristics do not cover work request
for system enhancements such as updates in response to new federal mandates
those work requests may carry a different set of cha
Help Desk Hours and Response Times 
Support Requests are taken by the appropriate level 1 help desk between the hours of 8:00 AM and 5:00 
PM Eastern Standard Time (EST), Monday through Friday.  After hours, the help desk hotline will provi
a pre-recorded message and will except voice-mail messages.  The help desk 
b
 
In the event of a severity level 1 trouble ticket, Supplier will make every effort to respond as quickly as 
possible even during non-help desk hours.  Supplier will provide cell phone numbers for key support 
personnel, who Authorized User may contact during off-hours in the event of a severity level 1 incident.
the incident occurs off normal busi
fo
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Table 1:  Severity Levels 
 
 Severity 1 (Critical) Severity 2 (High) Severity 3 (Medium) Severity 4 (Low) 

 
Bus xiness and Financial E posure 
 

d financial d financial 
exposure. 

d financial 
exposure. 

d financial 
exposure. 

The application failure 
creates a serious 
business an
exposure. 

The application failure 
creates a serious 
business an

The application failure 
creates a low 
business an

The application failure 
creates a minimal 
business an

Work Outage 
 

 be 

 portion of 
eir job. 

 

 be 

 portion of 
eir job. 

 

 

e 

e 

information. 

e 

ete most 
other tasks.  

The application failure 
causes the client to
unable to work or 
perform some 
significant
th

The application failure 
causes the client to
unable to work or 
perform some 
significant
th

The application failure 
causes the client to be
unable to perform 
some small portion of 
their job, but they are 
still able to complet
most other tasks.  
May also includ
questions and 
requests for 

The application failure 
causes the client to b
unable to perform a 
minor portion of their 
job, but they are still 
able to compl

Num dber of Clients Affecte  
 

rge number rge number 
lure 

ect one or 
The application failure 
affects a la
of clients. of clients. number of clients. two clients. 

The application failure 
affects a la

The application fai
affects a small 

The application failure 
may only aff

Wo is bullet car iest weightin o  rkaround [Th ries the heav g of the characteristics f r Severity 1 and 2.]
 

d 
in any other way). n 

some other way). 

not 

d to the 
problem. 

d to the 
problem. 

There is no 
acceptable 
workaround to the 
problem (i.e., the job 
cannot be performe

There is an 
acceptable and 
implemented 
workaround to the 
problem (i.e., the job 
can be performed i

There may or may 
be an acceptable 
workaroun

There is likely an 
acceptable 
workaroun

Response Time 
 
 

 

usiness hours 

Within four hours. 
business day 

(EST). 
business day 

(EST). 

Within one hour
during normal 
b
 

Within eight hours or 
by next 

Within eight hours or 
by next 

Resolution Time 
 

itial response 
time. 

 five 
business days. 

n 
 30 business 

days. 

n 
 90 calendar 

days. 

The acceptable 
resolution time is 24 
continuous hours, 
after in

The acceptable 
resolution time is

The maximum 
acceptable resolutio
time is

The maximum 
acceptable resolutio
time is

 
System Availability 
If Authorized User is hosting EGMS, Supplier does not take responsibility for system availability or 
downtime that results from a hardware or network problem.  However, if an application error or code 
problem results in downtime, Supplier will work with Authorized User support staff to resolve the problem 

ossible.  

upplier will not maintain a mirror copy of EGMS and cannot 
guarantee or access to the system.   

as quickly as p
Redundancy 
If Authorized User is hosting EGMS, S
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Business Confidential A-3  

Performance 
If Authorized User is hosting EGMS, Supplier has very limited control over application performance.  If the 
Authorized User’s hosting platform is configured according to Tetra Tech’s specifications for hardware 
and software, EGMS will perform adequately under normal conditions.  Other factors such as network 
bandwidth can impact performance. Authorized User is responsible for management and configuration of 
the entire hosting platform.  
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APPENDIX B 
Roles and Responsibilities 
Authorized User 
Authorized User has the following general responsibilities under this agreement: 
 

• Authorized User will conduct business in a courteous and professional manner with Supplier. 
• Authorized User users using the applications stated in the Statement of Work will use the 

appropriate help desk to request support. 
• Authorized User will provide all information required to open a level 1 support request. 
• Once a level 1 support request has been submitted, Authorized User will make themselves 

available to work with the Supplier support resource assigned to the support request. 
Supplier   
Supplier has the following general responsibilities under this agreement: 
 

• Supplier will conduct business in a courteous and professional manner with Authorized User. 
• Supplier will log all information from Authorized User required to establish contact information, 

document the nature of the problem and Authorized User’s hardware/network environment (as 

t level of internal support within Supplier upon 

upplier problem-ticket system for updating, tracking, and closing trouble 

 are integral to the provision of support services to 
Authori de the following: 

ling of tasks.  This 
dividual will report to the Supplier practice manager.  His or her duties will include: 

 a 

 cross-application 

dinating the 

direction of 

ram for all support resources. 

st and assigning work to the team member 
having the appropriate technical knowledge. 

applicable). 
• Supplier will attempt to resolve problems over the phone on first call. 
• Supplier will escalate support request to nex

approach of established resolution targets. 
• Supplier will obtain Authorized User's approval before ticket closure. 
• Supplier will utilize S

tickets as assigned. 
 
There are several roles deployed within Supplier that

zed User.  These roles inclu
a) Support Manager 

The Supplier support manager will provide the overall direction of the activities of the support specialists, 
participate directly in the production of the associated deliverables, and will negotiate with Authorized 
User’s support manager regarding the classification of enhancements and the schedu
in
 

• Billable services to the client: 
- Ensuring SLA targets are met (coordinating all activities to ensure all tasks are performed in

consistent manner and on schedule). 
- Ensuring all work is performed according to the agreed-upon work methods and standards 

that are in effect within Tetra Tech’s and Authorized User’s control. 
- Acting as point of escalation for issues beyond usual scope (e.g., attending SWAT meetings 

on application outages, coordination between groups for implementing
solutions, etc.). 

- Participating directly in the production of the associated deliverables. 
- Liaising with client managers (negotiating with client's support managers regarding the 

 and the scheduling of tasks, and coorclassification of enhancements
presentation of deliverables to Authorized User’s support manager). 

• Nonbillable services to the client:  
- Ensuring support specialists have all required tools to perform their function. 
- Performing resource management and scheduling, including provision of overall 

the activities of the support specialists. 
 training prog- Creating and implementing standard

- Conducting continuous process improvements. 
- Liaising with other Supplier groups. 
- Assessing the workload for each support reque
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b) Prime Support Specialist 
 
The Supplier prime support specialist provides levels 1, 2, and 3 application support.  Reporting to the 
Supplier practice manager, the prime support specialist is responsible for the timely submission of all 
deliverables.  Duties include: 
 

• Conducting all root-cause analysis and bug fix isolation and resolution activities, and associated 
documentation for the individual tasks, as assigned by the Supplier support manager. 

• Acting as a point of contact for all application issues (bugs and enhancements). 
• For enhancements, determining the potential high-level effort for all changes, and based on that, 

either passing it on to a developer or completing it themselves (if less than five days total), all 
bugs are addressed by level 3 support (which may at times consult with a developer). 

• Identifying all tasks associated with each support request and deriving estimates for the 
completion of each task. 

• Responsibility for responding to and updating tickets. 
• Conducting testing (unit testing to be completed by Tetra Tech, system/integration/acceptance 

testing activities should be performed by the backup for all fixes/enhancements developed by the 

rt specialist on regular basis. 

e 
ackup support specialist is responsible for the timely submission of all deliverables.  Duties include:  

 

mentoring support specialists in the timely submission of all 
eliverables.  His or her duties include: 

 on complicated fixes or unusual 
types of support requests (e.g., Web server configuration). 

 

Tetra Tech). 
• Conducting coding and testing to resolve application problems. 
• Participating in the acceptance testing and implementation activities. 
• Providing knowledge transfer to backup suppo
• pPre s reports. 

c) Backup Support Specialist 
The Supplier backup support specialist provides levels 1 and 2 support in the event the prime support 
specialist is temporarily unavailable or out of the office.  Reporting to the Supplier practice manager, th

aring weekly and monthly statu

b
 

• Responding to trouble tickets 
• Resolving simple problems using front-end configuration tools 
• Explaining normal system operation 
• p Pre and notes for referral to the prime support specialists. 

d) Tech Lead 
The Supplier tech lead works as a point of contact on all technical issues for support specialists, who
provide levels 2 and 3 application support.  Reporting to the Supplier practice manager, he or she is 
responsible for assisting, coaching, and 

aring documentation 

d
 

• Providing advice and assistance to prime support specialists
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