Yirginia Informaticn Technologies Agoncy

Commonwealth of Virginia
Virginia Information Technologies Agency

ENTERPRISE CONTENT MANAGEMENT (EMC) SYSTEMS INTEGRATION AND
SUPPORT SERVICES & SOFTWARE

Date: October 26, 2010
Contract #: VA-071114-HCL
Authorized User: State Agencies, Institutions, and other Public Bodies

as defined in the VPPA

Contractor: HCL America, Inc.
1950 Old Gallows Road
Vienna, Virginia 22182

FIN: 77-4205035

Contact Person: Rajan Nalawade
Voice: 703-891-0393
Cell: 571-251-9534
Fax: 703-891-0401
Email: rnalawade@hcl.inc
or rnalwade@hcltmass.com

Term: November 14, 2010 — November 14, 2011
Payment: Net 30 days

For Additional Information, Please Contact:

Supply Chain Management
Virginia Information Technologies Agency

Mike Novak

Phone: 804-416-6168

E-Mail: mike.novak@Vvita.virginia.gov
Fax: 804-416-6361

NOTES: Individual Commonwealth of Virginia employees are not authorized to purchase equipment or
services for their personal use from this Contract.

For updates, please visit our Website at http://www.vita.virginia.gov/procurement/contracts.cfm
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CONTRACT CHANGE LOG

Change Effective
No. Description of Change Date
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MODIFICATION #1
TO
CONTRACT NUMBER VA-071114-HCL
BETWEEN THE
COMMONWEALTH OF VIRGINIA
AND
HCL AMERICA, INC.

This MODIFICATION #1 is an agreement amongst the Commonwealth of Virginia, through the Virginia
Information Technologies Agency, hereinafter referred to as "VITA” or "Commonwealth", and HCL
America, Inc., hereinafter referred to as “Supplier”, relating to Contract VA-071114-HCL as amended,
hereinafter referred to as the "Contract" or "Agreement". This Modification #1 is hereby incorporated
into and made an integral part of the Agreement.

The purpose of Modification #1 is to document the parties’ agreement to an extenswn of the Contract
term. The following change is hereby made to the Agreement:

Referencing Section 3 of the Contract, “Term and Termination”, the parties agree that the term
shall be extended from November 14, 2010 through November 14, 2011.

The foregoing is the complete and final expression of the parties’ agreement to modify Contract VA-
071114-HCL. Contract VA-071114-HCL cannot be modified, except by a writing signed by a duly
authorized representative of both parties.

ALL OTHER TERMS AND CONDITIONS OF CONTRACT VA-071114-HCL REMAIN
UNCHANGED.

PERSONS SIGNING THIS CONTRACT MODIFICATION ARE AUTHORIZED
REPRESENTATIVES OF EACH PARTY TO THIS CONTRACT AND ACKNOWLEDGE THAT
EACH PARTY AGREES TO BE BOUND BY THE TERMS AND CONDITIONS OF THE
CONTRACT.

HCL AMERICA, INC. COMMONWEALTH OF VIRGINIA
/]
BY: Guan¥or < - BY, / " ¥
NAME: Vasu D. Srinivasan NAME: /', Lufu[ Pl /\bf -..-L'LK
TITLE: Vice President, Public Services TITLE: S(.\;«:.qw; ?f&;x'[_\’f
“J i

DATE: October 20, 2010 DATE:_Qcfobe 3.6 2019
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expect the best
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The Virginia Information Technologies Agency
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VA-071114-HCL

INFORMATION TECHNOLOGY SERVICES AND SOFTWARE CONTRACT
THIS INFORMATION TECHNOLOGY SERVICES AND SOFTWARE CONTRACT (“Contract”) is entered
into by and between the Virginia Information Technologies Agency (VITA) pursuant to §2.2-2012 of the
Code of Virginia and on behalf of the Commonwealth of Virginia (hereinafter referred to as “VITA”), and
HCL America, Inc. (“Supplier”) to be effective as of November 14, 2007 (“Effective Date”).

1. PURPOSE AND SCOPE
This Contract sets forth the terms and conditions under which Supplier shall provide enterprise
content management (ECM) systems integration and support services (“Services”) and software to
the Authorized Users. This Contract is non-exclusive, and Services and software identical or similar to
the Services and software provided by Supplier pursuant to this Contract may be provided to
Authorized Users by other suppliers also under contract with VITA on behalf of the Commonwealth of
Virginia or directly with the Authorized User. Authorized Users, depending on the complexity of
services required and/or each supplier’s available resources, have the option to select one or more
suppliers to provide services and software.

2. DEFINITIONS

A. Acceptance
Acceptance shall take the form of successful performance of the Services at the designated
location, or completed and successful Acceptance testing in conformance with the Requirements
as determined by the Authorized User in accordance with the agreed specifications in the
applicable order/Statement of Work.

B. Agent
Any third party independent agent of any Authorized User.

C. Authorized Users
All public bodies, including VITA, as defined by §2.2-4301 and referenced by §2.2-4304 of the

Code of Virginia.

D. Confidential Information
Any confidential or proprietary information of a Party that is disclosed in any manner, including
oral or written, graphic, machine readable or other tangible form, to any other Party in connection
with or as a result of discussions related to this Contract or any order issued hereunder, and
which at the time of disclosure either (i) is marked as being “Confidential” or “Proprietary”, (ii) is
otherwise reasonably identifiable as the confidential or proprietary information of the disclosing
Party, or (iii) under the circumstances of disclosure should reasonably be considered as
confidential or proprietary information of the disclosing Party.

E. Computer Virus
Any malicious code, program, or other internal component (e.g., computer virus, computer worm,
computer time bomb, or similar component), which could damage, destroy, alter or disrupt any
computer program, firmware, or hardware or which could, in any manner, reveal, damage,
destroy, alter or disrupt any data or other information accessed through or processed by such
software in any manner.

F. Deliverable
The tangible embodiment of the Services, including the provision of Software and the
development or creation of Work Product, performed or provided by Supplier as identified in the
applicable Statement of Work.

G. ECM Software
The programs and code, and any subsequent releases, provided to the Authorized User by ECM
Software Publisher pursuant to contract number VA-070601-1BM.

H. ECM Software Publisher
IBM, the licensor of the ECM Software provided to the Authorized Users pursuant to contract
number VA-070601-IBM.
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I. Party
Supplier, VITA, or any Authorized User.

J. Requirements
The functional, performance, operational, compatibility, Acceptance testing criteria and other
parameters and characteristics of the Service(s) and Deliverables described in the applicable
documentation, Exhibit A and such other parameters, characteristics, or performance standards
that may be agreed upon in writing by the VITA and Supplier or the Parties to an order or
Statement of Work issued hereunder.

K. Service
Any work performed or service provided, including provision to the Authorized User of any
Deliverable described in the applicable SOW, by Supplier under this Contract for an Authorized
User. Service includes the discovery, creation, amendment or development of Work Product, if
any.

L. Software
The pre-existing programs and code, and any subsequent releases developed or licensed at
Supplier's expense, provided by Supplier under this Contract.

M. Software Publisher
The licensor of the Software provided by Supplier under this Contract.

N. Statement of Work (SOW)
Any document in substantially the form of Exhibit B to this Contract which, upon signing by both
Parties to the agreement in accordance with the requirements set forth herein, shall be deemed a
part of this Contract, and which describes the Deliverables, due dates, assignment duration,
payment obligations and the applicable Requirements for a specific project, engagement, or
assignment for which Supplier shall be providing Services to an Authorized User. Any Statement
of Work shall constitute an order.

O. Supplier
Includes any individual who is an employee, agent, sub-contractor, or independent contractor of
Supplier and/or its affiliates who is assigned by Supplier to perform Services under this Contract.

P. VITA
Virginia Information Technologies Agency, an agency of the Commonwealth of Virginia pursuant
to Chapter 20.1 (882.2-2005 et seq.) of the Code of Virginia.

Q. Warranty Period
Ninety (90) days from Acceptance of the Deliverables by the Authorized User as outlined in the
SOW.

R. Work Product
Inventions, combinations, machines, methods, formulae, techniques, processes, improvements,
software designs, software customizations, software interfaces, computer programs, strategies,
specific computer-related know-how, data and original works of authorship (collectively, the
"Work Product") discovered, created, or developed by Supplier, or jointly by Supplier and an
Authorized User(s) in the performance of this Contract or any order issued hereunder. Work
Product shall not include configuration of software.

3. TERM AND TERMINATION

A. Contract Term
This Contract is effective and legally binding as of the Effective Date and, unless terminated as
provided for in this section, shall continue to be effective and legally binding for a period of three
(3) years. VITA and Supplier may extend this Contract for up to two (2) additional one (1) year
periods after the expiration of the initial three (3) year period, upon written agreement. VITA will
issue a written notification to the Supplier requesting the extension period, not less than thirty (30)
days prior to the expiration of any current term. Expiration of the term of the Contract shall not
affect any perpetual license granted hereunder. Nor shall expiration of this Contract affect any
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ownership of Work Product by the Commonwealth or any Authorized User pursuant to this
Contract. In addition, performance of an order may survive the expiration of the term of this
Contract, and all terms and conditions required for the operation of such order shall remain in full
force and effect until Services pursuant to such order have met the final acceptance criteria of the
applicable Authorized User.

Termination for Convenience

VITA may terminate this Contract, in whole or in part, or any order issued hereunder, in whole or
in part, or an Authorized User may terminate an order, in whole or in part, upon not less than
thirty (30) days prior written notice at any time for any reason (“Termination for Convenience”). In
addition, VITA may immediately terminate this Contract, in whole or in part, or any order issued
hereunder, if Supplier becomes a party excluded from Federal Procurement and Nonprocurement
Programs. VITA shall provide written notice to Supplier of such termination, and Supplier shall
provide written notice to VITA if federal debarment proceedings are instituted against Supplier.
Supplier shall submit any contractual dispute or order dispute to VITA or any dispute regarding an
order terminated by an Authorized User for resolution according to the terms of the Dispute
Resolution Section of this Contract. Upon termination, neither the Commonwealth, nor VITA, nor
any Authorized User shall have any future liability except for Deliverables accepted by the
Authorized User or Services rendered by Supplier and accepted by the Authorized User prior to
the termination date. Termination of this Contract or any order shall not affect any perpetual
license granted pursuant to this Contract, provided all fees for such license have been paid. Nor
shall termination of this Contract or any order for Convenience affect any ownership of Work
Product by the Commonwealth or any Authorized User pursuant to this Contract.

Termination for Breach or Default

VITA shall have the right to terminate this Contract, in whole or in part, or any order issued
hereunder, in whole or in part, or an Authorized User may terminate an order, in whole or in part,
for breach and/or default of Supplier (“Termination for Breach” or “Termination for Default”).
Supplier shall be deemed in breach and/or default in the event that Supplier fails to meet any
material obligation set forth in this Contract or in any order issued hereunder.

If VITA or an Authorized User deems the Supplier to be in breach and/or default, VITA or the
Authorized User shall issue a written “Show Cause Notice” to Supplier identifying the
failure/nonperformance and providing Supplier thirty (30) days to cure the
failure/nonperformance. If Supplier fails to answer the Show Cause Notice, or does not correct
the deficiencies noted within such thirty (30) day period, VITA may immediately terminate this
Contract or any order issued hereunder, in whole or in part, or the Authorized User may
immediately terminate its order, in whole or in part. Such termination shall be deemed a
Termination for Breach or a Termination for Default. In addition, if Supplier is found by a court of
competent jurisdiction to be in violation of or to have violated 31 USC 1352, VITA may
immediately terminate this Contract, in whole or in part, for breach. VITA shall provide written
notice to Supplier of such termination and Supplier shall provide written notice to VITA if Supplier
is charged with violation of 31 USC 1352.

Upon Termination for Breach or Termination for Default, neither the Commonwealth, nor VITA,
nor any Authorized User shall have any future liability except for Services rendered by Supplier
and accepted by the Authorized User or Deliverables provided by Supplier and accepted by the
Authorized User prior to the termination date. Supplier shall accept return of any Deliverable that
was not accepted by the Authorized User(s), and Supplier shall refund any monies paid by any
Authorized User for such rejected Deliverable. All costs of de-installation and return of
Deliverables, including any software, shall be borne by Supplier.

The failure of VITA or an Authorized User to exercise its right to terminate for breach and/or
default under this provision shall not be construed as a waiver of its right to terminate for breach
and/or default, rescind or revoke this Contract or any order issued hereunder in the event of any
subsequent breach and/or default of any provisions of such agreements.

Supplier shall submit any contractual or order dispute to VITA or the terminating Authorized User
for resolution according to the terms of the Dispute Resolution Section.
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The terms of the Termination for Convenience and Termination for Breach or Default Sections shall
not apply to termination for non-appropriation of funds.

4. SERVICES

A. Nature of Services and Engagement
Supplier is an independent contractor engaged to perform certain Services and to provide certain
software, including but not limited to systems integration and support activities on behalf of an
Authorized User as set forth in any Statement of Work. Notwithstanding all Authorized User’s
rights to license or purchase Supplier’'s products or Services under this Contract, an Authorized
User is under no obligation to purchase or license from Supplier any of Supplier’s products or
Services. This Contract is optional use and non-exclusive and all Authorized Users may, at their
sole discretion, purchase, license or otherwise receive benefits from third party suppliers of
products and services similar to, or in competition with, the products and services provided by
Supplier.

This Contract is not intended to be or to be used as a staff augmentation contract.

B. Statement of Work (SOW)
All Services shall be performed at the times and locations set forth in the applicable SOW and at
the rates set forth in Exhibit D herein. Unless VITA issues a written authorization for a time and
materials type SOW, An SOW shall be of a fixed price type but may, with the written approval of
VITA, contain a cost-reimbursable line item(s) for pre-approved travel expenses. For any time
and materials type SOW, Supplier personnel shall maintain daily time records of hours and tasks
performed, which shall be submitted or made available for inspection by the Authorized User
upon forty-eight (48) hours advance written notice.

All changes to the Services to be provided must be described in a written change request, which
includes any appropriate adjustments to the SOW. Either Party to an SOW may issue a change
request that will be subject to written approval of the other Party before it becomes part of this
Contract. An SOW or any other order from an Authorized User may contain additional terms and
conditions; however, to the extent that the terms and conditions of the Authorized User’s order
are inconsistent with the terms and conditions of this Contract, the terms of this Contract shall
supersede. In no event shall any SOW or any modification thereto require the Supplier to perform
any work beyond the scope of this Contract as such scope is defined in Exhibit A hereto.

An SOW may designate certain of Supplier's personnel as Key Personnel or Project Managers.

Supplier’'s obligations with respect to Key Personnel and Project Managers shall be described in
the applicable SOW. Failure of Supplier to perform in accordance with such obligations may be

deemed a default of this Contract or of the applicable SOW.

An SOW may be written as follows:

1. Fixed Price Type

A Fixed Price type SOW should be used when the Authorized User’s requirements can be set
forth in sufficient detail as to allow for a fixed price to be developed. A Fixed Price type SOW
may include a cost-reimbursable line item(s) for such expenses as travel, incidentals, and
materials; however, any such travel, incidental, and material expenditures must be approved
in advance by the Authorized User and reimbursement of such pre-approved travel expenses
shall be in accordance with the then-current per diem amounts as published by the Virginia
Department of Accounts

(http://www.doa.virginia.gov/Admin_Services/ CAPP/CAPP_Topics/20335 1206.pdf, or a
successor URL(S)). A Fixed Price type SOW should also include Deliverables and a
milestone payment schedule associated with such Deliverables.

2. Time and Materials Type

A Time and Materials type SOW should be used when the Authorized User’s requirements
are not sufficiently defined as to allow for a fixed price to be developed. A Time and Material
type SOW shall list the Services to be performed by labor category of personnel, and, for
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each labor category: a) the number of hours allocated thereto, b) the hourly rate, and c) an
extended price. A Time and Materials SOW may also include line item funding for travel,
incidentals, and materials, as applicable; however, any such travel, incidental, and material
expenditures must be approved in advance by the Authorized User and reimbursement of
such pre-approved travel expenses shall be in accordance with the then-current per diem
amounts as published by the Virginia Department of Accounts
(http://www.doa.virginia.gov/Admin_Services/ CAPP/CAPP_Topics/20335 1206.pdf, or a
successor URL(S)).

A Time and Materials SOW shall contain a Not to Exceed funding limitation, which shall be
considered a reasonably accurate estimate. Supplier shall notify the Authorized User in
writing when billable amounts reach eighty percent (80%) of the funding limitation, and, for a
time and materials type order, Supplier’'s notice shall include an estimate to complete the
requirements of the order. Supplier shall not be obligated to incur costs in excess of such
limitation, and the Authorized User shall not be obligated to reimburse Supplier for costs in
excess of such limitation.

Any SOW valued at or above US$100,000 shall be signed and approved by VITA and Supplier
prior to Supplier's commencement of work pursuant to such SOW. If an SOW initially valued
below US$100,000 is modified such that the total value of such SOW after modification is at or
above US$100,000, the modification of such SOW must be approved by VITA and signed by the
Supplier prior to Supplier's commencement of work pursuant to such modification.

In addition, any SOW with a period of performance of one (1) year or longer shall be signed and
approved by VITA and Supplier prior to Supplier's commencement of work pursuant to such
SOW. If an SOW with an initial period of performance of less than one (1) year is extended such
that the period of performance is one (1) year or longer, the extension of the period of
performance of such SOW must be signed by VITA and Supplier prior to Supplier's performance
of work beyond one (1) year after the start of such period of performance.

Compliance with ECM Software Publisher’s License and Support Terms and Conditions
VITA, on behalf of the Commonwealth of Virginia, has entered into a contract (VA-070601-1BM)
with ECM Software Publisher pursuant to which all Authorized Users may order ECM Software
and maintenance and support services. The contract sets forth the terms and conditions under
which ECM Software is licensed by the Commonwealth or the Authorized User, as applicable.
The license grant allows for “access to and use of the [ECM] Software by third party vendors who
are under contract with VITA or the Authorized User to provide services to or on behalf of VITA or
such Authorized User, provided (a) such access and use is solely for the benefit of VITA or the
Authorized User and for no other purpose and for no other third party, and (b) such access is
subject to the terms and conditions of the license.”

Supplier shall at all times comply with the terms and conditions of the license grant within such
contract.

In addition, VITA'’s contract with ECM Software Publisher contains provisions of ECM Software
support. Should an Authorized User or a third party service-provider, including Supplier, not
comply with such provisions of ECM Software support, ECM Software Publisher will be under no
obligation to provide ECM Software support or maintenance other than rights to new versions of
the ECM Software. ECM Software Publisher’s conditions of ECM Software support include, but
are not limited to:

i). ECM Software must be unmodified (except as authorized by ECM Software Publisher) and
operated in accordance with ECM Software Publisher's documentation.

ii). Any ECM Software labeled “FileNet Certified Professional Installation Required”, must be
installed and upgraded by FileNet Certified Professional (“FCP”) technicians according to
published specifications, unless otherwise agreed to by ECM Software Publisher.

iii). Authorized User must perform ECM Software back-ups in accordance with the ECM Software
Publisher’s documentation.
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iv). ECM Software Publisher must be notified of any ECM Software failure and must be allowed
reasonable access to the ECM Software for performing support activities.

v). Any alterations, additions, adjustments or repairs that are made to the ECM Software must
be made by authorized representatives of ECM Software Publisher, or at the direction of or in
coordination with ECM Software Publisher.

Supplier acknowledges that ECM Software support and maintenance are of considerable
importance to the Authorized User. Therefore, if Authorized User elects to receive support and
maintenance from ECM Software Publisher, Supplier shall ensure that its Services for such
Authorized User comply with the ECM Software Publisher’s conditions of ECM Software support.
Should Supplier fail to do so, Supplier shall, at the request of the Authorized User, (a) return the
ECM Software to supportable condition in accordance with the ECM Software Publisher’s
requirements, or (b) provide or acquire for the Authorized User support and maintenance on the
ECM Software, and secure rights to new versions of the ECM Software, at a charge to the
Authorized User no greater than the charge the Authorized User would have paid to ECM
Software Publisher for such support and maintenance. Supplier’s failure to accomplish the
foregoing may be deemed a material breach of this Contract.

Other Contractors

VITA or an Authorized User may, at its sole discretion and in accordance with applicable laws,
regulations, and policies, contract with one or more third party vendors (“Content Management
Vendor(s)”), including Supplier, for technical support and advice, systems integration, and content
management services, which may include, but not be limited to, integration of legacy systems
with the ECM Software, conversion of content currently stored on or maintained by legacy
systems, and transition of such content to the ECM Software. Supplier shall coordinate with any
other Content Management Vendor(s) as may be requested by VITA or such Authorized User in
order to ensure a timely and orderly conversion of content and capture of content by the ECM
Software, to provide suitable, non-conflicting technical interfaces, and to avoid duplication of
effort.

In addition, and if requested by the Authorized User, Supplier shall coordinate with ECM Software
Publisher to ensure that any configuration activities performed by Supplier do not constitute
alterations, additions, adjustments or repairs to the ECM Software that may void ECM Software
Publisher’s warranties, liabilities, or indemnities.

VITA or any Authorized User may hold other contracts for additional or related work, including but
not limited to independent verification and validation (IV&V) work for this Contract. Supplier must
fully cooperate with all other contractors and Authorized User employees and coordinate its work
with such other contractors and Authorized User employees as may be required for the smooth
and efficient operation of all related or additional work. Supplier may not act in any way that may
unreasonably interfere with the work of any other contractors or the Authorized User’s
employees. Further, Supplier must fully cooperate with any IV&V contractor assigned to this
Contract. Such cooperation includes expeditiously providing the IV&V contractor with full and
complete access to all Deliverables, Work Product, records, materials, personnel, meetings, and
correspondence as the IV&V contractor may request.

Supplier must include the obligations of this provision in all its contracts with its subcontractors
that work on this Contract.

Subcontractors

Supplier shall not use subcontractors to perform the Services unless specifically authorized in
writing to do so by the Authorized User. Supplier represents and warrants that any authorized
subcontractors performing the Services shall perform the Services in accordance with the
warranties set forth in this Contract. If an order issued pursuant to this Contract is supported in
whole or in part with federal funds, Supplier shall not subcontract any Services pursuant to such
order to any subcontractor that is a party excluded from Federal Procurement and
Nonprocurement Programs. In no event shall Supplier subcontract any Services to any
subcontractor which is debarred by the Commonwealth of Virginia or which owes back taxes to
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the Commonwealth and has not made arrangements with the Commonwealth for payment of
such back taxes.

Deliverable Support and Maintenance Services

If ordered by an Authorized User, Supplier shall provide the following Services, at the prices
identified in Exhibit D, to such Authorized User to maintain the Deliverables in accordance with
the Requirements:

1. Known Defects

Promptly notify all Authorized Users of any defects or malfunctions in any Software
Deliverables or Documentation of which it learns from any source, and (i) correct such
defects or malfunctions for all Authorized Users or provide a correction of any such defects or
malfunctions to all Authorized Users during the Warranty Period, or (ii) provide to all
Authorized Users a work around until corrected, within five (5) days of Supplier’'s knowledge
of such defect or malfunction.

2. Software Updates

Provide to all Authorized Users no later than the first day of general release, copies of any
Software and Documentation revised to reflect any updates or upgrades made by Supplier or
Software Publisher.

3. Coverage

From 8 a.m. to 6 p.m. local time, Monday through Friday, excluding Commonwealth holidays,
provide to any Authorized Users all reasonably necessary telephone or written consultation
requested by such Authorized Users in connection with use, problems and operation of the
Deliverables.

4. Service Levels

Response and resolution times for problems are identified in the table in Section 4.F.7
“Remedies”.

The level of severity (e.g., 1, 2, 3) shall be defined by such Authorized Users.

5. Software Evolution

Should Supplier or Software Publisher merge or splinter the Software previously provided to
any Authorized User, such action on the part of Supplier or Software Publisher shall not in
any way result in any Authorized User being charged additional support, licensing or
maintenance fees in order to receive Software Updates.

If Supplier or Software Publisher reduces or replaces functionality contained in a licensed
Software product and provides the same or substantially similar functionality as or within a
separate or renamed Software product, then the Commonwealth or the Authorized User shall
be entitled to license such Software product at no additional license or maintenance fee, and
subject to the terms and conditions herein.

If Supplier or Software Publisher releases an option, future Software product or other release
that has substantially the same functionality as the Software products provided under this
Contract, and Software Publisher and/or Supplier ceases to provide maintenance for the
older Software product, then Supplier shall offer the Commonwealth or the Authorized User
the option to exchange licenses for such replacement Software product or function at no
additional charge.

6. Escalation Procedures

For any technical or commercial issue, contact the Project Manger assigned to the
associated Statement of Work. The next level is the Senior Account Manager/Engagement
Manager assigned to the Contract. The last level of escalation is the Vice President —
Government Solutions of Supplier

7. Remedies

| Type

| Description | Response | Restore
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Time Time
Critical Leads to failure or abnormal termination of the system and has direct impact on business | 6 hours 1 day
deliverables
Major Leads to loss of functionality without any workaround. Because of this defect, user is not able | 8 hours 4 days
to perform the function correctly.
Minor Leads to loss of functionality with simple workaround. User is able to perform the function. 48 hours 7 days
Trivial Cosmetic or presentation errors. No loss of functionality 4 days 15 days

If Supplier is unable to restore the Deliverable to a condition in which such Deliverable meets,
in all material respects, the Requirements or the Software Publisher’s specifications, as
applicable, within thirty (30) days following notification by an Authorized User, Supplier shall,
at such Authorized User’s request, accept return of the Deliverable, and (a) during the
Warranty Period, return all monies paid by such Authorized User for the rejected Deliverable
and Documentation or (b) during any subsequent Maintenance Period, return all monies paid
by such Authorized User for the returned Deliverable and Documentation, pro-rated using the
straight-line method for an estimated Deliverable life cycle of seven (7) years. Authorized
User shall discontinue use of any Deliverable or product.

Credits and rebates as specified in the applicable SOW, or specified herein, are remedies
available to all Authorized Users in addition to, and not in lieu of, any other remedies
available pursuant to this Contract or at law or in equity.

8. Maintenance Period and Renewal

The Maintenance Period shall be a term of one (1) year beginning at the end of the Warranty
Period, as agreed to by both Parties and renewable at the Authorized User’s request.
Supplier shall notify the Authorized User not less than sixty (60) days prior to the expiration of
the Maintenance Period, and the Authorized User, at its sole discretion, may renew
Maintenance Services for an additional one (1) year period. Supplier shall use its reasonable
efforts to provide Maintenance Services available for each Deliverable for a period of at least
five (5) years from Acceptance by the Authorized User. Cancellation of Maintenance Services
by an Authorized User shall not affect this Contract or the grant of any license by Supplier.

G. Documentation of Supplier Services

Any documentation necessary for an Authorized User to have full benefit of the Deliverables shall
be included and specified in the scope of the SOW.

If the Services include configuration of software by Supplier, Supplier shall provide to the
appropriate Authorized User documentation containing a description of the configuration. Such
documentation shall be sufficiently detailed such that any appropriately trained and certified
employee or contractor of any Authorized User may reconstruct the configuration of the software.

Additionally, Supplier shall provide to each Authorized User full and complete documentation of
all Services, including any business process reengineering (BPR) or change management (CM)
activities. Such documentation shall be sufficiently detailed such that an employee or contractor
of the Authorized User may repeat the steps of the Service within its organization.

Documentation shall be provided to the Authorized User at the time of delivery of the Deliverable
or the configured software, or, for all other Services, in accordance with the schedule set forth in
the applicable SOW.

Authorized User shall have the right, as part of the license granted herein, at its own discretion, to
take all or portions of the documentation, modify or completely customize it in support of the
authorized use of the Deliverables and may duplicate such documentation and include it in an
Authorized User document or platform. However, in case of third party licenses, Authorized User
may use the applicable documentation only in accordance with the licensing rights granted by
such third party. Authorized User shall continue to include Supplier’s, or third party, copyright
notice.

Training
Any training necessary for an Authorized User to have full benefit of the Service shall be included
and specified in the scope of the SOW.
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Supplier shall provide training to Authorized User personnel or contractors on the use and
functionality of the Deliverables and Services. The training will be complete and sufficient so that
the trainees can operate the features of the Deliverables independently and are capable of
training additional users. Supplier and Authorized User will train end users.

In addition, Supplier shall, throughout the term of the Contract, provide to VITA and all Authorized
Users receiving Supplier's Services, at no additional cost, information Supplier deems relevant to
implementing DoD 5015.2-STD and NARA policies, achieving and providing reasonable
assistance to VITA and Authorized Users in their maintaining compliance with the Sarbanes-
Oxley Act of 2002 (SOX) and the Health Insurance Portability and Accountability Act (HIPAA),
and ensuring confidentiality and protecting proprietary data.

Transition Assistance

Upon execution of an order or Statement of Work pursuant to this Contract, Supplier and
Authorized User will develop a transition plan (“Transition Plan”) detailing each Party’s respective
tasks in connection with the orderly transition and migration of the Services to Authorized User or
a third party service provider, such transition and migration to occur upon termination or
expiration of the Contract or the applicable order.

At a minimum, the Transition Plan shall provide that upon expiration or termination of this
Contract or the applicable order for any reason, Supplier will, at Authorized User’s option,
continue to provide Services for up to three (3) months after the date of expiration or termination
in order to facilitate Authorized User’s transition to a new service provider, and Supplier shall
provide such reasonable assistance as may be requested by Authorized User to effectuate such
transition. In the event of termination, VITA and/or Authorized User agrees to pay to the Supplier,
the fee for such Transition Plan as mutually agreed between the Parties.

The Transition Plan shall include, at the request of the Authorized User, a detailed plan to
develop Authorized User self-sufficiency or to transition operation and management of the
Services to Authorized User, VITA, or a third-party vendor under contract with VITA or the
Authorized User. At Authorized User’s request and pursuant to an order for Supplier's Services
issued hereunder, Supplier shall provide all assistance reasonably required by Authorized User to
develop self-sufficiency in performing the Services. During and/or after the transition period,
Authorized User may, at its sole discretion, elect to order or continue support Services from
Supplier. Supplier’'s assistance Services in transitioning to self-sufficiency may include training of
developers, testers, administrators, operational support personnel and end-users of the
Authorized User’'s ECM system prior to, during and post implementation of the system. Supplier
may be asked to determine training needs and develop a training strategy.

During the transition period, Supplier shall provide all information regarding the Services or as
otherwise needed for a transition, including data conversion, interface specifications, and any
related services. Supplier shall provide for the prompt and orderly conclusion of all work, as
Authorized User may direct, including completion or partial completion of projects, documentation
of work in process, and other measures to assure an orderly transition to Authorized User or its
designee.

In addition, VITA may, in accordance with the Virginia Public Procurement Act, award a
successor contract prior to the final expiration date of this Contract, and VITA, or any Authorized
User, may issue orders to the successor contractor prior to the expiration date of this Contract.
Supplier acknowledges that the services provided under this Contract are vital to the
Commonwealth and all Authorized Users and must be continued without interruption and that
upon expiration or termination of this Contract, a successor, either an Authorized User or another
contractor, may continue services identical or similar to the services provided by Supplier.
Supplier shall exercise its best efforts and cooperation to effect an orderly and efficient transition
of services to any successor entity.

Supplier shall maintain adequate administrative and management support for any orders that
extend beyond expiration of this Contract until the end of the performance period specified in
each such order. The Supplier shall provide phase-in, phase-out services, at no additional cost to
any Authorized User, as long as such Authorized User has an active order. Appropriate task
management personnel shall meet with any successor contractor to coordinate task transition.
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Supplier may be required to transition order-specific items such as Government- or Supplier-
furnished supplies, materials, equipment, and services.

The obligations set forth in this section and in any Transition Plan developed pursuant to an order
issued pursuant to this Contract may extend beyond expiration or termination of the Contract for a
period not to exceed three (3) months. In the event of a termination for breach and/or default of
Supplier or a termination due to Supplier’s status as a party excluded from Federal Procurement
and Nonprocurement Programs, Supplier shall perform such obligations at no charge or fee to
VITA or any Authorized User; otherwise, Supplier shall perform such obligations at a reasonable
hourly rate or a charge agreed upon by Supplier and VITA or an Authorized User.

5. SERVICE SCHEDULE, ACCEPTANCE, AND CURE PERIOD
A. Service Schedule
1. Scheduling

Supplier acknowledges that VITA’s contract with ECM Software Publisher includes certain
timelines for installation, testing, and acceptance of the ECM Software, that meeting such
timelines is critical to the Authorized User’s ability to conduct quality assurance with respect
to the ECM Software, and that Supplier’s activities, and performance may affect the
Authorized User’s ability to meet such timelines. Supplier, therefore, agrees that failure to
perform any installation Services of the ECM Software in accordance with the schedule set
forth in the applicable SOW shall constitute a material breach of this Contract, resulting in
damages to the Authorized User. As an estimate of the damages such Authorized User shall
suffer, Supplier agrees to credit such Authorized User an amount equal to five percent (5%)
of the total ECM Software license fee.

2. Installation

Should Supplier install more than the number of licenses to the ECM Software purchased by
the Authorized User, Supplier shall promptly notify Authorized User and report the net
number of additional copies of the ECM Software deployed. Should the additional license
installations result in additional license fees for the Authorized User, Supplier shall, at the
request of the Authorized User, pay such additional license fees and any required
maintenance fees therefore.

3. Responsibility for Coordination of Delivery with Third Party Contractors

Supplier is responsible for the timely coordination of delivery, installation and completion of
the Deliverables set forth in any SOW. Where the SOW requires delivery and/or installation of
third party products or services to be furnished by or through Supplier, Supplier is responsible
for coordinating delivery and installation with third party contractors, and shall be liable for
any cost(s) of reinstating standard manufacturer’s warranty or acceptance periods which
have lapsed due to untimely coordination by Supplier. Where the Authorized User is
responsible for delivery and/or installation of third party products or services, Supplier is
responsible for furnishing the delivery schedule to such Authorized User and such Authorized
User is responsible for timely delivery pursuant to that schedule.

B. Acceptance
Service(s) and Deliverables shall be deemed accepted when the Authorized User determines that
such Service(s) and Deliverables meet the Requirements or written criteria set forth in the
applicable SOW. At a minimum, Acceptance criteria for Services and Deliverables shall ensure
that all of the functionality described in the Requirements set forth in Exhibit A and required by the
Authorized User in the applicable SOW has been delivered to the Authorized User. If applicable,
Supplier shall be responsible for ensuring that any individual Deliverable functions properly with
any other Deliverable provided pursuant to the SOW. Should a previously Accepted Deliverable
require further modification in order to work properly with any other Deliverable, Supplier shall be
responsible for all costs associated with such modification.

Authorized User shall commence Acceptance testing within seven (7) days after receipt of the
Service or Deliverable. Acceptance testing will be no longer than thirty (30) days, or such longer
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period as may be agreed in writing between Authorized User and Supplier, for each Deliverable
or for the first instance of each Service type set forth in Exhibit D. Supplier agrees to provide to
the Authorized User such assistance and advice as the Authorized User may reasonably require,
at no additional cost, during the period of such Acceptance testing.. Authorized User shall provide
to Supplier written notice of Acceptance upon completion of installation and successful
Acceptance testing. Service(s) and Deliverables shall also be deemed accepted if the Authorized
User does not notify the Supplier of its acceptance or rejection of such Service(s) or Deliverable
within the Acceptance testing period of thirty (30) days.

C. Cure Period
Supplier shall correct any non-conformities identified in writing by the Authorized User and shall
thereafter re-submit such previously non-conforming Service or Deliverable for re-testing within
seven (7) days of the appropriate Authorized User’s written notice of non-conformance, or as
otherwise agreed between such Authorized User and Supplier. In the event that Supplier fails to
deliver a Service or Deliverable which meets the Requirements, the Authorized User may, in its
sole discretion: (i) reject the Service or Deliverable in its entirety, and any Service or Deliverable
rendered unusable due to the non-conforming Service or Deliverable, and recover amounts
previously paid hereunder for all such Services and Deliverables; (ii) issue a “partial Acceptance”
of the Service or Deliverable with an equitable adjustment in the price as agreed to in writing with
the Supplier to account for such deficiency; or (iii) conditionally accept the applicable Service or
Deliverable while reserving its right to revoke Acceptance if timely correction is not forthcoming.
Failure of a Service or a Deliverable to meet, in all material respects, the Requirements after the
second set of acceptance tests may constitute a default by Supplier. In the event of such default,
the Authorized User may, at its sole discretion, terminate its order, in whole or in part, for the
Services to be provided thereunder by Supplier. Supplier shall accept return of the non-
conforming Deliverable, and any product or Deliverable rendered unusable due to the non-
conforming Service or Deliverable, and Supplier shall refund any monies paid by such Authorized
User pursuant to the order, or portion thereof terminated. All costs of de-installation and return of
products or Deliverables shall be borne by Supplier. Notwithstanding the foregoing, VITA or the
Authorized User shall be entitled to pursue any other remedies that are available to it under this
Contract and at law or in equity.

LICENSE GRANT

If Authorized User is a state agency, board, commission, or other quasi-political entity of the
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, the license
shall be held by the Commonwealth. If Authorized User is a locality, municipality, school, school
system, college, university, local board, local commission, or local quasi-political entity, the license
shall be held by that public body.

If and to the extent that any pre-existing rights are embodied or reflected in the Service Deliverables,
and for any Software Deliverable, Supplier hereby grants to the Commonwealth or the Authorized
User an irrevocable, perpetual, non-exclusive, worldwide, royalty-free right and license to (i) use,
modify, transmit, execute, reproduce, display, perform, distribute copies of and prepare derivative
works based upon such pre-existing rights and any derivative works thereof, and (ii) authorize others
to do any or all of the foregoing. It is expressly understood that “perpetual” license rights shall
commence upon delivery of the Deliverables and shall exist in perpetuity unless otherwise terminated
in accordance with the applicable provisions of the Contract.

Notwithstanding any other provision or other unilateral license terms which may be issued by Supplier
after the Effective Date of this Contract, and irrespective of whether any such provisions have been
proposed prior to or after the issuance of an order which may include Software licensed under this
Contract, or the fact that such other agreement may be affixed to or accompany Supplier-provided
software upon delivery (“shrink wrap”), the terms and conditions set forth herein shall supersede and
govern licensing and delivery of all products and services hereunder.
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7. RIGHTS TO WORK PRODUCT
If Authorized User is a state agency, board, commission, or other quasi-political entity of the
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, all rights in,
title to, and ownership of Work Product shall vest with the Commonwealth. If Authorized User is a
locality, municipality, school, school system, college, university, local board, local commission, or
local quasi-political entity, all rights in, title to, and ownership of Work Product shall vest with that
public body.

A. Work Product
VITA and Supplier each acknowledge that performance of this Contract or any SOW hereunder
may result in Work Product. The Parties shall document all Work Product specifications and such
specifications shall be made an incorporated exhibit to this Contract. Supplier agrees that it shall
promptly and fully disclose to the Commonwealth or the Authorized User any and all Work
Product generated, conceived, reduced to practice or learned by Supplier or any of its
employees, either solely or jointly with others, during the term or performance of this Contract,
which in any way relates to the business of the Commonwealth, VITA, or any Authorized User.
Supplier further agrees that neither Supplier nor any of Supplier's employees, nor any party
claiming through Supplier or Supplier's employees, shall, other than in the performance of this
Contract, make use of or disclose to others any proprietary information relating to the Work
Product. All Services performed hereunder shall include delivery of all Work Product source
code, object code, executables, and documentation. Supplier agrees that a copy of the most
recent Work Product source code shall be provided to the Commonwealth or to the Authorized
User pursuant to whose order the Work Product was discovered, created, or developed.

B. Ownership

Supplier agrees that, whether or not the Services are considered “works made for hire” or an
employment to invent, all Work Product discovered, created or developed under this Contract
shall be and shall remain the sole and exclusive property of the Commonwealth of Virginia and its
assigns or the Authorized User and its assigns. Except as specifically set forth in writing and
signed by both VITA and Supplier, or Authorized User and Supplier, Supplier agrees that the
Commonwealth or the Authorized User shall have all rights with respect to any Work Product
discovered, created or developed under this Contract without regard to the origin of the Work
Product.

If and to the extent that Supplier may, under applicable law, be entitled to claim any ownership
interest in the Work Product, Supplier hereby transfers, grants, conveys, assigns and relinquishes
exclusively to the Commonwealth or the Authorized User any and all right, title and interest it now
has or may hereafter acquire in and to the Work Product under patent, copyright, trade secret and
trademark law in perpetuity or for the longest period otherwise permitted by law. If any moral
rights are created, Supplier waives such rights in the Work Product. Supplier further agrees as to
the Work Product to assist the Commonwealth or the Authorized User in every reasonable way to
obtain and, from time to time, enforce patents, copyrights, and other rights and protection, and in
protecting trade secrets, with respect to such Work Product, and to that end, Supplier and its
employees shall execute all documents for use in applying for and obtaining such patents,
copyrights, and other rights and protection with respect to such Work Product, as the
Commonwealth or the Authorized User may reasonably request, together with any assignments
thereof to the Commonwealth or the Authorized User or entities designated by the
Commonwealth or the Authorized User. Supplier's and its employees' obligations to assist the
Commonwealth or the Authorized User in obtaining and enforcing such rights shall continue
beyond the termination of this Contract.

The Supplier hereby agrees that, notwithstanding anything else in this Contract, in the event of
any breach of this Contract by VITA or any Authorized User, the Supplier's remedy shall not
include any right to rescind, otherwise revoke, or invalidate the provisions of this Section.
Similarly, no termination of the Contract by VITA shall have the effect of rescinding the provisions
of this Section.
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C. Return of Materials
Upon termination of this Contract, Supplier shall immediately return to VITA or the appropriate
Authorized User all copies, in whatever form, of any and all Confidential Information, Work
Product and other properties provided by VITA or such Authorized User, which are in Supplier's
possession, custody or control.

8. SUPPLIER PERSONNEL

A. Selection and Management of Supplier Personnel
Supplier shall take such steps as may be necessary to ensure that all Supplier personnel
performing Services under this Contract are competent and knowledgeable of these contractual
arrangements and the applicable SOW between Authorized User and Supplier. Supplier shall be
solely responsible for the conduct of its employees, agents, and subcontractors, including all acts
and omissions of such employees, agents, and subcontractors, and shall ensure that such
employees and subcontractors comply with the appropriate Authorized User’s site security,
information security and personnel conduct rules, as well as applicable federal, state and local
laws, including export regulations. Authorized User reserves the right to require the immediate
removal from such Authorized User’s premises of any employee, subcontractor or agent of
Supplier whom such Authorized User believes has failed to comply or whose conduct or behavior
is unacceptable or unprofessional or results in a security or safety breach.

All Supplier personnel, including agents and contractors of Supplier, shall be required to sign a
non-disclosure agreement (NDA) prior to commencing work on any order issued pursuant to this
Contract. In addition, any Authorized User may require such Supplier personnel to execute an
additional NDA containing provisions specific to such Authorized User. Supplier shall be
responsible for compliance and fully liable for the failure of any Supplier personnel to act in
accordance with any NDA, and Supplier shall indemnify, defend, and hold VITA, the Authorized
User, their officers, directors, employees and agents harmless from and against any and all fines,
penalties (whether criminal or civil), judgments, damages and assessments, including reasonable
expenses suffered by, accrued against, or charged to or recoverable from VITA, the Authorized
User, their officers, directors, agents or employees, on account of the failure of Supplier to
perform its obligations pursuant to this Section.

B. Supplier Personnel Supervision
Supplier acknowledges that Supplier, or any of its agents, contractors, affiliates, or
subcontractors, is and shall be the employer of Supplier and/or its affiliates personnel, and shall
have sole responsibility to supervise, counsel, discipline, review, evaluate, set the pay rates of
and terminate the employment of Supplier personnel.

9. GENERAL WARRANTY
With respect to the Services provided by Supplier, Supplier represents and warrants the following:

A. Ownership
Supplier has the right to provide the Services, including Deliverables, without violating or
infringing any law, rule, regulation, copyright, patent, trade secret or other proprietary right of any
third party.

B. Performance

i). All Services shall be performed with care, skill and diligence, consistent with or above
applicable professional standards currently recognized in its profession, and Supplier shall be
responsible for the professional quality, technical accuracy, completeness and coordination of
all plans, information, specifications, computer programs, software, Deliverables and
Services furnished under this Contract;

ii). The Services are pursuant to a particular order or SOW and therefore such Services and any
associated Deliverables shall be fit for the particular purposes specified by VITA or the
Authorized User in the order or SOW and in this Contract, and Supplier is possessed of
superior knowledge with respect to the Services and Deliverables;
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iii). If the Services are pursuant to a particular quote or Request for Quote (RFQ), such Services
and any associated Deliverables shall be fit for the particular purposes specified by the
Authorized User requesting such quote or issuing such RFQ, and Supplier is possessed of
superior knowledge with respect to the Services and Deliverables;

iv). The Services and Deliverables shall meet or exceed the applicable Requirements;
v). The Services shall be performed in a professional manner;
vi). The Services shall not cause or result in the loss of any data housed by the Authorized User;

vii). The documentation which Supplier is required to provide under this Contract shall be
sufficient in detail and content to allow an appropriately trained user or beneficiary of the
Services to understand and fully utilize the Deliverables without reference to any other
materials or information.

C. Limited Warranty Period and Remedy
During the Warranty Period, Supplier warrants that the Deliverables shall not contain any material
errors and shall function properly and in conformity with the Requirements. Supplier shall correct,
at no additional cost to any Authorized User, all errors identified during the Warranty Period that
result in a failure of the Services or Deliverables to function as specified in Exhibit A or in the
applicable order. If Supplier is unable to make the Deliverable conform, in all material respects,
to the Requirements within twenty (20) days following written notification by an Authorized User,
Supplier shall, at such Authorized User’s request, accept return of such Deliverable and any other
related Deliverable(s) rendered unusable, and return all monies paid by such Authorized User for
the non-conforming Deliverable and such other related Deliverable(s) rendered unusable.

D. Malicious Code
Supplier has used its best efforts through quality assurance procedures to ensure that there are
no Computer Viruses or undocumented features in any software or materials delivered
electronically or in an electronic format at the time of delivery to an Authorized User and neither
the software nor the media contains any embedded device or code (e.g., time bomb) that is
intended to obstruct or prevent any Authorized User's use of the software or the information
contained on such media, nor shall Supplier disable any Authorized User’s use of such software
or media through remote access or otherwise.

E. Open Source
Supplier will notify all Authorized Users if the Software contains any Open Source code and
identify the specific Open Source License that applies to any embedded code dependent on
Open Source code, provided by Supplier under this Contract.

F. Supplier’s Viability
Supplier warrants that it has the financial capacity to perform and continue to perform its
obligations under this Contract; that Supplier has no constructive or actual knowledge of an actual
or potential legal proceeding being brought against Supplier that could materially adversely affect
performance of this Contract; and that entering into this Contract is not prohibited by any contract,
or order by any court of competent jurisdiction.

G. Supplier's Past Experience
Supplier warrants that the Services have been successfully performed for a non-related third-
party without significant problems due to the Services or Supplier.

THE OBLIGATIONS OF SUPPLIER UNDER THIS GENERAL WARRANTY SECTION ARE
MATERIAL. SUPPLIER MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION ANY CONCERNING WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR ANY OTHER PARTICULAR PURPOSE.
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10. ORDERS AND COMPENSATION

A. Request for Quote
Authorized Users of this Contract, depending on the complexity of services required and/or each
supplier’s available resources, have the option to select one or more suppliers to provide systems
integration and support services. In addition, an Authorized User may determine that a
competitive process is required to ensure it receives the best value. In either or both of such
circumstances, the Authorized User may, at its sole discretion, use a Request for Quote (RFQ)
process to obtain services identical or similar to those provided by Supplier pursuant to this
Contract. The process for obtaining a quote from Supplier, or for obtaining quotes from more than
one supplier of systems integration and support services will be as follows:

i). Authorized User will notify Supplier or suppliers of its requirement for services and will
document such requirement in a written SOW in a form substantially similar to that in Exhibit
B. Authorized User may request a time and materials and/or fixed price quote in response to
such SOW. Authorized User shall include in its RFQ a due date for the submission of quotes
in response to such RFQ. Should an Authorized User falil to include such due date, quotes
shall be due fifteen (15) days after Authorized User’s issuance of the RFQ.

ii). Supplier shall respond to the RFQ by providing a quote, including an estimated total price,
and, if requested by the Authorized User, a proposal and documentation of the qualifications
of the individual(s) proposed for providing services to the Authorized User. In no event shall
Supplier's quote exceed Supplier's Contract pricing (as set forth in Exhibit D). Should
Supplier be unable to respond to the RFQ due, for example, to resource constraints, Supplier
shall notify Authorized User in writing of its inability to perform the work requested by such
Authorized User, and provide the reasons for such inability to perform, prior to the due date
for the submission of quotes in response to the RFQ. Supplier’'s repeated failure to provide a
guote in response to an RFQ may be grounds for termination of this Contract.

iii). Authorized User will evaluate all quotes received and may, at its sole discretion: a) reject all
guotes; b) negotiate with one or more suppliers to reach a satisfactory agreement on such
items as price discounts, specific deliverables, acceptance and testing criteria, total price,
controls, and guidelines; and/or c) place an order with one or more suppliers for all or any
portion of the services described in the RFQ.

iv). Prior to issuing an order for services, Authorized User reserves the right to interview each
individual proposed by Supplier to perform work on Authorized User's SOW and has the right
of refusal, if it is determined, in such Authorized User’s sole judgment, that an individual lacks
sufficient knowledge or experience to perform the required tasks.

v). Following issuance of an order for Supplier's Services, Supplier shall make available Key
Personnel and Project Managers, if any, at the start of the period of performance identified in
the associated SOW.

vi). Supplier shall not commence work until Authorized User has issued a written order to
Supplier. Any cost reimbursable work performed or expenses incurred by Supplier prior to the
effective date of the order shall not be billed to or reimbursed by the Authorized User.

B. Order
Supplier is required to accept any order placed by an Authorized User through the eVA electronic
procurement website portal (http://www.eva.state.va.us). eVA is the Commonwealth of Virginia's
e-procurement system. State agencies, as defined in §2.2-2006 of the Code of Virginia, shall
order through eVA. All other Authorized Users are encouraged to order through eVA, but may
order through the following means:

i). Purchase Order (PO): An official PO form issued by an Authorized User.
ii). Any other order/payment charge or credit card process, such as AMEX, MASTERCARD, or
VISA under contract for use by an Authorized User.

This ordering authority is limited to issuing orders for the Services available under this Contract.
Under no circumstances shall any Authorized User have the authority to modify this Contract. An
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order from an Authorized User may contain additional terms and conditions; however, to the
extent that the terms and conditions of the Authorized User’s order are inconsistent with the terms
and conditions of this Contract, the terms of this Contract shall supersede.

Notwithstanding the foregoing, Supplier shall not accept any order from an Authorized User if
such order is to be funded, in whole or in part, by federal funds and if, at the time the order is
placed, Supplier is not eligible to be the recipient of federal funds as may be noted on any of the
Lists of Parties Excluded from Federal Procurement and Nonprocurement Programs.

ALL CONTRACTUAL OBLIGATIONS UNDER THIS CONTRACT IN CONNECTION WITH AN
ORDER PLACED BY ANY AUTHORIZED USER ARE THE SOLE OBLIGATION OF SUCH
AUTHORIZED USER AND NOT THE RESPONSIBILITY OF VITA UNLESS SUCH
AUTHORIZED USER IS VITA.

Purchase Price and Price Protection

Exhibit D sets forth the fees and the appropriate Commonwealth discounts. Fees shall not
increase and discounts shall not decrease for a period of not less than two (2) years from the
Effective Date. No such increase shall exceed the lesser of three percent (3%) or the annual
increase in the Consumer Price Index for All Urban Consumers (CPI-U), U.S. City Average, All
Items, not seasonally adjusted, as published by the Bureau of Labor Statistics of the Department
of Labor (http://www.bls.gov/cpi/home.htm), for the effective date of the increase compared with
the same index one (1) year prior. Any such change in price shall be submitted to all Authorized
Users in writing in accordance with the above and shall not become effective for sixty (60) days
thereafter.

Invoice Procedures

For an order with a period of performance not expected to exceed one (1) month, Supplier shall
remit each invoice to the “bill-to” address provided with the order promptly after all Deliverables or
Services have been accepted and in accordance with the milestone payment schedule, if any, in
the applicable order. For a time and materials type Statement of Work with a period of
performance expected to exceed one (1) month, Supplier shall submit invoices to the ordering
Authorized User monthly in arrears, unless otherwise specified in such Statement of Work. For a
fixed price type Statement of Work, Supplier shall invoice in accordance with the milestone
payment schedule, if any, in the applicable order; if such order does not include a milestone
payment schedule, Supplier shall invoice after all Deliverables or Services have been accepted
by the ordering Authorized User. Payment for software and Deliverable support and maintenance
Services shall be annually in arrears unless otherwise stated herein, or in any order referencing
this Contract. No invoice shall include any costs other than those identified in the executed order
or Statement of Work, which costs shall be in accordance with Exhibit D. Without limiting the
foregoing, all shipping costs are the Supplier's responsibility except to the extent such charges
are identified in Exhibit D, or as noted in any executed order or Statement of Work referencing
this Contract. Invoices issued by the Supplier shall identify at a minimum:

i). Deliverable or Service type, or project milestone, and description

if). Quantity, charge and extended pricing for each Deliverable and/or Service item or milestone;
or, for a time and materials type order, the name(s) of the assigned employee(s), the hourly
rate(s), and the number of hours worked;

ii). Applicable order date or Statement of Work date
iv). This Contract number and the applicable order number

v). Supplier's Federal Employer Identification Number (FEIN).

Any terms included on Supplier’s invoice shall have no force or effect and will in no way bind
VITA or any Authorized User.

Invoice and Payment Terms

All payment obligations under this Contract are subject to the availability of legislative
appropriations at the federal, state, or local level, for this purpose. In the event of non-
appropriation of funds, irrespective of the source of funds, for the items under this Contract, VITA
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may terminate this Contract, in whole or in part, or any order or Statement of Work, in whole or in
part, or an Authorized User may terminate an order, in whole or in part, for those goods or
services for which funds have not been appropriated. Written notice will be provided to the
Supplier as soon as possible after legislative action is completed. Termination for lack of
appropriations shall not affect any perpetual license granted pursuant to this Contract, provided
all fees for such license have been paid.

Supplier is responsible for the accuracy of its billing information. Supplier agrees not to issue
invoices hereunder until Services have been performed or milestones (including, potential
payment milestones) have met Acceptance criteria. Charges for Services accepted more than
ninety (90) days prior to receipt of a valid invoice may not be paid, except in accordance with a
milestone payment schedule.

In the event any Deliverable is shipped without the applicable documentation, payment shall not
be due until the required documentation is provided.

If there are any disputed items, the appropriate Authorized User shall pay all undisputed charges
and promptly notify Supplier in writing of any disputed amount. Supplier shall thereupon review
its records, and, if it does not concur with such Authorized User, provide such Authorized User
with documentation to support the charge. If such charges remain in dispute, such dispute shall
be resolved in accordance with the Dispute Resolution section of this Contract. In the absence of
the Supplier’'s written evidence identifying the merit of the disputed amounts, Authorized User
may not pay the disputed amounts and may consider the matter concerning the specific identified
amounts closed. All payment terms are net 30 days after Acceptance.

Reimbursement of Expenses

If allowable pursuant to an Authorized User's SOW, such Authorized User shall pay, or reimburse
Supplier, for all reasonable and actual travel-related expenses for greater than thirty (30) miles
from portal to portal incurred by Supplier during the relevant period; provided, however, that such
Authorized User shall only be liable to pay for Supplier’s travel-related expenses, including
transportation, meals, lodging and incidental expenses, that have been authorized by such
Authorized User in advance and which will be reimbursable by such Authorized User at the then-
current per diem amounts as published by the Virginia Department of Accounts
(http://www.doa.virginia.gov/Admin_Services/ CAPP/CAPP_Topics/20335_1206.pdf, or a
successor URL(S)).

All reimbursed expenses will be billed to the Authorized User on a pass-through basis without any
markup by Supplier. At Authorized User’s request, Supplier shall provide copies of receipts for all
travel expenses over US$30.00.

Supplier’'s Report of Sales and Industrial Funding Adjustment

By the 10th day of every month, the Supplier shall submit the “Supplier Monthly Report of Sales”.
A template showing the format in which the report is to be submitted and contact information for
submission is available at http://www.vita.virginia.gov/procurement/supplierResources.cfm under
“Supplier Reporting”. The report shall be submitted via electronic mail to the VITA IFA
Coordinator and shall report total sales (defined for purposes of this report as all invoiced
payments received by Supplier from all Authorized Users) for this Contract during the preceding
month. Supplier shall be responsible for submitting the monthly report of sales even if Supplier
has had no sales (i.e., a $0.00 total sales value) for the reporting period.

The Supplier shall submit the Industrial Funding Adjustment (IFA) payment for the period covered
by such “Supplier Monthly Report of Sales” within thirty (30) days after submitting the “Supplier
Monthly Report of Sales”. The IFA payment is equal to two percent (2%) of total sales reported
during the relevant month.

The IFA payment shall be submitted to VITA, Attention VITA Controller in the form of a check or
electronic payment, made payable to the Treasurer of Virginia. The IFA payment shall reference
this Contract number, “report amounts”, and “report period” and shall be accompanied by a copy
of the relevant “Supplier Monthly Report of Sales”. Contact information for submission of IFA
payments is available at http://www.vita.virginia.gov/procurement/supplierResources.cfm under
“Supplier Reporting”.
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Failure to comply with reporting, payment and distribution requirements of this section may result
in default of the Contract.

H. Small, Woman, and Minority-Owned Business (SWaM) Participation
Supplier and VITA agree to meet promptly after the Effective Date of this Contract to discuss the
participation of Virginia Department of Minority Business Enterprise (DMBE)-certified Small,
Woman, and Minority Owned Businesses (SWaMs) as subcontractors and second-tier suppliers
under this Contract. Supplier and VITA will review Supplier's SWaM subcontracting plan, which
was submitted with Supplier’s proposal, and SWaM subcontract reporting, and will discuss ways
of encouraging SWaM participation and increasing subcontracting spend with SWaM suppliers.

Supplier and VITA agree to meet annually thereafter to review SWaM subcontracting reports and
discuss further action with respect to SWaM subcontracting and spend.

Discussions regarding SWaM subcontracting may be held in conjunction with meetings of the
Steering Committee, as described in the Steering Committee section of this Contract.

In addition, by the 10th day of every month, Supplier shall submit to VITA the Small, Woman, and
Minority Owned Business (SWaM) Subcontracting Monthly Report (template available at
http://www.vita.virginia.gov/procurement/supplierResources.cfm). Supplier’s report should include
spend on all Supplier’s contracts with second-tier suppliers which provide products or services
under this Contract. The report should specify the amount of such spend provided to SWaM
vendors, by SWaM category, regardless of such SWaM vendors’ certification status. Supplier
shall submit the report to SWaM@vita.virginia.gov.

11. RESERVED

12. CONFIDENTIALITY

A. Treatment and Protection
Each Party shall (i) hold in strict confidence all Confidential Information of any other Party, (ii) use
the Confidential Information solely to perform or to exercise its rights under this Contract, and (iii)
not transfer, display, convey or otherwise disclose or make available all or any part of such
Confidential Information to any third-party. However, an Authorized User may disclose the
Confidential Information as delivered by Supplier to subcontractors, contractors or agents of such
Authorized User that are bound by non-disclosure contracts with such Authorized User. Each
Party shall take the same measures to protect against the disclosure or use of the Confidential
Information as it takes to protect its own proprietary or confidential information (but in no event
shall such measures be less than reasonable care).

B. Exclusions
The term “Confidential Information” shall not include information that is:

i). in the public domain through no fault of the receiving Party or of any other person or entity
that is similarly contractually or otherwise obligated;

ii). obtained independently from a third-party without an obligation of confidentiality to the
disclosing Party and without breach of this Contract;

ii). developed independently by the receiving Party without reference to the Confidential
Information of the other Party; or

iv). required to be disclosed under The Virginia Freedom of Information Act (§82.2-3700 et seq.
of the Code of Virginia) or similar laws or pursuant to a court order.

C. Return or Destruction
Upon the termination or expiration of this Contract or upon the earlier request of the disclosing
Authorized User, Supplier shall (i) at its own expense, (a) promptly return to the disclosing
Authorized User all tangible Confidential Information (and all copies thereof except the record
required by law) of the disclosing Authorized User, or (b) upon written request from the disclosing
Authorized User, destroy such Confidential Information and provide the disclosing Authorized
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User with written certification of such destruction, and (ii) cease all further use of the Authorized
User’s Confidential Information, whether in tangible or intangible form.

VITA or the Authorized User shall retain and dispose of Supplier's Confidential Information in
accordance with the Commonwealth of Virginia's records retention policies or, if Authorized User
is not subject to such policies, in accordance with such Authorized User’s own records retention
policies.

Confidentiality Statement

All Supplier personnel, contractors, agents, and subcontractors performing Services pursuant to
this Contract shall be required to sign a confidentiality statement or non-disclosure agreement.
Any violation of such statement or agreement shall be shall be deemed a breach of this Contract
and may result in termination of the Contract or any order issued hereunder.

13. INDEMNIFICATION AND LIABILITY

A.

Indemnification

Supplier agrees to indemnify, defend and hold harmless the Commonwealth, VITA, or any
Authorized User, their officers, directors, agents and employees (collectively, “Commonwealth’s
Indemnified Parties”) from and against any and all third party claims, demands, proceedings, suits
and actions, including any related liabilities, obligations, losses, damages, assessments, fines,
penalties (whether criminal or civil), judgments, settlements, expenses (including attorneys’ and
accountants’ fees and disbursements) and costs (each, a “Claim” and collectively, “Claims”),
incurred by, borne by or asserted against any of Commonwealth’s Indemnified Parties to the
extent such Claims in any way relate to, arise out of or result from: (i) any intentional or willful
misconduct or negligence of any employee, agent, or subcontractor of Supplier, (ii) any act or
omission of any employee, agent, or subcontractor of Supplier, , or (iii) any actual or alleged
infringement or misappropriation of any third party’s intellectual property rights by any of the
Services or Deliverables. Selection and approval of counsel and approval of any settlement shall
be accomplished in accordance with all applicable laws, rules and regulations. For state
agencies the applicable laws include 8§88 2.2-510 and 2.2-514 of the Code of Virginia. In all cases
the selection and approval of counsel and approval of any settlement shall be satisfactory to VITA
or the Authorized User against whom the claim has been asserted.

In the event that a Claim is commenced against any of Commonwealth’s Indemnified Parties
alleging that use of any Deliverable or that the provision of Services under this Contract infringes
any third party’s intellectual property rights and Supplier is of the opinion that the allegations in
such Claim in whole or in part are not covered by this indemnification provision, Supplier shall
immediately notify VITA and the affected Authorized User(s) in writing, via certified mail,
specifying to what extent Supplier believes it is obligated to defend and indemnify under the terms
and conditions of this Contract. Supplier shall in such event protect the interests of the
Commonwealth’s Indemnified Parties and secure a continuance to permit VITA and the affected
Authorized User(s) to appear and defend their interests in cooperation with Supplier as is
appropriate, including any jurisdictional defenses VITA or the affected Authorized User(s) may
have.

In the event of a Claim pursuant to any actual or alleged infringement or misappropriation of any
third party’s intellectual property rights by any of the Services or Deliverables, and in addition to
all other obligations of Supplier in this Section, Supplier shall at its expense, either (a) procure for
all Authorized Users the right to continue use of such infringing Services or Deliverables, or any
component thereof; or (b) replace or modify such infringing Services or Deliverables, or any
component thereof, with non-infringing products or services satisfactory to VITA. And in addition,
Supplier shall provide any Authorized User with comparable temporary replacement deliverables
and services, or reimburse VITA or any Authorized User for the reasonable costs incurred by
VITA or such Authorized User in obtaining alternative products and services in the event such
Authorized User cannot use the affected Deliverable or benefit from the affected Services. If
Supplier cannot accomplish any of the foregoing within a reasonable time and at commercially
reasonable rates, then Supplier shall accept the return of the infringing component of the
Services or Deliverable, along with any other components of any products rendered unusable by
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any Authorized User as a result of the infringing component, and refund the price paid to Supplier
for such components.

B. Liability
Supplier shall have unlimited liability with respect to (i) any intentional or willful misconduct or
gross negligence of any employee, agent, or subcontractor of Supplier, (ii) claims for bodily injury,
including death, and real and tangible property damage, (iii) Supplier’s indemnification
obligations, (iv) Supplier's confidentiality obligations, and (v) Supplier’s security compliance
obligations as defined in the “Security Compliance” Section of this contract. Supplier agrees that
it is fully responsible for all acts and omissions of its employees, agents, and subcontractors,
including their gross negligence or willful misconduct.

FOR ALL LIABILITY NOT ADDRESSED IN THE PRECEDING PARAGRAPH, THE
AGGREGATE LIABILITY ARISING AT ANY TIME UNDER THIS CONTRACT AND/OR ANY
STATEMENT OF WORK SHALL NOT EXCEED $1,000,000 OR 2 TIMES THE VALUE OF THE
APPLICABLE STATEMENT OF WORK, WHICHEVER IS GREATER.

FOR ALL OTHER CONTRACTUAL CLAIMS, IN NO EVENT WILL ANY PARTY BE LIABLE TO
ANY OTHER PARTY FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL OR PUNITIVE
DAMAGES, INCLUDING (WITHOUT LIMITATION) LOSS OF PROFIT, INCOME OR SAVINGS,
EVEN IF ADVISED OF THE POSSIBILITY THEREOF, EXCEPT WHEN SUCH DAMAGES ARE
CAUSED BY THE GROSS NEGLIGENCE OR WILLFUL MISCONDUCT OF THE PARTY, ITS
EMPLOYEES, AGENTS OR SUBCONTRACTORS.

INSURANCE

In addition to the insurance coverage required by law as specified in the URL identified in the
Incorporated Contractual Provisions section of this Contract, Supplier shall carry errors and omissions
insurance coverage in the amount of US$1,000,000 per claim.

Supplier shall also maintain and furnish evidence of a fidelity bond or a blanket crime bond in an
amount of at least one million dollars (US$1,000,000) per claim.

Provisions of this section as to maintenance of insurance shall not be construed as limiting in any way
the extent to which Supplier may be held responsible for payment for damages to persons or property
resulting from its activities or the activities of any of its employees or contractors or other person(s) for
which Supplier is otherwise responsible.

PERFORMANCE AND PAYMENT BONDS

An Authorized User may require, as a condition of its SOW, that Supplier deliver to such Authorized
User a fully office executed Commonwealth of Virginia Standard Performance and Payment Bond, or
other standard form document required by such Authorized User, in the sum of the SOW amount,
with the Commonwealth of Virginia or the Authorized User, as applicable, as obligee. The surety
shall be a surety company or companies approved by the State Corporation Commission to transact
business in the Commonwealth of Virginia. No payment shall be due and payable to Supplier, even if
the SOW has been performed in whole or in part, until the bond(s) has been delivered to and
approved by the Authorized User.

SECURITY COMPLIANCE

Supplier agrees to comply with all provisions of the then-current Commonwealth of Virginia security
procedures, published by the Virginia Information Technologies Agency (VITA) and which may be
found at (http://www.vita.virginia.gov/docs/psg.cfm) or a successor URL(S), as are pertinent to
Supplier's operation. Supplier further agrees to comply with all provisions of the relevant Authorized
User’s then-current security procedures as are pertinent to Supplier's operation and which have been
supplied to Supplier by such Authorized User. Supplier shall also comply with all applicable federal,
state and local laws and regulations, including but not limited to the Sarbanes-Oxley Act of 2002
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(SOX), and the Health Insurance Portability and Accountability Act (HIPAA). For any individual
Authorized User location, security procedures may include but not be limited to: background checks,
records verification, photographing, and fingerprinting of Supplier's employees or agents. Supplier
may, at any time, be required to execute and complete, for each individual Supplier employee or
agent, additional forms which may include non-disclosure agreements to be signed by Supplier's
employees or agents acknowledging that all Authorized User information with which such employees
and agents come into contact while at the Authorized User site is confidential and proprietary. Any
unauthorized release of proprietary information by the Supplier or an employee or agent of Supplier
shall constitute a breach of this Contract.

Supplier shall indemnify, defend, and hold the Commonwealth, VITA, the Authorized User, their
officers, directors, employees and agents harmless from and against any and all fines, penalties
(whether criminal or civil), judgments, damages and assessments, including reasonable expenses
suffered by, accrued against, or charged to or recoverable from the Commonwealth, VITA, the
Authorized User, their officers, directors, agents or employees, on account of the failure of Supplier to
perform its obligations pursuant this Section.

IMPORT/EXPORT
Any product generated from any data collected, developed, analyzed, or otherwise used or obtained
by Supplier pursuant to Supplier’'s performance of this Contract shall be considered Data Product.

Supplier shall not export or re-export any data collected, developed, analyzed, or otherwise used or
obtained by Supplier pursuant to Supplier’s performance of this Contract, or any Data Product, to any
country, person, entity or end user subject to U.S. export restrictions. Supplier specifically agrees not
to export, re-export, or download such data or Data Product: (a) to any country to which the U.S. has
embargoed or restricted the export of goods or services, which currently include, but are not
necessarily limited to Cuba, Iran, Iraq, Libya, North Korea, Sudan, Syria, Federal Republic of
Yugoslavia, or to any national of any such country; (b) to any end-user who Supplier knows or has
reason to know will utilize the data or Data Product or portion thereof in the design, development or
production of nuclear, chemical, or biological weapons, or for any purpose which may, directly or
indirectly, pose a security threat to the United States or its territories; or (c) to any end-user who has
been prohibited from participating in U.S. export transactions by any federal agency of the U.S.
government. Supplier is responsible for complying with local laws in Supplier’s jurisdiction, as well as
all federal and state laws and regulations regarding import and export, which might impact its right to
import, export, or use the data or Data Product.

In addition, VITA requires that any data deemed “restricted” or “sensitive” by either federal or state
authorities, must only be collected, developed, analyzed, or otherwise used or obtained by persons or
entities working within the boundaries of the United States.

BANKRUPTCY

If Supplier becomes insolvent, takes any step leading to its cessation as a going concern, fails to pay
its debts as they become due, or ceases business operations continuously for longer than fifteen (15)
business days, then VITA may immediately terminate this Contract, or an Authorized User may
terminate an order, on notice to Supplier unless Supplier immediately gives VITA or such Authorized
User adequate assurance of the future performance of this Contract or the applicable order. If
bankruptcy proceedings are commenced with respect to Supplier, and if this Contract has not
otherwise terminated, then VITA may suspend all further performance of this Contract until Supplier
assumes this Contract and provides adequate assurance of performance thereof or rejects this
Contract pursuant to Section 365 of the Bankruptcy Code or any similar or successor provision, it
being agreed by the VITA and Supplier that this is an executory contract. Any such suspension of
further performance by VITA pending Supplier's assumption or rejection shall not be a breach of this
Contract, and shall not affect the rights of VITA or any Authorized User to pursue or enforce any of its
rights under this Contract or otherwise.
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19. STEERING COMMITTEE AND GOVERNANCE

A. Steering Committee
In order to facilitate mutually beneficial contractual relationships with suppliers, VITA has
procedures for establishing a steering committee (“Steering Committee”), which will consist of
senior management personnel, including personnel involved in the contractual relationship, from
VITA and Supplier.

Roles of the Steering Committee will include but not be limited to a) identifying potential issues
which may arise during the performance of a contract, b) discussing and assigning roles and
responsibilities, ¢) establishing methods for quickly resolving potential disputes, d) setting rules
for communication and decision making, €) monitoring and measuring the business relationship
between the parties, and f) acting as a final decision board for escalated problems.

A meeting of the Steering Committee is intended to be a forum for brainstorming and sharing
ideas, emphasizing respect, cooperation, and access, with the end goal of developing
relationships to avoid conflict. A facilitator may, but is not required to, conduct a meeting of the
Steering Committee.

The Steering Committee will meet within thirty (30) days of the Effective Date of this Contract and
will meet annually thereafter during the term of the Contract, including any extension thereto. One
or more additional meetings may be held at any time during the Contract term, should VITA, at its
reasonable discretion, determine that a meeting(s) would be beneficial to the contractual
relationship, and Supplier agrees to participate in such meeting(s). In addition, Supplier may at
any time submit a written request to VITA for a meeting of the Steering Committee, which VITA
will not unreasonably deny.

Both Parties shall ensure the availability of the appropriate personnel to meet with the Steering
Committee. Additional Steering Committee meetings involving representatives from VITA, the
Supplier, and an Authorized User may be required prior to or during performance on any specific
Statement of Work issued pursuant to this Contract.

B. Governance
Each SOW issued pursuant to this Contract shall include procedures for governance of such
SOW. At a minimum, such procedures shall include monthly status reporting by Supplier,
appointment by Supplier and Authorized User of SOW Managers, and a coordinated response to
any findings of any IV&V contractor(s) assigned to the SOW. Supplier agrees to comply with its
obligations pursuant to the governance procedures set forth in any SOW issued pursuant to this
Contract.

20. GENERAL PROVISIONS

A. Relationship Between VITA and Authorized User and Supplier
Supplier has no authority to contract for VITA or any Authorized User or in any way to bind, to
commit VITA or any Authorized User to any agreement of any kind, or to assume any liabilities of
any nature in the name of or on behalf of VITA or any Authorized User. Under no circumstances
shall Supplier, or any of its employees, hold itself out as or be considered an agent or an
employee of VITA or any Authorized User, and neither VITA nor any Authorized User shall have
any duty to provide or maintain any insurance or other employee benefits on behalf of Supplier or
its employees. Supplier represents and warrants that it is an independent contractor for purposes
of federal, state and local employment taxes and agrees that neither VITA nor any Authorized
User is responsible to collect or withhold any federal, state or local employment taxes, including,
but not limited to, income tax withholding and social security contributions, for Supplier. Any and
all taxes, interest or penalties, including, but not limited to, any federal, state or local withholding
or employment taxes, imposed, assessed or levied as a result of this Contract shall be paid or
withheld by Supplier or, if assessed against and paid by VITA or any Authorized User, shall be
reimbursed by Supplier upon demand by VITA or such Authorized User.
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Incorporated Contractual Provisions

The contractual provisions at the following URL are mandatory contractual provisions, required by
law or by VITA, that are hereby incorporated by reference:
http://www.vita.virginia.gov/procurement/documents/MandatoryContractTsandCs.pdf

The contractual claims provision §2.2-4363 of the Code of Virginia and the required eVA
provisions at http://www.vita.virginia.gov/procurement/documents/eVATsandCs.pdf are also
incorporated by reference.

The terms and conditions in documents posted to the aforereferenced URLSs are subject to
change pursuant to action by the legislature of the Commonwealth of Virginia, change in VITA
policy, or the adoption of revised eVA business requirements. If a change is made to the terms
and conditions, a new effective date will be noted in the document title. Supplier is advised to
check the URLSs periodically.

Compliance with the Federal Lobbying Act

Supplier shall not, in connection with this Contract, engage in any activity prohibited by 31 USC
1352 (entitled "Limitation on use of appropriated funds to influence certain Federal Contracting
and financial transactions") or by the regulations issued from time to time thereunder (together,
the "Lobbying Act"), and shall promptly perform all obligations mandated by the Lobbying Act in
connection with this Contract, including, without limitation, obtaining and delivering to the
Commonwealth all necessary certifications and disclosures.

Supplier is hereby advised that a significant percentage of the funds used to pay Supplier's
invoices under this Contract may be federal funds. Under no circumstances shall any provision of
this Contract be construed as requiring or requesting the Supplier to influence or attempt to
influence any person identified in 31 USC 1352(a)(1) in any matter.

Supplier’s signed certification of compliance with the foregoing is incorporated as Exhibit E
hereto.

Governing Law

This Contract shall be governed by and construed in accordance with the laws of the
Commonwealth of Virginia without regard to that body of law controlling choice of law. Any and
all litigation shall be brought in the circuit courts of the Commonwealth of Virginia. The English
language version of this Contract prevails when interpreting this Contract. The United Nations
Convention on Contracts for the International Sale of Goods and all other laws and international
treaties or conventions relating to the sale of goods are expressly disclaimed. UCITA shall apply
to this Contract only to the extent required by §59.1-501.15 of the Code of Virginia.

Dispute Resolution

In accordance with §2.2-4363 of the Code of Virginia, Contractual claims, whether for money or
other relief, shall be submitted in writing to the public body from whom the relief is sought no later
than sixty (60) days after final payment; however, written notice of the Supplier's intention to file
such claim must be given to such public body at the time of the occurrence or beginning of the
work upon which the claim is based. Pendency of claims shall not delay payment of amounts
agreed due in the final payment. The relevant public body shall render a final decision in writing
within thirty (30) days after its receipt of the Supplier's written claim.

The Supplier may not invoke any available administrative procedure under §2.2-4365 of the Code
of Virginia nor institute legal action prior to receipt of the decision of the relevant public body on
the claim, unless that public body fails to render its decision within thirty (30) days. The decision
of the relevant public body shall be final and conclusive unless the Supplier, within six (6) months
of the date of the final decision on the claim, invokes appropriate action under §2.2-4364, Code of
Virginia or the administrative procedure authorized by §2.2-4365, Code of Virginia.

Upon request from the public body from whom the relief is sought, Supplier agrees to submit any
and all contractual disputes arising from this Contract to such public body’s alternative dispute
resolution (ADR) procedures, if any. Supplier may invoke such public body’s ADR procedures at
any time and concurrently with any other statutory remedies prescribed by the Code of Virginia.
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In the event of any breach by a public body, Supplier's remedies shall be limited to claims for
damages and Prompt Payment Act interest and, if available and warranted, equitable relief, all
such claims to be processed pursuant to this Section. In no event shall Supplier's remedies
include the right to terminate any license or support services hereunder.

Advertising and Use of Proprietary Marks

Supplier shall not use the name of VITA or any Authorized User or refer to VITA or any
Authorized User, directly or indirectly, in any press release or formal advertisement without
receiving prior written consent of VITA or such Authorized User. In no event may Supplier use a
proprietary mark of VITA or an Authorized User without receiving the prior written consent of VITA
or the Authorized User.

Notices

Any notice required or permitted to be given under this Contract shall be in writing and shall be
deemed to have been sufficiently given if delivered in person, or if deposited in the US mails,
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed
to the addresses shown on the signature page. VITA or Supplier may change its address for
notice purposes by giving the other Party notice of such change in accordance with this Section.

No Waiver
Any failure to enforce any terms of this Contract shall not constitute a waiver.

Assignment

This Contract shall be binding upon and shall inure to the benefit of the permitted successors and
assigns of VITA and Supplier. Supplier may not assign, subcontract, delegate or otherwise
convey this Contract, or any of its rights and obligations hereunder, to any entity without the prior
written consent of VITA, and any such attempted assignment or subcontracting without consent
shall be void. VITA may assign this Contract to any entity, so long as the assignee agrees in
writing to be bound by the all the terms and conditions of this Contract.

If any law limits the right of VITA or Supplier to prohibit assignment or nonconsensual
assignments, the effective date of the assignment shall be thirty (30) days after the Supplier gives
VITA prompt written notice of the assignment, signed by authorized representatives of both the
Supplier and the assignee. Any payments made prior to receipt of such notification shall not be
covered by this assignment.

Captions
The captions are for convenience and in no way define, limit or enlarge the scope of this Contract
or any of its Sections.

Severability

Invalidity of any term of this Contract, in whole or in part, shall not affect the validity of any other
term. VITA and Supplier further agree that in the event such provision is an essential part of this
Contract, they shall immediately begin negotiations for a suitable replacement provision.

Survival

The provisions of this Contract regarding License, Rights To Work Products, Warranty,
Confidentiality, Liability and Indemnification, and the General Provisions shall survive the
expiration or termination of this Contract.

. Force Majeure

No Party shall be responsible for failure to meet its obligations under this Contract if the failure
arises from causes beyond the control and without the fault or negligence of the non-performing
Party. If any performance date under this Contract is postponed or extended pursuant to this
section for longer than thirty (30) calendar days, VITA, by written notice given during the
postponement or extension, may terminate Supplier’s right to render further performance after the
effective date of termination without liability for that termination, and in addition an Authorized
User may terminate any order affected by such postponement or delay.

Page 27 of 29



VA-071114-HCL

Remedies

The remedies set forth in this Contract are intended to be cumulative. In addition to any specific
remedy, VITA and all Authorized Users reserve any and all other remedies that may be available
at law or in equity.

Right to Audit

VITA reserves the right to audit those Supplier records that relate to the Services rendered or the
amounts due Supplier for such Services under this Contract. VITA's right to audit shall be limited
as follows:

i). Three (3) years from Service performance date;

ii). Performed at Supplier's premises, during normal business hours at mutually agreed upon
times; and

ii). Excludes access to Supplier cost information.

iv). Costs of audit to be borne by VITA

The Supplier shall not have the right to audit, or require to have audited, VITA or any Authorized
User.

Offers of Employment

For the duration of the Contract and twelve (12) months thereafter, neither Party shall hire an
employee of the other Party who has substantially worked on any project covered by this Contract
without prior written consent.

Contract Administration

Supplier agrees that at all times during the term of this Contract an account executive, at
Supplier's senior management level, shall be assigned and available to VITA. Supplier reserves
the right to change such account executive upon reasonable advance written notice to VITA.

Entire Contract
The following Exhibits, including all subparts thereof, are attached to this Contract and are made
a part of this Contract for all purposes:

i). Exhibit A Service Requirements

ii). Exhibit B  Statement of Work (SOW) Template
ii). Exhibit C Reserved

iv). Exhibit D  Service Fees

v). Exhibit E  Certification Regarding Lobbying

This Contract, its Exhibits, and any prior non-disclosure agreement constitute the entire
agreement between VITA and Supplier and supersede any and all previous representations,
understandings, discussions or agreements between VITA and Supplier as to the subject matter
hereof. Any and all terms and conditions contained in, incorporated into, or referenced by the
Supplier's Proposal shall be deemed invalid. The provisions of the Virginia Department of
General Services, Division of Purchases and Supply Vendor's Manual shall not apply to this
Contract or any order issued hereunder. This Contract may only be amended by an instrument in
writing signed by VITA and Supplier. In the event of a conflict, the following order of precedence
shall apply: this Contract document, Exhibit A, Exhibit D, and then any SOW issued hereunder.

An Authorized User and Supplier may enter into an ordering agreement pursuant to this Contract.
To the extent that such ordering agreement include any terms and conditions inconsistent with
the terms and conditions of this Contract, such terms and conditions shall be of no force and
effect.

VITA and Supplier each acknowledge that it has had the opportunity to review this Contract and
to obtain appropriate legal review if it so chose.
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Executed as of the last date set forth below by the undersigned authorized representatives of VITA and
Supplier.

Supplier L L P VITA %
- -
By: ) :

(Signaturp»)/

(Signature)
Name: Rﬂjk UKQ o JL‘Q!VS\'\ Name: J;m;’? 7:’ %éﬂéz;

(Print) D(Print)

Title: ic%tﬂw -‘\’ au.e_x ;&Cﬁwx—qﬂtle: 7R¢C Ze.ﬁz/:-//dﬂce Vﬁéén .w/j?é’w"—
Date: ) | \ 13)1\]7—-U\3_%—- Date: ll{//fga[/J/7

Address for Notice: Address for Notice:

=20 Ao Po\ g Avemne CESC
[ooensguale [ 757 Headoonile Aave —
C A JL0RS Chestee, YA 23534
Attention: \‘\Q—?BAD d’\bﬁ . Atter/ltion: Contract Administrator |
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EXHIBIT A
CONTRACT NUMBER VA-071114-HCL
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
HCL AMERICA, INC.

Exhibit A is hereby incorporated into and made an integral part of Contract Number VA-071114-HCL (“Contract”)
between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or “State”) and HCL America,
Inc. (“Supplier”).

In the event of any discrepancy between this Exhibit A and Contract No. VA-071114-HCL, the provisions of
Contract No. VA-071114-HCL shall control.

DETAILED DESCRIPTION OF PROPOSED SOLUTION(S)

A. Overview

HCL understands that Virginia Information Technologies Agency (VITA) is taking an important step to
implement the ECM integration project to achieve its short term objectives and long term goals in the
direction of fulfilling its vision by embracing Enterprise Content Management (ECM) technology. Once
Project ECM is completed, VITA will have a complete modern architecture, based on open standards,
Service-Oriented Architecture and re-usable components, which can be offered as a service for future
deployments.

HCL envisages following landscape for VITA:
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~
Assessment of ECM state; Vision
setting for ECM Integration
Service Oriented Architecture
Establishment
FileNet product usage with
reusable components, best
practices and spread
Policies & Procedures for the
secure and optimize usage
LEGEND
COTS with little Areas which require New Devel ‘A
configuration customization ew Development Areas
VITA ECM LANDSCAPE
- J

As a vision for implementing VITA ECM integration HCL proposes following methodology for
implementation

Assessment of ECM State:

HCL as part of project execution methodology will do an assessment and due diligence of VITA ECM
integration requirements for

e System requirements assessment

o Gap analysis

¢ New requirements (if any)

e Risk assessment and mitigation planning

Service Oriented Architecture establishment:

HCL proposes to implement the entire solution on a Service Oriented Architecture where services can be
invoked and consumed from ECM implementation where business processes, content management and
records management functions are available as atomic and composite services. Our ECM
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implementation will also interface with existing systems of VITA like CEDS, GIS etc thereby providing an
integrated platform.

FileNet product usage with HCL reusable components:

e Leveraging years of FileNet implementation experience, HCL proposes to implement VITA ECM
integration solution using best architecture and design principles which optimize the usage of
FileNet products with emphasis on usage of Commercial-of-the Shelf (COTS) features with
minimum customization

o FileNet customization with reusable components thereby reducing the overall implementation
time

¢ New development conforming to VITA requirements

Policies and Procedures for secured and optimized usage:

HCL as part of ECM integration implementation will establish policies and procedures for secured and
optimized usage of ECM solution adhering to regulatory and compliance requirements of VITA by
eliminating inefficiencies and foster collaboration through the application of a new standard system and
policy model throughout the enterprise.

The following figure shows the key considerations taken into account for proposing VITA ECM
integration solution:

Successful VITA ECM Integration @ Lowest Risk

Longevity of solution and documents * Risk of technology continuity
® History of technology

Interface and Integration O (realed seee
® Availability of APIs

Robust and Scalable Architecture >> ® Open architecture

® High availability / disaster recovery

NN

Federation Services ® Co-exist with other platforms/systems
® Avoids “one-size-fits-all”

HCL Expertise in FileNet ECM
Platforms

ECM portfolio and document lifecycle * Document/Content, Workflow,

Archive, Records, Email, Report,
Collaboration

HCL proposes integration of IBM FileNet P8 based ECM solution catering not only to DEQ case study
requirements but laying out a scalable, robust and extensible ECM framework for the state wide
implementation. The solution uses a SOA at its core along with a set of reusable services made
accessible to the service consumers by leveraging HCL'’s pre-existing integration framework - CMWS.

The CMWS framework will be used to deliver an integration framework that wraps up the product-based
business services, enterprise services and external services, hiding their implementation from the
service consumer systems like CEDS, etc.
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The following diagram identifies the logical scope of the proposed solution and its fitting with the VITA
functional domains:

Search Records Process Content
Services Services Services Services

A — > S
) 1 LDAP Server
] 10 D
Database
U

\_ Data Services

N ECM

/ DCOM
' ' Components
Kofax Scan & Capture
A&

SAN (Storage) Y L Record Crawler

'S

CMWS Framework
77 usiness Service 7 i oraticy
Services for SOA

Application

Process Content Engine Engine

Engine and RM Add-on

Print Server

J

Proposed solution will provide following business functions:

Document Capture and Indexing
Content Management

Business Process Management
Collaboration functions

Records Management

Email Management & Archival
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1. Business Services
Business services will provide atomic as well as composite services for

¢ Content Management services like Check In / Check Out, View document etc
o Process Management services like Create Case, Update Case etc
¢ Record Management Services like Declare Record, Update Record etc
o Federated Search Services for searching across multiple content repositories
(a)
2. Integration Services

Integration Services layer will provide web services based integration for synchronous as well as
asynchronous integration of ECM Framework will existing systems of VITA like CEDS, GIS etc as well as
laying out an infrastructure layer for future services

HCL proposes hub and spoke model of implementation for the entire solution where scan and capture
operation will be distributed with centralized ECM deployment.

3. Document Capture & Indexing

HCL proposes to implement the document scan and capture operation as a distributed operation with no
limitations on the number of scanning stations. Solution will leverage existing Kofax solution as the
document capture solution with Kofax scripts for doing committal in Content Engine repository. HCL
proposes to integrate the document scan and index operation with Content Repository with following
options:

o Content Engine Committal Scripts for Kofax
e File Import using FileNet Capture
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HCL plans on minimum document metadata capture at scan stations; centralized indexing operation
available at ECM hub over the web using HCL's reusable component - Split Image Viewer, which will
enable key guided data entry for standard forms. The proposed indexing solution will be scalable enough
for deploying business processes in the near future.
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B. DEQ Case Study Infrastructure

1. BASE 1: Can you provide the necessary services for the required
estimation?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes

2 | Relevant Experience

HCL has provided capacity estimation services
to several clients including DOL-Connecticut,
DFS/DOE-Florida and SBWC-Georgia and has
more than 36 IBM/FileNet deployments overall.
A key success factor in all of these
deployments has been an accurate and
detailed study of storage requirements.
Additionally HCL provides direct support
contracts & services for more than 30
IBM/FileNet customers.

HCL's Strength:

e Supporting CIFS, NFS, ISCSI and FCP
solutions

e Supporting more than 2 PB of SAN
Storage from EMC, Hitachi, HP and
IBM

e Supporting 500 TB of weekly tape
backup via NetBackup, TSM, Legato

e Strength of more than 300 Storage
Professionals

storage capacity
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Description of Approach

HCL uses a combination of state-of-the-art
proprietary tools, and experienced engineers to
conduct the required hardware and software
sizing, capacity estimation and planning. We
use a storage networking top-down planning
and design process to select and evaluate
storage and network topologies, technologies
and products.

Services

NAS | Backup /Restore L

SAN

Monitoring
Administration
Problem Management
Patch Management
Performance Dptimi sation
Consolidation /Rell Dut/Migration

Storage Service Framework

The approach we would use at VITA has been
very successful in the past and can be
summarized as follows:

e Create an accurate tally of the major
document types which will be stored in
the system.

e Determine average document sizing for
the various document types.

e Make any necessary adjustments to the
estimates. Determine the anticipated
document counts and expected growth.

e Determine and document  the
constraints that exist in applying a
storage strategy and make necessary
adjustments.

The final estimates are a product of the
information  gathering, along with our
experience in similar projects.

Some of the data provided in the RFP may
require further evaluation and a complete and
accurate analysis can be provided during the
delivery of analysis services.

Assumptions (if any)

HCL assumes that its personnel will be
accorded necessary access to the information
sources required to obtain the required
information.

Additional Information (if any)

NA
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Responsibility Matrix (HCL vs.
DEQ)

HCL:

e Conduct the analysis

e To provide a validation of existing sizing
criteria

e To provide recommendations for
mandatory, optional services and
equipment

DEQ:

e To make the required data available to
HCL in order to conduct in-depth analysis

e To provide timely access to their key-staff
in conducting interviews to validate the
data provided

e To procure the required services and
equipment to be implemented and
integrated into EDMS solution

e To arrange the site visits for HCL personnel
at their request

BASE 2: Can you provide the necessary services for the required storage options analysis?

Response Parameter

Details

=

Compliance (Yes / No)

Yes

Relevant Experience

HCL has provided -capacity estimation
services to several clients including DOL-
Connecticut, DFS/DOE -Florida and SBWC-
Georgia. A key success factor in all of these
deployments has been an accurate and
detailed study of storage requirements, and
the demonstrated ability to recommend the
most cost-effective storage options.

In particular, we have worked with customers
using magnetic-only SAN and direct-attached
storage, Optical off-line and near-line systems
as well as magnetic WORM document
repositories integrated with a variety of
FileNet based document imaging and
archiving systems.

Description of Approach

HCL will work with DEQ to determine the
retention and legal requirements of the
various document types that make up the
archive. These requirements are used to
determine the baseline requirements of a
document storage system. Other factors
include acquisition and operational costs.
HCL will use its experience gained in similar
deployments to provide a complete and
relevant analysis of the available storage
options using following approach:
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e Understanding of current storage
environment

Review data retention policies
Evaluate bandwidth options
Application requirements

Provide best fit solution based on data
analysis and best practices

4 | Assumptions (if any) HCL assumes that its personnel will be
accorded necessary access to the information
sources required to obtain the required
information.

5 | Additional Information (if any) NA

6 | Responsibility Matrix (HCL vs. | HCL:

DEQ) o To conduct the analysis
e To provide validation of existing sizing
criteria
e To providing recommendations for
mandatory and optional services and
equipment
DEQ:
e To make the required data available to
HCL in order to conduct in-depth analysis
e To provide timely access to their key-staff
in conducting interviews to validate the
data provided
e To procure the required services and
equipment to be implemented and
integrated into EDMS solution
e To arrange the site visits for HCL
personnel at their request
BASE 3: Can you provide the necessary services for the required network infrastructure
analysis?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has relevant experience in providing

services for end-to-end implementation and
integration services for supporting underlying
network infrastructure needed for such as kind of
setups. HCL through its arm HCL ISD (4500 +
employees) is into the business of Infrastructure
implementation, support and operations from
more than 14 years.

With real time operations culture entrenched since its
first engagement with Asia’s largest Stock Exchange,
HCL’s experience stands unrivalled having
transitioned and currently managing the complex IT
infrastructure _environments of our F /G500
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customers. Today, HCL provides end-to-end Remote
IT Infrastructure Operations ranging from End User
computing/ IT Service Desk; Data Center Operations;
Network Management; e-Security Operations to
Application Operations.

We have been widely recognized by the media
and the analyst community as an undisputed
leader in the rapidly growing industry of Remote
Infrastructure Management. We currently service
over 95 clients globally including 30+ F/G-500
companies. Our scale of operations is significant
— we manage over 35,000 servers & storage
systems, over 25,000 network & security
devices, over 250,000 desktops, 1000s of
databases and millions of batch jobs.

HCL has provided capacity estimation services
to several clients including DOL- Connecticut,
DFS/DOE -Florida and SBWC-Georgia which
have similar network requirements. Additionally
HCL provides direct support contracts & services
for more than 30 IBM/FileNet customers.

Description of Approach

Considering that a system’s response begins
with the systems hosting the applications, Using
the information presented in the RFP, HCL wiill
model host server load to establish hardware
recommendations for the host system. The
existing network will be studied to determine its
capacity for accommodating the expected load
from the proposed system.

HCL follows PPDIOO model for deploying and
managing Network Infrastructure. The following

figure shows the PPDIOO model:
e00 & 22

“Staging & POC" “Implementation” “Lifecycle Services™
» Project Planting
T » Resource Planring
» Materlal Planting
» Logsties Planning
» Gatherinfrastucture mort deta » Network Implernentation Support document
DI » ProjectTracking and Status updates
EARELAEN » Postimplementation Documentation
» Pre-install documertation ISt  Customer 8atEfaction Suney
» Proofof Concept
} Centralized testing configuration Deployment
Staging ! Customer :
POC . Operation
Llfecyde » Incident Montoring & Problem Resoluton
» Configuration & Change managerment
» Network fine-turing
—'& » Vendor Managerent (Hands & Feet
¥ Support)

Optimization » Reporting ( Dashboard )
» 24 X7 NOG supportthrough follree nurmher
o

Newark--Gecrity Audits
Performance Management (Q05
Consuitancy)

Netuork Re-designing
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INPUT
Applications

¢ Number of Applications

o Type of Application

e Bandwidth requirement per application
per user

e Application accessed over LAN
Application accessed over WAN

o Ways to access the application (Over
IP/VPN, Dial-up, Over Corporate WAN
etc)

¢ Maximum delay application can sustain.

e Applications accessed over internet and
intranet

Network Architecture

e Distributed
e Central

Type of storage solution (Fiber/Copper Based
SAN Solution)

¢ Number of Locations
Number of users per locations

¢ Number of applications accessed over
WAN

e Number of concurrent users per
application

Mapping Business requirements with IT
infrastructure

Defining business critical applications
Defining business critical users
Defining locations needing high uptime
Defining which components of the
DC/LAN/WAN need to be in High
availability mode

o Defining which application servers to be
load balanced

OuUTPUT

Based on the input funnel described above
following output is achieved.

DC/LAN Design & Architecture

e Defining Access, Distribution & Core
Layer
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e Finalizing on type of devices required
such as Router, switch, VPN boxes,
firewalls, load balancers and so on.

e Finalizing which segments will be Internet
and Intranet facing

o Defining security and access policies

WAN Design & Architecture

e Finalizing on type of media required

¢ Finalizing on the bandwidth requirement
per location

¢ Finalizing on high availability and security
requirements if any

e Finalizing on type of devices required

Our current estimate is that average response
times for the target documents will be equal or
better than the times presented in the RFP. In
our experience response times for FileNet P8
systems are considerably better than the
presented numbers.

Without information on the current network
loading accurate estimates of timings for specific
documents cannot be determined.

Assumptions (if any)

HCL assumes that its personnel will be provided
with the necessary access to the information
sources required to obtain the required
information.

Additional Information (if any)

NA

Responsibility Matrix (HCL
vs. DEQ)

HCL :

e To conduct the analysis

e To provide a validation of existing sizing
criteria

e To provide recommendations for mandatory,
optional services and equipment

DEQ:

e To make the required data available to HCL
in order to conduct in-depth analysis

e To provide timely access to their key-staff in
conducting interviews to validate the data
provided

e To procure the required services and
equipment to be implemented and integrated
into EDMS solution

e To arrange the site visits for HCL personnel
at their request
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BASE 4: Can you provide the necessary services for the required analysis of workstations

and monitors?

Response Parameter

Details

=

Compliance (Yes / No)

Yes

Relevant Experience

HCL has completed more than 36 successful
document imaging deployments based on
IBM/FileNet software. These include providing
detailed specifications for workstations utilized
by general users, index operators and scan
operators. HCL is prepared to apply this
experience to the proposed DEQ system.
Additionally HCL provides direct support
contracts & services for more than 30
IBM/FileNet customers.

Description of Approach

Based on our previous experience in
implementing document imaging systems, we
will review the user population; meet with DEQ
infrastructure personnel and determine the mix
of applications required by various users.
From this information, and the user's job
description we will develop a baseline
configuration that can be easily adjusted to
meet specific job requirements. For example,
we find it advantageous to use large monitors
for scan stations and indexing stations as this
facilitates the display of the fill scanned image
and all index fields without requiring scrolling.

Assumptions (if any)

HCL assumes that its personnel will be
accorded necessary access to the information
sources required to obtain the required
information.

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

HCL :

e To conduct the analysis

e To provide a validation of existing sizing
criteria

e To provide recommendations for
mandatory,  optional  services and
equipment

DEQ:

e To make the required data available to
HCL in order to conduct in-depth analysis

e To provide timely access to their key-staff
in conducting interviews to validate the
data provided

e To procure the required services and
equipment to be implemented and
integrated into EDMS solution

e To arrange the site visits for HCL
personnel at their request
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BASE 5: Can you provide the necessary services for the required analysis of scanners?

Response Parameter

Details

=

Compliance (Yes / No)

Yes

Relevant Experience

HCL has completed more than 36 successful
document imaging deployments based on
IBM/FileNet  software. These deployments
included providing detailed specifications for
scanners. HCL implementations include a large
variety of document sizes and volumes.
Additionally HCL provides direct support
contracts & services for more than 30
IBM/FileNet customers.

Description of Approach

Determine the maximum and minimum document
sizes that must be accommodated, Determine the
expected document volume. Once this
information is known, the scanner duty cycle
requirements can be determined.

For special requirements, such as drawings, the
size requirements are determined and scanners
that meet those requirements are identified.

Finally, based on experience in several operating
locations, specific scanner models are identified
that meet the general requirements and
recommendations are established.

Assumptions (if any)

HCL assumes that its personnel will be accorded
necessary access to the information sources
required to obtain the required information.

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

HCL :

e To conduct the analysis.

e To provide a validation of existing sizing
criteria.

e To provide recommendations for mandatory,
optional services and equipment.

DEQ:

e To make the required data available to HCL
in order to conduct in-depth analysis.

e To provide timely access to their key-staff in
conducting interviews to validate the data
provided.

e To procure the required services and
equipment to be implemented and integrated
into EDMS solution.

e To arrange the site visits for HCL personnel
at their request.
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BASE 6: Can you provide the necessary services for the required remote access?

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has completed more than 36 successful

document imaging deployments based on
IBM/FileNet software. Secure remote access by
internal personnel and the public are typical
requirements. Additionally HCL provides direct
support contracts & services for more than 30
IBM/FileNet customers.

Maintaining a Vendor—Neutral attitude, coupled with
long standing partnerships & experience in dealing
with products of leading vendors in the security arena

like Cisco
Fast Facts: ,Juniper ,CA
,Trend Micro,
» Large pool of specialists: 350+ Check POint,
security professionals Foundstone,
» Acknowledged & Awarded as Dragon,
the leader in Security services McAfee,
(Indi) ISS, RSA
. Frost & Sullivan ) ol
¢ Voice & Data Aventail, Big
e Fix, Nortel
o Gartner )
. _ ; _ ,Web sense ,
as experience of running
Security Operations Web trends
Management for critical ,Net forensics
ks. .
networks , Sourcefire,
Qualys &

Security Processes as prescribed by ITIL, ISO 27001,
ISACA, ensures you get the most current, objective
and critical advice on security issues.

A combination of technology vision, capability and
customer focus has earned us the position of a market
leader in security services market. Our esteemed
clientele include fortune 500 companies in global
automobile & electronics manufacturers, financial
services companies, Life Sciences Companies,
Healthcare & Pharma and various government
agencies & enterprises across the industry spectrum,
around the globe.

3 Description of Approach Actual approach will be dependent following
inputs which will be analyzed during requirements
analysis phase:

e Sensitivity of application for latency
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introduced by VPN
o Network Architecture clearly indicating the
placement of VPN device
Configuration of VPN device
Capacity of the existing VPN Device
Number of Total Users
Number of simultaneous users
Bandwidth available for VPN Device (if
any QOS defined for VPN connectivity)
¢ End user connection type (speed of the
connection, reliability of connection etc)
¢ Authentication method used for VPN
users

Based on the information we can —

e Reengineer the VPN access architecture
if required.

e Confirmation of compatibility of
Application with VPN.

¢ Redesigning of QOS policies (if configure)

¢ Finalizing the Bandwidth requirement (at
central location as well as remote user
end)

¢ Finalizing connectivity type (DSL/Dialup)
and planning the upgrade

¢ Provide additional security for the VPN
users by integration

e Finalizing the requirement of new VPN
devices to support additional users

Finalizing the authentication mechanism for
various types of users (incorporating the strong
authentication to specific set of users such as
system administrators)

Assumptions (if any)

HCL assumes that its personnel will be provided
with the necessary access to the information
sources required to obtain the required
information.

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

HCL :

e To conduct the analysis.

e To provide a validation of existing sizing
criteria.

e To provide recommendations for mandatory,
optional services and equipment.

DEQ:

e To make the required data available to HCL
in order to conduct in-depth analysis.

e To provide timely access to their key-staff in
conducting interviews to validate the data
provided.
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To procure the required services and
equipment to be implemented and integrated
into EDMS solution.

To arrange the site visits for HCL personnel
at their request.
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C. DEQ Case Study System Functions

1. BASE 7: Can you provide the necessary services for the required implementation of the
capture capability?

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has completed more than 50 successful

imaging and document capture deployments
involving ICR/OCR/OMR all over the globe for
government clients, leading banks in US,
manufacturing industry clients etc on FileNet
capture software, Ascent Capture, distributed
capture by Imagine Solutions, Captiva etc.

3 | Description of Approach HCL proposes to provide services for all inbound
channels:

Scan Document: HCL proposes to provide
services for Ascent Capture configurations and
release scripts for committal of documents in
FileNet Content Engine.

Fax: HCL proposes to provide services for
capturing and storing faxes using FileNet
RightFax connector.

Faxes will be classified either based on bar
codes or on fax numbers.

Emails: Both inbound and outbound emails will
be captured using FileNet Email Manager based
on server side rules defined. Emails will be
captured and stored in Content Engine and also
linked to a case.

Electronic Forms:  FileNet eForms will be
leveraged for replacing paper based forms and
would be integrated with business process and
content repository.

4 | Assumptions (if any) NA

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA

DEQ)

2. BASE 8: Can you provide the necessary services to implement the required scanning
capability?
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# | Response Parameter

Details

=

Compliance (Yes / No)

Yes

2 | Relevant Experience

HCL has completed more than 50 successful
imaging and document capture deployments
involving ICR/OCR/OMR all over the globe for
government clients, leading banks in US,
manufacturing industry clients etc on FileNet
capture software, Ascent Capture, distributed
capture by Imagine Solutions, Captiva etc.

3 | Description of Approach

HCL proposes to implement the capture
application supporting distributive scanning with
centralized processing

Option A: Scan & Index operation with Kofax
integration with CEDS for pre populating
document meta data information. Solution will
interface with CEDS using COM library doing a
search and retrieval of indexes from CEDS.

Option B: Minimum indexing at scanning station
and making indexing operation as centralized
operation available over the web. Indexing
queues will be defined over the web making
indexing operation available over the web. HCL
proposes reusable split screen image viewer for
indexing operation

4 | Assumptions (if any)

Actual Integration approach will be agreed and
decided during solution design phase

5 | Additional Information (if any)

For more details on Split Image Viewer, please
refer our response to General 11

6 | Responsibility Matrix (HCL vs.
DEQ)

NA

3. BASE 9: Can you provide the necessary services for the required integration and support
associated with email retention?

HCL proposes managing email as records and applying records management policies to emails
mitigating compliance risks commonly found in systems that simply archive email by leveraging FileNet

Email Manager as a solution component.

Diagram below provides a canonical view of Email management including record life cycle management
using FileNet Email Manager collaborating with business process management, content management

and records manager component of FileNet P8:
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# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has done 5 successful implementations for
customers including a leading BPO organization
where emails are managed as records using
FileNet Email Manager and email servers are
located and managed remotely.

3 | Description of Approach HCL's approach for Email retention services will

include:

e Automated declaration of Email as
business record based on email content
and enterprise rules and policies.

e Zero click enablement in entire solution
integrating document capture, business
processes, records management
providing processes, events, rules and
metadata invisibly to end user enforcing
policy throughout the records and
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information life cycle using FileNet Email
Manager.

e Integration of email content with other
business content, transactions and
processes.

e Services for timely email disposition and
complete email record impingement in
accordance with policy ensuring storage,
compliance, litigation and discovery costs

Assumptions (if any) NA

Additional Information (if any) | NA

Responsibility Matrix (HCL vs. | NA
DEQ)

BASE 10: Can you provide the necessary services for the required set-up, implementation
and integration of electronic native documents?

Response Parameter Details
Compliance (Yes / No) Yes
Relevant Experience HCL has done more than 45 successful

implementations where electronically native content
(structured as well as unstructured content) is
managed in FileNet content repository enabling
enterprises to do document management and records
management functions on electronically native
documents

Description of Approach HCL proposes two phase approach for required setup,
implementation and integration of electronic native
documents.

Bulk Import of Electronic Native Documents: Bulk
import of electronic native documents will be done
using FileNet Records Crawler component with XML
based auto classification of the electronic documents
in the content repository and declaring them as
records and rule based linking of content with the
business process.

The following figure shows the bulk import of
electronic native documents:
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)
p

v

Rec:E;rds FileNet RM L ‘
Crawler L
Metwork folders can be replicated into
FileNet or used as FileNet metadata
Document Entry Templates: HCL proposes

document entry templates for uploading documents
from local File system, shared system drive and also
maintaining references of the documents stored in
external web servers. Record classification templates
will provide predefined wizard like interface available
over the web for content and records management of
electronic native documents. Document Entry
Templates will make end users “document
classification pattern and file plan” agnostic.

The following figure shows the sample screen shot for
setting metadata/indexes for document:

. S — - — .

o

EDiocStore | Tuesday, June 26, 2007 Help | Close

P ivon:

b Workplace: Entry Template Wizard - Microsoft Internet Explorer

Steps
} 1St Properties L1355 Special Charges
2. 9k Securit Property Value
L il Docurient: Tt: |
o Form %30827 Special Charges |
Serial Number:
Supplier Code: I
Document Type: | j
Options Value
Add as major version: | No j
Summary:
Obiect Store: aoctore Next
Folder: CPT
Class: 5pecial Charges Cancel

The following figure shows the sample screenshot for
uploading documents from local file system:
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2 Workplace: Entry Template Wizatd - Microsoft Internet Explorer -l0x
EDacstors | Tugsday, June 26, 2007 Help | Cose —
ey
Steps
1. St Properties -
) L5elect e Trpe 1.
& 3 LocdFle: ’ Brawse..
£ [} BtendFle ’
(.0 bt onwun. myhost,commyfie.bt)
{i [% None: Dacument has no association, This is a callection of properties only.
Summary:
Cbject Store: elocStore Presious | Firich
Folder: CPT
Cass: CPMDocuments Cancel
4 | Assumptions (if any) NA
5 | Additional Information (if | NA
any)
6 | Responsibility Matrix | NA
(HCL vs. DEQ)
5. BASE 11: Can you provide the necessary services for the required database transfer?

HCL proposes to implement solution which not only provides solution for current business processes but
also lays out an Enterprise Framework for VITA

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has extensive experience of defining
enterprise content taxonomy including document
metadata cataloguing hence enabling enterprises
to manage and retrieve content in a better and
efficient way.

3 | Description of Approach HCL proposes following approach for database

transfer in terms of schema migration and
federated searches

e Defining standard and  structured
classification schema for documents
(Enterprise Document Catalogue)

e Aligning existing schema (CEDS schema)
with new ECM Schema

e Providing Search Windows at Portal
Server doing federated searches agnostic
of parameters like location etc
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e In case of decentralized system metadata
replication services for image as well as
metadata replication

4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
i). (OPTION 1) Can you provide the necessary services for database transfer?

Yes. For details please refer to our response for BASE - 11

6. BASE 12: Can you provide the necessary services for the required analysis, integration and
implementation associated with the search requirements?

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has done over 45 successful implementations

on FileNet product enabling enterprises to perform
metadata as well as content based search.

3 | Description of Approach HCL proposes following services for Search and
Metadata management.

e Unified meta data management modeling
departments, business functions and lines of
business as entities in FileNet P8 Content Engine
and getting rid of unwanted attributes

e Defining predefined search Templates using
FileNet Search Designer. Search Templates will
include:

o Search templates for metadata based
search including multiple attributes and
combination of AND/OR joins

o Search templates for content based
retrieval of documents

o Combination of meta data based and
content based supported search templates

The following figure shows the sample screenshot for
predefined search templates:
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Board Flag carkract dess
E& Uil For CPT Documents,please use CPTDacuments lass
DocStatus & Delete Yersions For Specil Charges, please use Special Charge lass
ot X 0kt
Eai Delete Content
FropslFl B e
D@ Promote Version
[andd Docy Sptang iC\ear Sureen
Eﬂ Create Lik
B nbin
B ontipatik fument Tile Date Last Modfied
@ G Info '
B @ 3' % SO Destriptve Parts 407 40PM Administrator
@ @ % Bidder_Board Attachmentd. s 427107 45PN Acministrator

o Defining and enabling security templates/policies
allowing authorized users accessing search

templates
4 | Assumptions (if any) NA
5 | Additional Information (if | NA
any)
6 | Responsibility Matrix (HCL | NA
vs. DEQ)
7. BASE 13: Can you provide the necessary services for the required image retrieval and
viewing capability?
(a)
# | Response Parameter | Details
1 | Compliance (Yes/ No) | Yes
2 | Relevant Experience HCL has done over 50 successful implementations on
FileNet products integrating FileNet products with various
image viewers like Spicer Café, Auto View, SnowBound,
Daeja Viewer etc
3 | Description of | HCL proposes to provide services for image viewing
Approach retrieval, viewing and manipulation of images using

following approach:

Standard Image: Images can be accessed over the web
via FN Image Viewer with zero download and will provide
image viewing functions like magnification, zoom in,
zoom out and annotations. HCL also proposes use of
custom split image viewer where both images and meta
data can be viewed on the same screen and will support
key guided data entry for standard forms and templates.
Image viewing functions will be accessible from the web
portal.
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Sample Screenshot:

previos
Tatal Documenk(s} 2 Current Doowment: 1 of 2
. i e T I
Ctumber 1% 6 & & & @ =+
Pascnyment Title Tepoet] E'—'E
Curtomer Name: Cutome reme Yalos Hide
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o Type il
Doc Cake
Datch Mame
Branch Humber <
ST Customer Fumber o
Document [0 Jooument Id peg Pesd Only
Si i Dok F=1
Acoount ATH Mumber
Application Type &l
LT ER T T 0
Acouunt Purge Date
Line OF Business =
|
L
O
|
[ ]
(&)
)
L
Image (Redaction Required): Images requiring

redaction functions will be opened in Spicer Café View
One image viewer where image viewing and manipulation
functions will be leveraged using the image viewer.

4 | Assumptions (if any) NA
5 | Additional Information | NA
(if any)
6 | Responsibility Matrix | NA
(HCL vs. DEQ)
8. BASE 14: Can you provide the necessary services for the required web access capability?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has done over 50 successful implementations
enabling ECM solution on FileNet product to be made
available over the web with FileNet based solution
made available on portal servers like Websphere, Share
point etc.
HCL has also developed FileNet based web solutions
which are 508 compliant e.g. Unemployment Insurance
Modernization for State of Indiana.
3 | Description of Approach | HCL proposes to implement the entire solution as an

integrated dashboard published over the web portal. All
Content Management, Business Process Management
and Records Management functions will be available
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over the Websphere portal server accessible over the
web. Business users will access the solution using thin
client like Internet Explorer.

HCL will form a Human Interface Design (HID) team
which would follow an iterative process as illustrated in
the diagram alongside to evolve an interface that
conforms to users’ expectations and ensures ready
acceptance:

Modules and complete application

User testing on é{ﬁ;"///ﬁ)!";ﬁ@ghsanmw report,

system developed 4725 ETAEA T Client signoff

Client, Users, Developers, HID team

Wireframe, Sitemap, Specifications |

Accessibility, ) Product with
Compatibility, AT Visual a;nd
Module testing, :

features set
Coding,

Users, Developers, HID team
Nomsnclature & User Personas, Scenario
Navigation testing, /Jo/00/7775/%/7 Wireframe,
Paper prototype, ; 2 Flow-charts, IA,
Matching system aretectire Functional &
and real world technical spec
Users, Developers, HID team
User research document | phase
Interviews,
Observation, L rEsaset User persona
Client interaction User scenario

Client, User, HID team

Meeting, Requirement document

i ﬂiEulirJ::n User research

ective, rs i d nt | ph 3

fmnion s M o758 H::ri-:m | P
classification analysis

Client, Users, Developers, HID team

Legends / information mapping
Inputs details area

Process,/
activities Stage names,/

details details area
area

Output
details
area

Participants details area

Assumptions (if any) NA
Additional Information (if | NA
any)

Responsibility Matrix | NA
(HCL vs. DEQ)

BASE 15: Can you provide the necessary services for the required printing capability?

Response Details

Parameter

Compliance Yes

(Yes / No)

Relevant HCL has done more than 10 successful implementations

Experience integrating FileNet product with solutions like FileNet print
services, ASE’'s ContentOutput Server enabling enterprises
performing centralized print operations
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Description of
Approach

HCL propose implementing printing services by implementing
“ContentOutput Server” product of ASE Technologies. Following
diagram depicts the integration model for IBM FileNet P8 and
Content Output Server:

ASE's Content
Output Server

- Racaives requesis
- 3chedules printing
- Distributes print

- Orders print

- Transtorms documants l

’—
#'= P8 Ul (Workplace or

_ﬂ
Cusfom Interface)

Lsers

/- - Belecis ojectsdocs
\ # \ - Gpecilies order

P8 Content Manager

Qutput Devices
- Printers
- Email
-Fax

- Bpooks contant

ASE’s ContentOutput Server provides IBM FileNet P8 with full
production or booklet printing capabilities. With ContentOutput
Server, printing a single document, a range or group of
documents, regardless of the documents file type or format is
available.

As shown above ASE ContentOutput Server provides OOTB
integration support with Workplace application. Alternatively the
print functions can also be invoked via the web services API
provided.

During the implementation of ECM system the various ends points
for the printing of document / folders will be identified by the HCL
technical team during the design phase. Based on the end points
the functions of ASE ContentOutput will be exposed for various
systems and users within the ECM system.

Assumptions
(if any)

NA

Additional
Information (if

any)

NA

Responsibility
Matrix  (HCL
vs. DEQ)

HCL: Implementation of printing services for ECM system.

BASE 16: Can you provide the necessary services for the required analysis, assistance, and

support for system security?

The goal of the system security is to make sure that information is provided only to those who should see
it, and not provided to those who should not see it. To make this possible, IBM FileNet P8 provides a
range of options. ECM system can be configured for the LDAP based authentication and authorization
where in users and groups defined in the Microsoft Active Directory are used to gain the access to the
system and its resources. Below sections explains the various aspects of the system security which can
be further analyzed during the design phase:

| # | Response Parameter

Details
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Compliance (Yes / No)

Yes

Relevant Experience

HCL has done more than 50 successful
implementations integrating FileNet product with
directory servers like Novell, Microsoft Active
Directory and also with Single Sign-on products
like Siteminder, IBM Tivoli Access Manager etc

Description of Approach

Authentication:

Proposed ECM system will be deployed to use
Microsoft Active Directory as a LDAP server for
the authentication. Following is a support matrix
of the proposed solution with Active Directory:

Features By Content By
Supported Engine Process
Engine

One-way SSL Y Y
Two-way SSL Y N
Security Groups Y Y
Nested Groups Y Y
Universal Groups Y Y

Roles N N
Referrals for Logon N N
Referrals for Search N N

(e.g. users / groups

retrieval)

Support multiple Y Y
realms / domains

Directory aliases N N
Native Mode Active Y Y
Directory

Mixed Mode Active Y partial
Directory

Restrict to Single N Y
realm

Support multiple N N
forests

Reorganize directory Y Y
structure within the

same windows

domain

Support domains N N
across multiple

forests

Logon to any W2K Y Y
domain in the forest

(implies 2-way trust)

Configurable N N
username  attribute

for logon

Configurable user Y Y
display name
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attribute

Configurable group Y Y
display name

attribute

Authorization:

Once users are authenticated and logged onto a
system, their access to information, documents,
workflows, etc. is controlled by security settings
either on those objects or on objects that control
the access to the objects. Each securable object
has an Access Control List (ACL) that indicates
who is granted and who is denied permissions to
its properties and any associated content. An
ACL can contain any number of grantees, which
may be both users and groups defined in
Microsoft Active Directory. Following are the four
sources for an object’s security:

e Default Instance Security — this is the
simplest method of applying security, the
security design sets up the default security
that all instances of a class should have.

e Inherited Security — Permissions can be
inherited from a parent object. Inheritance
can take place between a class and its
subclasses.

e Security Policies — contain security templates
which automatically apply security to
documents, folder, etc.

e Direct Security — directly apply the security on
the object.

Network Security:

HCL proposes enabling Symmetric encryption
(using Blowfish algorithm) to secure the user
credentials passed between the web application,
content engine and process engine. The Content
Engine and Process Engine servers will be
configured to use SSL while communicating with
the LDAP server.

Assumptions (if any) NA
Additional Information (if any) | NA
Responsibility Matrix (HCL vs. | NA

DEQ)
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11. BASE 17: Can you provide the necessary services for the required records management
capability?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has been involved in more than 5 successful

FileNet Records Manager implementations
including a Leading bank in US and Pasco County
in Florida.

HCL has built a number of reusable components
over FileNet Records Manager (Records Services
Framework, file plan and disposition schedules
import tools from MS Excel etc)

3 | Description of Approach HCL proposes to implement the solution as ECM
framework for VITA with an integrated dashboard
for business functions. Records Manager will also
be implemented in the same manner with following
functions

Record Classification: HCL proposes to develop
entire classification schema in MS Excel which will
be developed by HCL Records Management SME
in conjunction with VITA business user. The
following figure shows the File Plan Object Store in
Content Manager:

— T

|.._‘___‘_‘_-_ I,

File Plan Object Store
in Content Manager

Manages classification scheme, retention
schedules and record folders.

Contains pointers to records stored in ohject
stores or physical locations.

= 2 Classification Schomes
= ) RlaePlanl
= L2 Categoryl
= ) Categoryll
= L0 Record Folder
H ~ccord Info
Bl m-cord Info
Nl record Info
Hl Record Info
= L) Record Folder
B m-cond info
) CTategoryl2
L) Category2

=Y |

K_/,/

Zero Click Record Declaration: HCL proposes to
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implement the solution in such a fashion that email
and electronic records are declared in the File Plan
automatically, without any human intervention with
business rules governing all record classification
decisions.

Record Retention & Disposition: HCL proposes
to define record retention schedules on the record
entities as well as record containers to enforce
record compliance in the overall solution.

4 | Assumptions (if any) NA
5 | Additional Information (if | NA
any)
6 | Responsibility Matrix (HCL | NA
vs. DEQ)
12. BASE 18: Can you provide the necessary services for the required Enterprise Report
Management?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has done more than 20 successful
implementations integrating ECM solutions with
COLD report generation products by FileNet
Reports Manager, IBM, ASE Data Prep
OutputArchiver etc. For example HCL has
integrated the COLD reporting solution for
Department of Financial Data Management
(State of New Hampshire).
3 | Description of Approach HCL proposes to provide services for COLD

reporting using Data Prep Output Archiver
enabling VITA to integrate legacy print data in
ECM solution and also its integration with Oracle
10 G system for reporting.

Diagram below demonstrates the actions
involved in integration of print data with ECM

solution:
Distribution
“fb l\ Conent

-8
- Managemenl
w o

p— Connechily | Processing
\ PR | Blltng
AP «Indaing

Lwaw j <Dt Mont, - CanVersons

Mela Exrachons

HCL will provide services for:

e Enabling ECM solution for storing print
legacy data
e Controlling the distribution and receiving
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of data
e Email alerts and notification mechanism
e Security services

4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA

DEQ)
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D.

DEQ Case Study General System Features

BASE 19: Can you provide the necessary services for the required analysis, services,
integration, and implementation of the capabilities described by the General System Features?

Response Parameter

Details

=

Compliance (Yes / No)

Yes

Relevant Experience

HCL has more than 50  successful
implementation experience which can be
leveraged for required analysis, integration and
implementation of general system functions
required in RFP document

Description of Approach

As per HCL's approach we would propose to
implement the ECM solution in a fashion to fulfill
all general system functions

Single Unified Content and Records
Repository: HCL proposes to implement content
management and records management as single
unified repository system where retention and
disposition schedules are applied on the content
objects.

Storage of structured and unstructured
content: FileNet CM will be configured based on
analysis and enterprise taxonomy decided during
system analysis phase providing enterprise
catalogue not only for current requirements but
also for future requirements.

Disposition [/ Retention Schedules and
Triggers: HCL will provide Records Manager
SME for defining retention schedules and
disposition triggers based on user defined
triggers like dates mentioned in RFP or
appropriate  trigger events as per VITA
requirements as well as compliance
requirements.

Security Policies:

HCL proposes to design and deploy VITA
taxonomy where security policies will be
predefined as templates and enforced
automatically based on content classification
schema.

Assumptions (if any)

NA

a1

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

NA

Page 35 of 122




Contract No. VA-071114-HCL, Exhibit A

Page 36 of 122



Contract No. VA-071114-HCL, Exhibit A

i).

(OPTION 2) Can you provide the necessary services for fax capture and integration?

# | Response Details
Parameter
1 | Compliance Yes
(Yes / No)
2 | Relevant HCL has done more than 20 successful implementations where
Experience fax servers like RightFax, Passport Server have been integrated
with FileNet product for both inbound and outbound faxes
3 | Description of | HCL proposes to implement the fax integration using RightFax
Approach connector for FileNet Capture. The following figure shows the
process of fax capture and integration:
Inbaid!
Quthouind  —
Faxes FileHat P8
. - Inigraied Documant Managamant [mage Sardloes (IDMIE)
= _" I HermEn |oaly
ol Exbernal o1 Capture I:ap?.ur-:" -
. Doumeant -
‘:Dﬂm - Connmethor - —p  REpasiony Cllenis
= .
= 4 . Capaure Paih
P ¢ Diibgurt Teals
Rightlax Other
— Connecors
-
Following steps are planned for fax capture and integration
e Fax capture and classification based on fax numbers and
barcodes
e Fax Import & Storage in FileNet content repository
e Inbound fax launching a workflow or getting attached to an
existing business process based on defined rules
e Matching and Attaching a Fax to a workflow i.e. attaching a
pending/supporting document to an existing case
4 | Assumptions | NA
(if any)
5 | Additional NA
Information (if
any)
6 | Responsibility | NA
Matrix (HCL
vs. DEQ)
iii). (OPTION 3) Can you provide the necessary services for eForms capture and implementation?
# | Response Details
Parameter
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Compliance Yes

(Yes / No)
Relevant HCL has implemented eForms along with FileNet BPM platform for
Experience more than 10 customers including one of the largest eForms

implementation - Department of Health and Human Services State
of Nevada, US.

Description of | HCL proposes to provide the following approach for eForms
Approach implementation:

e eForms Design and Integration: HCL proposes to provide
services for eForms capture and implementation by making
eForms available over the web replacing paper based
documents with eForms. eForms will be designed using the
forms designer tool provided by IBM FileNet

The following screenshot displays sample eForms designed for
replacing paper based form:
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1002 Coporate 1002:02 Q% 960

Rev. | InspaclorName | Telephone |Delected Dale | Work Cénler | LastOp. | Rej.Qy | Tet Qy |  NonConf Code
120 hgpector! | SSSA22 | 0IR4DE fansas 12 Z ki G066

hﬂiscm o %
‘ Purchased Investigalion Summary
Discregan
e o I
| it Packag
M ng
andor Name
Vendor2 T Canecive Adion
BUW Reevieyy nackaging wih vendor,
Ievin dones
alie
6000000 3, Implemnenfztion Fian
e proved By 4l part must hase nesy packacin in ptace by 30 Jan 2001,
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Cormeetive Action Block
Freiminary Invesfigalion
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o R A At

e eForms Capture and Storage: HCL proposes to provide
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eForms capture as pdf files and their storage in ECM
framework unified content repository i.e. FileNet Content
Engine.

o eForms as workflow step processors : HCL proposes to
provide services for implementation of eForms based
workflow step processors available over the web
accelerating the overall time of implementation

The following screenshot demonstrates eForms participation during
the business process:

A key differentiator is integration of eforms into
the enterprise BPM environment with support for

fntar-process communication (Wait For Condition),

reusable submaps, and milestone notification.

Wait For Condition

Payroll

Adjust Payroll

Appraved to HR

Launch Step Return to Originator
Subma
p P
9 |
..). h
Reject Notification S oy B
i
@

4 | Assumptions | eForms usage will be agreed and decided jointly with VITA in
(if any) solution Design phase

5 | Additional NA

Information (if
any)

6 | Responsibility | NA
Matrix (HCL
vs. DEQ)

iv).  (OPTION 4) Can you provide the necessary services for eForms capture and implementation?

# | Response Details
Parameter

1 | Compliance (Yes /| Yes
No)

2 | Relevant Experience | HCL has implemented eForms along with FileNet BPM
platform for more than 10 customers including one of the
largest eForms implementation - Department of Health
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and Human Services State of Nevada, US.

Description of
Approach

HCL proposes to provide services for eForms capture and
implementation using the approach as shown below:

i m = R R i
= - e E - FRRSORMEL AETON

Farm Template

e ——— @ Farm Policy Wizards

Worldlow Process

Readyto go

e eForms Design and Integration: HCL proposes to
provide services for eForms capture and
implementation by making eForms available over
the web replacing paper based documents with
eForms. eForms will be designed using the forms
designer tool provided by IBM FileNet

e eForms Capture and Storage: HCL proposes to
provide eForms capture as pdf files and their
storage in ECM framework unified content
repository i.e. FileNet Content Engine

e eForms as workflow Step Processors: HCL
proposes to provide services for implementation of
eForms based workflow step processors available
over the web accelerating the overall time of
implementation

Assumptions (if any)

Scope of eForms usage will be agreed and decided jointly
with VITA in solution Design phase.

Additional NA
Information (if any)
Responsibility Matrix | NA

(HCL vs. DEQ)
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V). (OPTION 5) Can you provide the necessary services for records management reports?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has been involved in more than 5 successful

FileNet Records Manager implementations
including a Leading bank in US and Pasco
County in Florida.

3 | Description of Approach HCL proposes to provide services for

o Categorization of records Management
reports based on records administrators
and business users

e Configuring out of the box records
manager reports on Crystal Report Server

e New Reports development based on
Records Manager Framework

4 | Assumptions (if any) Reports list will be finalized during the

requirements stage.

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA
DEQ)
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E. DEQ Case Study Integration

1. BASE 20: Can you provide the necessary services to DEQ for the required analysis and
implementation for CEDS integration?

HCL proposes implementing ECM system as a “Shared Service” to facilitate the integration of ECM with
CEDS, and other systems. Such an approach will help Commonwealth of Virginia to address the
explosion of unstructured content while maximizing the economies of scale for the investment in the
ECM technology and cost-effectively meet the content management needs of large (and potentially
diverse) user bases across various agencies and departments.

HCL proposes using HCL'’s proprietary integration framework “CMWS” for the integration of ECM and
CEDS. CMWS based integration architecture focuses on Service-Oriented-Architecture principles, which
will enable achieving loose coupling and interoperability in the integration.

During the technical design HCL team will focus on identifying the interface and integration requirements
between IBM FileNet and CEDS. The outcome of this study will be detailed integration plan and the
technical specifications for integration.

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has done more than 15 successful

implementations using SOA along with FileNet
suite of products exposing content management,
process management, records management
functions as services.

This includes Unsecured Lending Platform for a
leading bank in Australia

3 | Description of Approach Integration Architecture at Commonwealth of
Virginia is not tied to a specific technology. HCL
propose implementing integration architecture for
ECM by applying Service-Oriented-Architecture
(SOA) principles, which will enable VITA to
integrate  ECM with CEDS, existing legacy
systems, and new applications. Implementation
and building of SOA based integration would help
in setting up a single customer view for the users.
The information stored in the ECM system for
content, workflow, and records will be exposed to
CEDS and other systems by exposing key
functions as an independent well defined
interfaces / services (preferable web services
over HTTP / SOAP). Both ECM and CEDS
system will expose the respective functions as
services, which can be consumed without
unnecessary technology limitations. The
following sections provide information on some of
the key functions which are necessary to be
shared between CEDS and ECM system:
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CEDS functions:

e Get Indexing Metadata — This interface will
be exposed by CEDS system as a state less
service, which will accepts key data as an
input and return the corresponding metadata
back to the system. ECM system will
consume this web service when ever a
document is indexed via Capture application
during the scanning process.

ECM functions:

e Update Facility Name — HCL recommend
synchronous integration for the functions like
update of facility name. When ever the value
of facility changes in CEDS, the CEDS
system will invoke this web service over
HTTP / SOAP. This function will perform a
search in ECM system and update the
respective records accordingly.

e Update Record State — ECM system will
expose a web service which can be invoked
by CEDS system to update the state of the
record. This will be a synchronous interface.

e Get Documents — ECM system will expose
this function as a web service which will be
used to retrieve the folder “hit list” of available
documents based on the various criteria’s.

4 | Assumptions (if any) Synchronous/Asynchronous mode of message

exchange will be decided during detailed design.

5 | Additional Information (if any) NA

6 | Responsibility Matrix (HCL vs. | HCL.: Integration plan and technical
DEQ) specifications for integration

DEQ: development of the services on CEDS
system.

vi).  (OPTION 6) Can you provide the necessary services to DEQ for analysis and implementation for
CEDS integration?

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has done more than 35 successful

implementations where FileNet based solutions
have been integrated with standard products like
SAP, Siebel, Baan & external databases like
Oracle, IBM DB2 and custom/legacy/mainframe
systems.
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Description of Approach

The proposed solution will use CMWS framework
to integrate the functions for viewing of document
and folder “hit list”. The proposed solution will
follow the principles of SOA wherein the functions
for the interfacing will be discovered as
independent services and get exposed for the
CEDS and other systems.

The CEDS system will invoke the web service at
the various places where the similar integration is
expected.

This approach will help in sharing the same
infrastructure and integration layer between ECM
web portal and CEDS system. During the detailed
design HCL technical team will provide the
information on the screens where the above
mentioned integration would be required.

Assumptions (if any)

Actual integration approach will be decided
during System Design phase

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

HCL.: Integration plan and technical specifications
for the integration

DEQ: Client on the CEDS system to consume the
web services exposed by ECM system.

BASE 21: Can you provide the necessary services for the required portal integration?

Response Parameter

Details

o

Compliance (Yes / No)

Yes

Relevant Experience

HCL has done more than 5 successful
implementations of FileNet product with Portal
Server integration

This includes:

e Contact Centre Project for one of the
leading bank in Australia— Effort of this
project is around 50+ person months.

e Personal Loan Project for one of the
leading bank in Australia — Effort of this
project is around 200 person month.
Effort for Portal Application integrated with
BPM layer is around 60-70 person
months.

Description of Approach

In HCL's approach ECM system can be
integrated with Web portal via following:
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e |IBM FileNet Portlets: IBM FileNet provides portal
integration for IBM Webshpere. The default
portlets “Browse, Author, Inbox, Public Inbox,
and Quick Search” provided by Workplace
application can be called from the IBM
Webshpere web portal system where in a
consolidated view to display the contents from
each portlet IBM FileNet provides the source code
for the portlets, hence the layout and functionality
of the portlets can be changed to satisfy the
customized requirements.

e CMWS: CMWS framework exposed an
integration layer on SOA principles. The
integration layer exposes the functions like “Get
Inbox”, “Get Public Inbox”, “Get work Object”,
“Process Work object”, “Out-Of-Office”, “Add
Document”, “Get Document”, “Search
Documents”, “Add folder”, Get Folder”, Search
folders”, etc which can be consumed by the Web
portal to provide the Ul to the users. The above
functions are exposed as web service, hence
facilitate loose coupling while integrating ECM
and Web portal system.

4 | Assumptions (if any) HCL technical team will perform detailed analysis
during the design phase to provide an approach
paper on both to the above mentioned
approaches. The idea of the approach paper
would be to find the best fit for integrating the
Web portal and ECM system.

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | HCL: Integration plan and technical

DEQ) specifications for the integration
DEQ: Client on the web portal system to
consume the services exposed by ECM system.
vii).  (OPTION 7) Can you provide the necessary services for GIS integration?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has integrated GIS system with FileNet
product for Pasco County, Florida, US.

3 | Description of Approach HCL proposes using CMWS framework to

integrate  ECM and GIS system. CMWS
framework exposes functions like get document
over web services which can be invoked over
HTTP/ SOAP. The envisaged integration design
is to provide links for the documents within GIS
system on click of which users can seamlessly
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pull the documents from ECM system. ECM
system will also expose web service using which
GIS system can retrieve the list of the documents
by searching on the metadata.

Based on the past experience of integrating ECM
and GIS system HCL has experienced that the
size of the document which need to be viewed
affects user experience in viewing the document,
hence the interfaces in the CMWS framework
make extensive use of WebDAV while
exchanging documents. If the size of the
document is bigger than 5MB, CMWS uses
WebDAYV protocol to transfer the document. This
helps in eliminating the latency issues while
document viewing.

4 | Assumptions (if any) NA

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | HCL: Integration plan and technical specification

DEQ) for integration
DEQ: Services on GIS system
vii).  (OPTION 8) Can you provide the necessary services to DEQ for eDMR integration?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has done more than 15 successful
implementations using SOA along with FileNet
suite of products exposing content management,
process management, records management
functions as services.

3 | Description of Approach HCL proposes providing the ECM integration

services for eDMR by utilizing the capabilities of
CMWS framework and IBM FileNet Records
Manager.

Two systems will exchange the information via
the SOA layer of CMWS framework, where in
IBM FileNet Content Engine will be utilize to store
the XML document generated from a DMR form
under a specific document class.

To address the legality issues associated with the
ECM version of the document and retention, the
proposed solution will use IBM FileNet Records
Manager to manage the document of such type.
The generated XML document will be captured
as an official record by defining the appropriate
access rights for the records (This will be done
automatically as soon as the XML is generated).
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The declared record will be further associated
with the Records Category or Record folder for
specific type of documents which will define the
retention schedule for the document.

4 | Assumptions (if any) The detailed design for the solution may vary
depending upon the analysis performed by the
technical team during the design phase

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | HCL: Integration plan, technical design

DEQ) specifications and services to auto declare the
document as record
DEQ: Integration client on the eDMR system.

iX). (OPTION 9) Can you provide the necessary services for eForms without an electronic signature?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has done more than 15 successful
implementations using SOA along with FileNet
suite of products exposing content management,
process management, records management
functions as services.

3 | Description of Approach HCL approach would be integrating IBM FileNet

e-Forms with CEDS system by applying SOA
principles and using services consumed from the
Component Manager module provided by FileNet
Application Engine.

As an alternate approach IBM FileNet eForms
allows executing java script and perform HTTP
based lookups within the eForms which will
enable ECM system to invoke the web service
exposed by the CEDS system. This design
approach will allow implementing enterprise wide
SOA based integration layer by utilizing CMWS
capabilities across web and other layers within
the ECM system.

To accomplish this CEDS system need to expose
two web services which will allow fetching and
updating the relevant information. The eForms
will invoke the web services to pull the index data
which need to be displayed on the screen and
also to update the data in the CEDS system from
eForms.

The copy of the eForms will be saved in the
Content Engine document repository from where
the eForms can be accessed anytime in future
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based on the users Access Control List. During
the review process “A Sample workflow for Air
Compliance” the eForms will be attached to the
work item and will be routed to the various
participants. The participants will be able to open
the copy of the eForms and see the index values
retrieved from the CEDS system. The proposed
solution will use Out of the Box (OOTB) features
of IBM FileNet P8 to route the eForms along with
the work item.

4 | Assumptions (if any) CEDS system would be able to expose the
functions to fetch and update information as web
service.

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | HCL:

DEQ) « Integration Services to integrate the IBM
FileNet P8 eForms with CEDS to fetch and
update the information and technical design
specifications for the integration.

DEQ:
e Expose the functions to get and update the
information on the CEDS system

x).  (OPTION 10) Can you provide the necessary services for eForms with an electronic signature?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has done more than 15 successful
implementations using SOA along with FileNet
suite of products exposing content management,
process management, records management
functions as services.

3 | Description of Approach HCL'’s approach proposes integrating IBM FileNet

eForms with CEDS system by applying SOA
principles and using web services over HTTP /
SOAP. IBM FileNet eForms allows executing
custom java script and perform HTTP based
lookups within the eForms which will enable ECM
system to invoke the web service exposed by the
CEDS system. This design approach will allow
implementing enterprise wide SOA based
integration layer by utilizing CMWS capabilities
across web and other layers within the ECM
system.

HCL technical team will work with DEQ staff to
understand the requirement on the technology
which should be used for the electronic signature.
Some of the options available for the signatures
are "Signature cells, I-Sign, eSign, Microsoft
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CSP, Entrust, and Custom signing service *“.

To accomplish this CEDS system need to expose
two web services which will allow fetching and
updating the relevant information. The eForms
will invoke the web services to pull the index data
which need to be displayed on the screen and
also to update the data in the CEDS system from
eForms.

The copy of the eForms will be saved in the
Content Engine document repository from where
the eForms can be accessed anytime in future
based on the users Access Control List. During
the review process “A Sample workflow for Air
Compliance” the eForms will be attached to the
work item and will be routed to the various
participants. The participants will be able to open
the copy of the eForms and see the index values
retrieved from the CEDS system. The proposed
solution will use OOTB features of IBM FileNet
P8 to route the e-Form along with the work item.

Assumptions (if any)

CEDS system would be able to expose the
functions to fetch and update information as web
service.

The technology for the signatures will be further
analyzed and discussed during the design phase.

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

HCL:

e Integration Services to integrate the IBM
FileNet P8 e-Form with CEDS to fetch and
update the information and technical design
specifications for the integration.

DEQ:
e Expose the functions to get and update the
information on the CEDS system
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F. DEQ Case Study Workflow

1. BASE 22: Can you provide the necessary services for the required workflow?
HCL proposes to implement workflow solution using FileNet BPM engine making workflow as generic

process services which can be invoked by portal server as well as external applications. Our solution will
include:

Process designing using FileNet Process Designer

Defining and implementing authentication and authorization security models
Integration of content with process using event subscriptions, document lifecycles etc
External system (CEDS, GIS) integration using Java/JMS based adaptors

Process metrics (MIS reports) for management

Business rules definition, governing the execution flow of the business process
FileNet portlets integration with Websphere portal

Component interaction model for workflow implementation:

FileNet Process
Designer-
Workflow Modelling
Tool
v
I
Process
Definition L
ExternalSystems
v
Interface
VITA Workflow
Role/ Content Control Data
Security Engine
Data COTtent Process Maintain
< ntegration
h Administer & Control | FileNet Process .| Workflow | Workflow
i Engine Use Relevant Data "| Application D:
VITA Administrator Update
Interact Via
v
Task List A4
Process
Reporting
Process
v Shared Services AnaIyser
Task
. N Task
List Hf_:mdler > List Handler lGenerate
Services
! [
& Websphere
; | MIS Report
3&5 ) Portal Ul epo

VITA Personnel

| # | Response Parameter Details
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Compliance (Yes / No)

Yes

Relevant Experience

HCL has more than 80  successful
implementation experience automating business
processes over FileNet BPM engine including
government, banking and manufacturing clients

Description of Approach

HCL'’s approach proposes to implement workflow
solution using below mentioned methodology

Business Process Assessment:

Understand AS IS business process

Analysis of To Be business process

Gap and best fit analysis

Identification of business rules for process

decision and routing

e Identification of external interfaces from the
business process map

¢ Identification of process reports

¢ Identification of process participants in terms

of users, groups and work queues

Business Process Design & Development:

e Modeling of the To Be business process
using FileNet process designer

e Design and development of business rules
and integration with business process

e Design and development of external
interfaces and business process integration

e Design and development of process
analytics (MIS reports)

Above approach will be an integral part of the
overall project implementation model.

Assumptions (if any)

NA

(€3]

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

NA
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G. DEQ Case Study Deployment

HCL proposes the following implementation approach for deploying VITA ECM Integration solution:

- i "Phase 1 implementation.
Target architecture - e D

¥ Profiling Model v Enterprise standards  » Establish the v Follow-on phase
» Repository Model for hardware, software, infrastructure and first implementations will take
¥ Publishing Model and networks, both at layer of processes and advantage of existing
¥ Retention Model the overall level and at tools architecture components and processes
+ VITA Enterprise the component level +'Creation of project
Rules document
management

processes and tools
that can be reused on
subsequent projects

ECM Implementation Approach

The implementation of ECM architecture will enable the VITA to have a common set of technology and
processes in place that allows its staff to manage the information and knowledge contained in its
enterprise FileNet content repositories.

The ECM implementation team will construct the basic framework upon which an enterprise-wide
solution can be built. The implementation team will complete the application design and implementation
process for each phase. The approach is to allow representatives from each department to create
specific processes while utilizing the common infrastructure (as defined in the diagram below).

e ECM Technical Infrastructure Layer: This layer is the common technical infrastructure
(hardware, software, and networks) that conforms to the VITA technology standards.

e ECM Common Business Infrastructure Layer: This is the configuration of ECM infrastructure
that is common across all departments, such as the document deliverables and records
management integration. Examples include common document types, attributes, processes, and
user administration and security. It will also include generic services for content management,
records management and workflow management.

e Functional Group Layers: These layers are particular to each functional group in the initial
rollout. These layers include identifying the requirements for basic store and retrieve functionality
as well as additional document types, attributes, and processes that are required for each
functional group.
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Functions Projects
Next Phase
A : \ e
First Phase
s Tool L4+ —
> Tool P Tool Proiess Process 4
3 E ued Biocess Process 4 rozess 4 Tool 4
23 4 4 4 3
£ Process Tool .
8 Tool — P— 3 Functional Layer
Tool 3 Process 3
Tool 5 Process o 3 " -
3 Process 3 S| Tool « Function Specific
Progess 3 3 2 T°2°' Processes
sz Process ¢ Function Specific Tasks
Process || 1% s Progess Process || Tool z + Project Processes
2 Process 2 2 Tool Tool + Project tasks
d Process 1 1
Tool Tool 1 Process
Process Tool Process Tool Process 1 1
1 1 1 1 1
Air Water Wastes Integrations + Common Deptt. Doc. Types
LOB Phase 1 LOB Phase 1 LOB Phase 1 - ||+ Common Deptt. Doc. Hierarchy
Projects L
Common Object Types
Common Attributes

Common Processes
Common User Admin/Security

ECM Commerce Business Framework

o Technical Architecture
o Hardware/Software/Networks

ECM Technical Infrastructure o “Tech Set” Conformance

BASE 23: Can you provide the necessary services for the required Phase 1 implementation
deployment?

Response Parameter Details
1 | Compliance (Yes / No) Yes
Relevant Experience As a FileNet partner, HCL has been providing

end-to-end implementation, integration and
support services on various FileNet suite of
products for more than a decade.

We have done more than 100 successful
implementations over FileNet products across all
major geographies and verticals.

Description of Approach HCL proposes to provide services for end to end
Phase 1 implementation and deployment. The
focus in this phase would be to establish an ECM
framework i.e. common technical infrastructure
(hardware, software, and networks) that conforms
to VITA’s enterprise technology standards and
will govern the enterprise usage model.

Services offered for Phase 1 implementation will
include Requirement Analysis, Solution Design,
Build and Unit Testing, System Integration
Testing, Deployment and Deployment Verification
for:

e Business Process Management
e Document Capture and integration with
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CEDS

e Content Indexing Schema (Classification
Schema and Enterprise taxonomy)

e Records Management and Emalil

Retention
e Enterprise Reporting COLD Reports

4 | Assumptions (if any) NA

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA

DEQ)
BASE 24: Can you provide the necessary services for the required Phase 1 validation
services?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has a dedicated Testing Center of
Excellence (CoE) focused on ECM products and
applications.
Our Testing CoE has extensive experience for
providing validation services across ECM projects
executed for customers in different verticals like —
Government, Banking & Insurance, Publishing,
Media & Entertainment, Life sciences etc.
Testing CoE has put in more than 250 person
months of ECM validation effort in last one year
itself.

3 | Description of Approach

Testers having expertise in FileNet platform will
validate the system, beginning with the
Presentation layer and up to the FileNet
Repository level.

The application will be tested for ECM features
like:

e Workflow and process management

¢ Document management functions like
check-in/check-out, version management
etc

e Document life cycle management
including archival and retention

e Security: Controls access and editing
rights through user-based and role-based
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privileges, LDAP, SSL and digital
certificate support

e Audit Trails: Tracks changes, downloads
delivery, printing and other events to
ensure government and industry
compliance

¢ Full-Text/Metadata search: Enables users
to navigate large sets of information
without knowing how that content is
organized or stored

« Integration of customized front-end with
content management system using
FileNet APIs and objects.

Test Strategy

HCL proposes a Phased Testing Methodology to
address this validation for all phases. It will
include:

Test Planning
Test Designing
Test Execution
Report & Analysis

Validation will not only involve functionality of the
system but will test it as a product. The strategy
behind testing this product can be summarized
as:

Test planning. Requirements understanding will
be build by the test team. Test plan will be
highlighting all the important aspects of validation
like requirements under test, test strategy,
milestone deliverables, risk management etc.
Test lab would be set up to simulate the
environment for application testing. Builds will be
created and deployed by the build manager on
the test servers in this Test lab and then the test
execution will start. Once the build is smoke
tested, it will be shared with the test team for
system and integration testing.

HCL will perform 3 rounds of testing wherein:

e 1° Round will ensure that the entire
application is tested and all critical bugs
are fixed and closed. Validation of the
overall functionality is the key focus in this
round.

e 2" Round for re-testing the entire
application to ensure that the integrity of
the system is not compromised. All high
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priority test cases will be re executed
along with the defects fixed in the
previous round.

e 3" Round of testing will ensure no bugs
exist in the application and the application
is defect free and ready for User
Acceptance Testing.

1. Testing through Iterative model: HCL
will use an iterative model to validate the
system. With every iteration released for
testing, regression testing will be a must
in every subsequent iteration. The tasks
for each iteration testing will be planned
and put into the overall project plan.

2. Configuration Testing: Integration of all
IBM FileNet products along with
peripheral products like Kofax will be
validated.

3. 508 Compliance Testing: 508
Compliance testing will be performed
based on the need of the system.

4. Services Testing: Since the proposed
solution is based on SOA, HCL will also
perform the validation services to ensure
successful message exchange across
services.

5. Automation Regression Testing: HCL
will use standard and HCL's proprietary
tools for regression testing.

6. Performance Testing: Automation
performance test tools would be used to
test the Performance, Load and Volume
handling capabilities of the application
under defined loads.

7. Integration Testing
8. Database Testing
9. Usability Testing

To deliver a high quality product at the end, test
planning will start right at the beginning of the
requirement phase. Test cases will be created by
the testers and reviewed by SMEs and the
development team before getting the sign-offs.

These test cases will then be executed based on
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the number of rounds of testing planned with
multiple builds to track defects.

Defect tracking tool would be used to track
defects. Triage meetings would be conducted to
analyze these bugs and bring them to closure.

Test Coverage

¢ In order to map the test cases with the
requirements, a Requirements
Traceability Matrix will be prepared to
verify that the test cases cover all Non-
functional and Functional requirements.

Report & Analysis

Test Results and Summary reports will be finally
shared with all stakeholders to give them the
complete picture of the testing outcome and to
indicate the health of the product.

Test results and reports will be generated
periodically and shared with VITA to track project
health.

e Test Logs: This report will specify the
number of test cases executed, and their
results.

e Test Incident Report: This report will
show details of bugs encountered during
the testing cycle. Bug details such as
severity, priority, resolution, etc. will be
mentioned in this report.

e Test Summary Report: This report will
specify which functionality gets tested
against which build, and their results.

Deployment on Production Servers

Application once validated by the test team and
user accepted, will be deployed on the production
servers. A Sanity check would be performed by
the HCL test team to ensure successful
deployment.

4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA

DEQ)
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3. BASE 25: Can you provide the necessary services for the required phase 2 implementation
deployment?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience As a FileNet partner, HCL has been providing
end-to-end implementation, integration and
support services on various FileNet suite of
products for more than a decade.

We have done more than 100 successful
implementations over FileNet products across all
major geographies and verticals.

3 | Description of Approach HCL’s approach for phase 2 deployment will be
to leverage the learnings and best practices from
phase 1 and implement the same along with
reusable tools and components built in phase 1.
HCL will provide services for entire SDLC for the
tasks identified by VITA for phase 2.

4 | Assumptions (if any) NA

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA

DEQ)
4. BASE 26: Can you provide the necessary services for the required Phase 3 implementation
deployment?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience As a FileNet partner, HCL has been providing
end-to-end implementation, integration and
support services on various FileNet suite of
products for more than a decade.

We have done more than 100 successful
implementations over FileNet products across all
major geographies and verticals.

3 | Description of Approach HCL’s approach for phase 3 deployment will be
to leverage the learnings and best practices from
earlier phases and implement the same along
with reusable tools and components built in
phase 1&2.

HCL will provide services for entire SDLC for the
tasks identified by VITA for phase 3.
4 | Assumptions (if any) NA

Page 59 of 122




Contract No. VA-071114-HCL, Exhibit A

5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
xi).  (OPTION 11) Can you provide the necessary services for the Phase 3 validation services?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has a dedicated Testing Center of
Excellence (CoE) focused on ECM products and
applications.
Our Testing CoE has extensive experience for
providing validation services across ECM projects
executed for customers in different verticals like —
Government, Banking & Insurance, Publishing,
Media & Entertainment, Life sciences etc.
Testing CoE has put in more than 250 person
months of ECM validation effort in last one year
itself.
3 | Description of Approach Validation approach will be common across all
phases. For details please refer to BASE - 24
4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
Xii). (OPTION 12) Can you provide the necessary services for the Phase 4 implementation services?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience As a FileNet partner, HCL has been providing
end-to-end implementation, integration and
support services on various FileNet suite of
products for more than a decade.
We have done more than 100 successful
implementations over FileNet products across all
major geographies and verticals.
3 | Description of Approach HCL'’s approach for phase 4 deployments will be

to leverage the learnings and best practices from
earlier phases and implement the same along
with reusable tools and components built in
phase 1, 2 & 3.

HCL will provide services for entire SDLC for the
tasks identified by VITA for phase 4.
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4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
5. BASE 27: Can you provide the necessary services for the required Phase 5 implementation

deployment?

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience As a FileNet partner, HCL has been providing

end-to-end implementation, integration and
support services on various FileNet suite of
products for more than a decade.

We have done more than 100 successful
implementations over FileNet products across all
major geographies and verticals.

3 | Description of Approach At the time when we reach phase 5, HCL would
have a vast experience and learning from the
initial phases, all of the learning will be
incorporated during this last and final phase.

In this phase HCL proposes to provide services
for entire SDLC for the Water, Hazardous Waste
and Solid Waste for:

e Indexing schema validation &
redeployment

e CEDS integration with Ascent Capture

e Records Management (File plan,
disposition schedule, event triggers)

e COLD reports integration with EDMR

e Workflow implementation

4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA
DEQ)

xiii).  (OPTION 13) Can you provide the necessary services for the Phase 5 validation services?

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has a dedicated Testing Center of
Excellence (CoE) focused on ECM products and
applications.
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Our Testing CoE has extensive experience for
providing validation services across ECM projects
executed for customers in different verticals like —
Government, Banking & Insurance, Publishing,
Media & Entertainment, Life sciences etc.

Testing CoE has put in more than 250 person
months of ECM validation effort in last one year
itself.

Description of Approach

Validation approach will be common across all
phases. For details please refer to BASE - 24

Assumptions (if any)

NA

(€3]

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

NA
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H. DEQ Case Study Project Management

Project Management Methodology

We at HCL believe that the first challenge of project management is to ensure that a project is delivered within
defined constraints. The second, more ambitious challenge is the optimized allocation and integration of inputs
needed to meet pre-defined objectives. A project is therefore broken down into carefully defined set of activities
that use resources (money, people, materials, energy, space, provisions, communication, quality, risk, etc.) to meet
the pre-defined objectives.

HCL's Project Management Methodology consists of five phases — Initiating, Planning, Executing,
Controlling and Closing. Each of these phases uses a comprehensive repository of HCL's best practices
and is continuously fine-tuned as a result of our best practices and learning from previously executed
projects across different verticals and customers all over the world.

The following diagram shows the activities involved in Project Management Methodology:

|’/ Initiating 7 Planning

Processes Processes

7~ Executing "\
"q, Processes )

7 Closing O\

Processes

I/ controlling
Processes

(arrows represent flow of information)

Spanning across these 5 phases, a project comprises of the following activities:

¢ Planning the work or objectives

e Analysis & Design of objectives and events

e Assessing and controlling risk (or Risk Management)
e Estimating resources

o Allocation of resources

¢ Organizing the work

e Acquiring human and material resources

e Assigning tasks
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e Directing activities

o Controlling project execution

e Tracking and Reporting progress

e Analyzing the results based on the facts achieved
e Defining the products of the project

e Forecasting future trends in the project
e Quality Management

e [ssues Management

e |ssues solving

e Defect prevention

e Project Implementation

e Project Closure

e Communicating to stakeholders

o Ramp-up/ Ramp-down of the Project team

Project Management Artifacts

In our experience most projects we have worked on have been successful to a large extent due to
team’s commitment towards adequately documenting all objectives and deliverables. These documents
have then been used as a mechanism to align sponsors, clients, and project team's expectations. The
list below mentions some of the major artifacts which form the base of a Project Management Plan:

e Project Charter

e Business case/Feasibility Study

e Scope Statement / Terms of reference

e Project management plan / Project Initiation Document
e Work Breakdown Structure

¢ Change Control Plan

¢ Risk Management Plan

e Communications Plan

e Governance Model

¢ Risk Register

e |[ssue Log
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e Action Item List

e Resource Management Plan

e Project Schedule

e Status Report

e Responsibility assignment matrix
e Database of risks

e Repository of lessons learned

e Stakeholder Analysis

These documents are normally hosted on a shared tool (e.g. PM Smart, Visual Source Safe (VSS), Intranet web
page etc.) and are available for review by the project's stakeholders. Changes or updates to these documents are
explicitly outlined in the project's configuration management or change control plan.

Project Management Approach

There are several approaches that we have used for managing project activities for various customers. These
include traditional, agile, interactive, incremental, and phased approaches. For Regardless of the approach
employed, careful consideration has been given to clarify surrounding project objectives, goals, and importantly,
the roles and responsibilities of all participants and stakeholders. For the current VITA RFP response, we are
proposing the Traditional Approach, details of which are given in the subsequent sections.

1. The traditional approach

Majority of projects use the traditional phased approach, using which the Project Management Team identifies a
sequence of steps to be completed. In the traditional approach, we distinguish between 5 components of any project
(4 stages plus control):

e Project initiation stage

¢ Project planning and design stage

e Project execution stage

e Project monitoring and controlling stage

e Project completion and maintenance stage
The following is a snapshot of our Project Management approach for VITA’'s ECM integration:
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All HCL teams have access to HCL's Knowledge Management Systems and Quality Management
Systems where these are stored in the form of Templates, processes for compliance, procedures to be
followed and leanings from past experiences. Below is the detailed description on the activities carried
out and tools used at each step:

2. Project Initiation

The initiation stage determines the nature and scope of the development. If this stage is not performed
well, it is unlikely that the project will be successful in meeting the business’s needs. The key project
controls required here are an understanding of the business environment and making sure that all
necessary controls are incorporated into the project. Any deficiencies are reported and a
recommendation is made to fix them.

The initiation stage includes a cohesive plan that encompasses the following areas:

o Study analyzing the business needs in measurable goals

o Review of the current operations

o Conceptual design of the operation of the final product

o Hardware / Software/ Networking requirements

o Financial analysis of the costs and benefits including a budget

o Identification of stakeholders, including users, and support personnel for the project

. Finalizing the Project charter which includes costs, tasks, deliverables, and schedule
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3. Project Planning and Design

After the initiation stage, the project enters the detailed Project Planning and Design phase. This involves
creating a detailed planning document that help guide the team throughout the project delivery and
formalizing the project plan, resource plan, budget plan, quality plan, acceptance plan and
communications plan. This phase also involves setting up of the delivery team.

Post planning, the actual design phase starts wherein the team prepares the Design document and Test
scripts. Occasionally, a small prototype (POC) of the final product is also built and tested. Testing is
generally performed by a combination of testers and end users, and normally occurs after the solution is
built or concurrently. Controls are kept in place in order to ensure that the final product meets the
specifications of the project charter. The results of the design stage include a detailed design document
that:

. Satisfies the project sponsor, end user, and business requirements
. Functions as it was intended

. Meets the acceptance criteria

. Meets the Organization / client defined quality standards

. Can be produced within time and budget constraints

4, Project Execution

Based on detailed project plan definition, project execution phase begins that involves constructing and
tracking the deliverables. This phase involves coordination of people, resources and processes to build
deliverables. Guidelines / templates / forms / processes as given by HCL’s Organizational Management
System (OMS) are extensively used in performing implementation reviews and other Quality Assurance
activities.

PM Smart, one of the proprietary tools, is used to track all the activities of the project. To define
processes at every stage, HCL uses ETVX (Entry Criteria, Task, Verification & Validation, and Exit
Criteria) paradigm. This provides the precise entry and exit gate to each of the process step and also
defines various tasks and corresponding responsibilities unambiguously.

5. Project Monitoring & Controlling

This phase involves monitoring of project activities against the defined project management plan and
identifying the potential problems. Project performance is monitored and measured regularly to identify
and control variances from plan. The corrective actions are taken whenever necessary to control the
execution. Monitoring and controlling involves the measurements and controlling the project delivery,
scope, costs, quality, risks, suppliers, customers, communication and issues.

This phase also involves the scope control process. Only changes approved by Change Management
process, as defined in HCL OMS, are incorporated. Internal audits and quality reviews are done at a pre-
defined frequency and adjustments to the Project Management plan are made by repeating the
appropriate Project planning processes.

6. Project Closing and Maintenance

Closure involves winding-down the project by various closure activities that include handing over the final
deliverables to the customer, releasing resources; contract closeout process is initiated which involves
completion and settlement of the contract, including resolution on any open items.
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As part of the Closure process, final evaluation is undertaken; team works on compiling lessons learned
for use in planning future projects and processes. All Best practices and lessons learnt are updated in
HCL's Knowledge Management repository (KROSS) for further reference.

Maintenance (wherever applicable) is an ongoing process, and will include:
. Continuing support of end users
. Correction of errors

[ Feature enhancements

7. Project Management Tools

Below are the some of the HCL tools used by delivery teams for managing projects at various
operational stages:

1. PM Smart

HCL is using the PM Smart for project management. It is a web based integrated platform for Software
Lifecycle Management. It enables the organization to effectively execute the outsourced projects,
Collaborate effectively with customers and stakeholders to ensure timely, quality deliverables and
Automate and Execute Best Practices Methodologies for Service Delivery. It helps projects capture and
track requirements, issues, risks and defects; let the project managers create Work breakdown structure,
allocate resources, assign tasks, track cost and schedule; help in team collaboration, resource
management and project reporting.

Given below are sample screen shots from a live PM Smart console:

¢ | hitp:/fpmsmart. hclt.corp.hclin - Standard Issue List - Microsoft Internet Explorer,

T
Community  Skyvorks—
Muns

Mohammad Anas  08-Aug-2007 Create » Show - Settings » Reports »  Help - EE | @Blogout
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#§ oeshioend QA8 ¢ B/ DB B8

Project Home -

Program = ﬂ’%@z Filter | B Table View ‘ 8 Sorting ‘ Advanced Filter |

g Process Framewor .;d all o v‘ Status ]AH Open v

[f] Team Members s Sk =

Tasks b

Change Management -

S

Change Requests

l@ B_EAI_Supply_Walidate_Map_004 Category B 04-Aug-2006 10:50:13
Defects
Risk 12311 B_EAI_Charterted_3A4_005 Categaory B 11-Aug-2006 16:02:31
isks

Action ITterms l@ 15519 B_EAI_Panasonic_3b2_008 Category B 22-Sep-2006 17:30:43
m Service Management * ll_‘_,l 13528 B_EAI_Amkor_3a4_011 Category B Ob-Sep-2006 09:33:26
& Docurnent Managerent ™ || 0 1ss40 B EAI Amkor 384 Confir 012  Category B 20-Sep-2006 13:02:29
o Callaboration v W 15571 B_EAI Visibility_Madule_015 Category B 01-Jan-2007 16:10:15

Tests Al
w Wl 133108 B_EAI_Amkor_3B20B_016 Categary B 28-Mar-2007 13:01:07
&2 Timesheet Settings >
o lm 55136 B_EAI_IMS_SAPxI_017 Category B Z6-May-Z007 11:16:28
Master List
@ Al SEAkE - lm 55143 B LN _ECR_47 Category B 31-May-2007 15:36:20
uﬂ Reports * ll_‘_,l IS5164 Z_EAI_019_PS Category Z 04-Jul-2007 10050:04
Review Flan & = 2 ﬂ
] Reusable componenet e —— . : Eom —
’ Result Pages: 1 5 B0 v

()
g
-

& Internet

PM Smart Home Page
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= 1 http://pmsmart. hclt.corp. hcl.in - Digite Portal - Microsoft Internet Explorer
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The following figure shows the screenshot for KROSS:
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Features

Accessible through HCL’s Corporate Intranet
Login linked to employee SAP id

Workflow based implementation

Scalable — Altering K base, users

Complete document management

Discussion rooms

Integrated advanced search engine

Feedback Option

User friendly and customizable GUI

Version control and audit trail with all objects
Document security — BS 7799 standard
E-mail notification integrated with workflow

—~
QD
~—~

(b)
(c) Base Modules of the KM System

o Document Management — Knowledge Base (Accessible to all), Customer Data (Accessible to
Managers & above), Project Data (Accessible to Managers & above), FAQ (Accessible to all), Sales
& Marketing data (Accessible to Sales & Marketing teams), Opportunity data (Accessible to
Managers & above)

o Discussion Module — Discussion Forum & access to Subject Matter Experts (Accessible to all
users). Helps in generating focused knowledge

o Helpdesk — feedback management, Issue resolution, suggestions

(a)

(b) Advantages of using KROSS:

e Improving Delivery Management
o Developer experiences
0 Awareness of failure modes, best practices
0 Access to Experts
¢ Ideas & Alternatives for
0 Scope definition
Estimation
Architecture & Design
Management & Communication strategies
Solutions & similar requirements
Mining new opportunities

O O0OO0OO0O0

3. Defect Management System

Defect Management System has been developed to review and manage defects in projects. The system
comprises of 2 modules:

. PVCS is a defect-tracking tool, which enables to log the defect, provide review and rework details &
track it to closure.
o Defect classification, Trend and Causal analysis
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4. Orion (ODC Relationship information Online)

Orion (ODC Relationship Info Online), as the name suggests, it helps ODC manager in managing day-to-
day operations in an Offshore Development Centre, besides meeting key objectives as mentioned below.
ODC Operational Efficiency Improvement

ODC Business Generation

Application Knowledge Gathering Templates/ Checklists

Demonstration to ODC Customer/ New Prospect

Single point Document Repository for all ODC related documents

ODC console catering to Defect, Manpower, Business and Training Analysis/ Trend

Interfaces to live data from PVCS/ DIS, HRIS, and view functionality to SAP information (frequency
based download)

5. Broad Vu — CxO Dashboard

BroadVu is online dashboard developed to provide on line view of ODC at various levels of the customer
organization as well as outsourcing partner organizations. It addresses the problems of geographically
distributed projects, and highly outsourcing oriented scenarios, with ODC management issues and
escalations. It provides various analyses on meaningful project indicators, Key Performance Indicators
(KPIs) for various stakeholders like Top Management, Program Managers, Project Managers, and
Offshore Development Centre (ODC) Managers.

CxOs define the Performance Indicators for the outsourcing assignments and track the progress to ensure that
organization’s investments in IT are delivering measurable business and technology results. CxO Dashboard
provides flexibility in defining the KPIs and creates views as per CxO’s need to manage and present the
information.

8. Professional Certification:

60% of the Project Management Workforce at HCL is certified Project Management Professional (PMP)
which is a globally recognized certification in project management. It is managed by the Project
Management Institute and is based on the PMP Examination Specification published by PMI in 2005.
The Organization mandate is to achieve 90% PMP coverage at the Project Manager’'s level by end of
2007.

9. Proposed Software Development Lifecycle for VITA ECM Implementation:

HCL will follow a formal process of software development which will aid in optimizing and reducing the
overall development time and thereby result in a lower total cost of ownership, besides allowing us to
clearly define VITA expectations early on in the project. HCL proposes to follow the V-model for software
development that is aided by guidelines laid by Project Management Office and HCL’s Organizational
Management System (OMS). The following figure shows the V-model for software development:
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| PROJECT MANAGEMENT OFFICE D

ORGANIZATIONAL MANAGEMENT SYSTEM (QUALITY CONTROL) D

HCL's Software Development V-Model

Following phases will be included as part of this model:

Initiation and Study (Opportunity Evaluation & Requirements Gathering)
Design (High Level & Low Level Design) and Test plan / case preparation
Coding (Construction)

Test execution Process (Unit, System, Integration & Performance)
Release (User Acceptance) and monitoring

Maintenance (Support & Retirement)

ogarwnNpE
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Given below is a task summary for each phase:

Phase

Initiation and
Study

Tasks

Requirement
Analysis

Description

The objective of the
Requirements Analysis is to
identify and document the user
requirements for a proposed
system. The process involves
the analyst(s) who
communicates with
knowledgeable user(s) to
understand what the
requirements are. Existing
systems if any are reviewed
and considered at this stage.
The deliverable for this task is
System Requirements
Specification (SRS) document.
The final SRS is verified and
base-lined. A traceability
Matrix is also prepared as part
of this phase and this matrix is
updated throughout the project
lifecycle to ensure all required
features are included and
reviewed before delivery.

Supporting Tools

Sample template for
System  Requirements
Specification (SRS)
document

Refer to HCL_VITA
Appendix F.doc in
HCL_VITA Appendices
folder

Estimation

The task includes the use of
various software estimation
tools to estimate the size and
effort of the project to be
developed in order to
subsequently derive estimates
of cost, effort and schedule.
The estimation tool used
depends on the technology
being used. For FileNet
customization / solution
implementation projects, our
estimate is based on Function
Point analysis. The Estimation
sheet is approved by the
central Estimation Council of
HCL.

Sample template for

Estimation Sheet

Refer to HCL_VITA
Appendix G.xls in
HCL_VITA Appendices
folder
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Description

Supporting Tools

Design

High Level

Design

The designers determine
methods to implement
Functional and Non functional
Requirements mentioned in
the SRS. The design defines
specifically how the software is
to be written including an
object model with properties
and methods for each object
and a detailed database
design.

The functional definition of the
system and the associated
standards should be
presented in the document.
High Level Design is base-
lined and a sign-off is obtained
before proceeding with the
Low Level design phase.

Sample template for
High Level Design (HLD)
document

Refer to HCL_VITA
Appendix  H.doc in
HCL_VITA Appendices
folder

Low Level
Design

Objective of this stage is to
prepare an implementation
specific Detailed Design
description of all the functional
units of the system, their
interfaces, algorithms and
internal structure to match the
design in the relevant High
Level Design (HLD). The final
Low Level Design is verified
and base-lined.

Sample template for Low
Level Design (LLD)
document

Refer to HCL_VITA
Appendix I.doc in
HCL_VITA Appendices
folder

Test Plans

The objective of this phase is
to prepare test plans and test
cases to be followed during
various phases of the life
cycle. Test cases are prepared
for Unit, System and
Integration testing.

Sample template for
Test Plans and Test
Cases

Refer to HCL_VITA
Appendix J.doc in
HCL_VITA Appendices
folder

Coding

Coding

The  development phase
involves the actual coding of
the entire application. This is
the most resource-intensive
phase.

All Objects of the source code
are named, versioned and
carry a history log, which has

Sample template for
Coding Standards;

Refer to HCL_VITA
Appendix  K.doc in
HCL_VITA Appendices
folder
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Description

Supporting Tools

details of name, date, time and
reason for each change. This
allows our source code to be
instantly  Identifiable  and
traceable, which is an
important aspect of our 1SO
9001:2000 implementations.

Testing Unit Testing | The complete application is
checked against each
System Funqtional and qu_l-fun_ctional
Testing requirement specm_ed in the
SRS. This is done first by our
Testers and then verified by
Integration the customer.
Testing
Release Delivery and | The deployment phase is a roll | Final Inspection Report
Setup out of the new application (or | (FIR)
components of the new
Acceptance application). This involves Refer to HCL_VITA
delivery of the software and : :
walk-through of the installation Appendix L.doc N
. HCL_VITA Appendices
process. It may also involve folder
initial training of users.
Based on the pre-defined
acceptance criteria, the Client
may conduct the acceptance
test during this phase.
Maintenance | Support & | The maintenance phase of the
Retirement | project is the last component

and it continues as long as a
support contract is in place.
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Proposed Delivery Team Structure

The following figure shows the proposed delivery team structure:

sl S SR S HCL Program Manager Hﬂ;r%ua“w
oer
Management f
P ST Account Manager
: |
n
i
YITAProect [======== 1 HCL Project
TGl ] Manager
e e et e e e e e e e e o e B e e |
: [ :
WITA Team HCLE';P}JFJC?:J“'D” HCL Praject Quality
Analyst &
Configuration
D e e Loedroller
i H
i HCL FileMet :
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i |
HCL Tiechnical HCL FileMet HEL
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HCL Responsibility Matrix

# | Role Responsibilities
1 Senior Manager/ | * Provide all resources to the project team throughout the project life cycle.
Program Manager ] Resolve all escalations/issues for the project.
= Primarily responsible for timely execution of HCL responsibilities with the
desired level of quality
= Project planning, scheduling, tracking and monitoring.
= Analysis and Effort Estimation.
2 | Project Manager = Coordination between VITA and HCL team
= Project Progress & Status Reporting
= Change and problem report generation.
= Delivery of work products
= Project Performance metrics collection and analysis
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Role

Responsibilities

= Analyze the overall requirements of the client and arrive at alternative solutions
to satisfy the requirements.

Study all the alternative solutions possible and select the most appropriate
strategy.

= Architect the initial broad-level solution including the infrastructure, platform,
. . technology, and development methodology.
Solutions Architect . . .
= Obtain the concurrence of all the stakeholders on the solution and define the
vision and roadmap for the project execution.
= Collect, collate and analyze the low-level business requirements of the client.
Actively participate and oversee the Analysis and Design phases of the project.
= Walkthrough the stakeholders on the artifacts generated and obtain the signoff
for implementation.
= Participate in the following life cycle activities and associated deliverables:
o High-level & low-level design
0 Test Plan and test case preparation
0 Code Construction
. 0 Unit Testing
FileNet Developers i
0 Peer reviews
0 System testing
o Defect fixing
. Change / Configuration
= Quality / Testing
Project Quality . Facilitate in project management review.
Analyst / cclm Review of various Deliverables.
(Configuration . Review of Project Documents and Work products
Controller) . -
= Version Control and SCM activities
= Test case design
= Black box testing
. = Regression testing
FileNet Tester .
] System testing
. Component testing
= Performance testing
= Writing User manuals
. i . Technical documentation
Technical Writer .
= Installation manual
= Implementation guide
= Developing and conducting classroom and web based training
Trainer = User training
= System administration training
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VITA Responsibilities

# | Role Responsibilities
1 | VITA Senior | All Financial & Administrative issues and resolution of any project related
Management issues / escalations
Single point contact for
= Clarifications and feedback on Project functional/technical Issues
) . Providing Subject Matter Experts on a need basis
2 | VITA Project | , Timely acceptance of HCL deliveries
Manager
= Project Coordination and Monitoring
= Resolution of project escalations (if any) from HCL Project Manager

Project Communication

Communication is one of the most crucial aspects in the success of any process during the life cycle of a
project. The ability to quickly establish a smooth line of communication between the teams on either side
plays a critical role in the success of the project delivery to ensure complete customer satisfaction.

HCL understands that VITA requires a formal project communication approach due to the overall
importance of the project with respect to the change in business practices and its overall value in
attracting new distribution sources. HCL proposes to use the following approach in establishing
communication with VITA:

>

>

Level of Communication

Operational Level, Project Management Level and Senior Management Level.

Reviews

[ )

[ )

[ ]
Commu

[ ]

Periodic Technical reviews

Periodic Project Planning/progress review
Periodic business aspects review

nication channels

E-mails, Telephones, Fax etc.

Weekly / Bi weekly Audio conferencing

Status reporting

HCL - VITA Team Meetings

Status report will be sent to VITA at pre-decided frequency (generally, this frequency is weekly). The
report will cover the completion of work, work in progress, work planned till the next report, issues etc.
This can be followed by a weekly call.

Feedback from VITA

HCL will circulate its formal Customer Feedback Form to VITA for obtaining feedback on the quality
of the deliverables and overall performance.

Problem resolution process

HCL Project Manager will be the owner of this process.
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HCL Project Manager will use the cyclic process of lIdentification-Documentation-Escalation for
effective management of the issue.
Problems will be sent to VITA on-a-need basis for any clarification
Problem escalation process — the following problems will be escalated to VITA:
o0 Those, which have a direct impact on the commercial aspects.
0 Problems associated with the quality of deliverables.
0 Problems which affect schedule.

o Other unresolved Issues.

Given below is an indicative matrix that describes the mode, frequency, and participants required for the
proposed meetings.

Mode Frequency Participants  Meeting Purpose
Email / VITA Project
Team Manager,
Meetings / | Weekly / HCL Project | Technical information, clarification, progress of
Tele Daily Manager and | project and other day-to-day activities.
conferenc Team Leader
e Team
Email Project Monthly Perfor_mance Repo_rf[, daily performance,
planned or anticipated activities and changes that
Tele management :
Monthly might adversely affect performance, and
conferenc level of VITA : : )
otherwise to address, review and discuss matters
e and HCL "
specific to VITA
Email / VITA Project
Tele Manager and | Project Technical Review, Project Management
Monthly : )
conferenc HCL Project | Review
e Manager
Sr. Review the reports for the quarter, review HCL's
Onsite/ Management | overall performance under the Agreement, review
tah Quatrterly (team to be | progress on the resolution of issues, provide a
Offshore decided at a | strategic outlook for VITA's IT requirements, and
later stage) discuss other matters as appropriate

*The frequency given above depicts the periodicity of communication. However, this will be
agreed upon between HCL and VITA will be done based on both parties acceptance.

Defect Classification & SLA

mutually

VITA and HCL will work together to classify various defects and arrive at suitable Service Level Agreements
(SLA), which will be documented in Project Management Plan.

Typically with some of our existing clients we have Defects classified as given below:

Type

Description

Critical

Leads to failure or abnormal termination of the system and has direct
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(a)

impact on business deliverables

Major Leads to loss of functionality without any workaround. Because of
this defect, user is not able to perform the function correctly.

Minor Leads to loss of functionality with simple workaround. User is able
to perform the function.

Trivial Cosmetic or presentation errors. No loss of functionality
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(b) To arrive at SLA definition & it's monitoring, HCL would like to propose the process shown below:

SLAs are jointly defined by VITA & HCL
in the PMP

v

Identify Metrices to monitor the SLAs

v

Implement the Plan & Monitor the
metrices

NO

SLAs
achieved

P| Perform Root Cause Analysis

v

Prepare Improvement Action Plan

v

Implement the Action Plan

Periodic revision of the SLAs to set
standards, in consultation with the client

Continuous Improvement >

(©

Risk Management

The objectives of software risk management are to identify, address, and mitigate/eliminate software risk items
before they become threats to success or major sources of rework. Risk involves the likelihood that an undesirable
event will occur, and the severity of the consequences of the event, should it occur. Risk management in HCL aims
to:

o |dentify potential problems and deal with them when it is easier and cheaper to do so - before they are problems
and before a crisis exists.

o Focus on the project’s objective and consciously look for things that may affect quality throughout the
production process.

e Allow the early identification of potential problems (the proactive approach) and provide input into
management decisions regarding resource allocation.

o Involve personnel at all levels of the project; focus their attention on a shared product vision, and provide a
mechanism for achieving it.

e Increase the chances of project success.
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To institutionalize the risk management process in the organization, it is made a part of regularly scheduled
periodic project monitoring and control activities. The paradigm shown in the figure below illustrates the set of
continuous risk management functions throughout the life cycle of a project. Risks are usually tracked in parallel
while new risks are identified and analyzed, and the mitigation plan for one risk may yield another risk. The
following diagram explains the risk management:

Measurements o
all Xs that impac
the desired
outcome ¥

-

RISK
MANAGEMENT

RISK
ASSESSMENT

RISK

Re-evaluate MITIGATION

the Risks Assess the

Risk Risks
Management

- _ Cycle
Implement Risk
Management

Actions

Develop Risk
Management
Plan

‘ Risk Assessment
‘ Risk Mitigation

Each risk is indexed (assigned a number based on probability & impact). These indexed risks are monitored
throughout and mitigation plans are worked out once it reaches a threshold.

Risk Impact Probabilit Mitigation
y
Significant Schedule, cost, Low Close monitoring by HCL of schedule
deviations lack of slippage, to identify the causes.
from the plan | understanding Joint reviews by VITA and HCL at
dueto between the two regular intervals as per the decided
changes in parties. plan.
requirements
Unavailability | Schedule and Low VITA and HCL to ensure timely
of SMEs as quality of availability of SMEs or suitable
per the project | deliverables alternates.
plan
Scope creep Schedule of Medium Scope will be clearly articulated and
deliverables documented at the end of requirement

analysis phase.

Change request management plan will
be defined and agreed upon by VITA
and HCL during project planning

phase.
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Risk Impact Probabilit Mitigation
y

Above list is indicative in nature and will be updated throughout the project lifecycle.

Please note, for each of the identified Risks, HCL, in consultation with VITA, will arrive at an “Impact” and a
“Probability” value. Based on the Impact*Probability value, the rank for each of the risks will be decided. Risks
will then be monitored regularly.

10. BASE 28: Describe your relevant experience, capabilities and approach to project
management.
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience As one of the leading system integration vendors,

HCL has executed thousands of projects
successfully with complete program and project
management ownership through its vast pool of
2000+ PMI certified and experienced project
managers.

Within ECM space HCL has executed over 250
medium to large size projects successfully with
over 300 years of program and project
management experience.

3 | Description of Approach Please refer to our response under Section 2.8
DEQ Case Study Project Management.

Our approach covers:

Project management methodology
Tools

Certifications

Communication management
Risk management etc.

4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA
DEQ)

11. BASE 29: Can you provide the necessary services for the required user training? Please
submit a sample of similar training material your firm has created.

| # | Response Parameter Details
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1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has provided training services on number of
our development projects including State of
Nevada, Pasco County, State of Washington to
name a few.
HCL has also developed its own FileNet based
framework “eTrain”, for simulation of developed
systems for training purpose.
3 | Description of Approach
HCL recognizes that the VITA ECM System will
not be fully effective in responding to the needs of
its users if the training component of the equation
is neglected. We have therefore included a
comprehensive training program in our project
schedule.
HCL will categorize the VITA training program
according to the training recipients. To cover the
entire training spectrum for this project, HCL
offers the
following training
services:
Acceptance Training
S e
e User Training
e Acceptance T
Training Bervices
e Technical Technical Training Hagg;tli?:tjsing
and Services
AdmInIStratlo Train-the-Trainer
n Training Services
e Train-the-
Trainer
Services
We have planned our training program by taking
into consideration:
e Criterion Referenced
e Training Modalities
e Training Evaluation
e Training Methodology
4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs.

DEQ)
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12. BASE 30: Can you provide the necessary services for the required system administrator
training? Please submit a sample of similar training material your firm has created.

Yes, we can provide the required system administration training. We have been imparting similar training

in all our projects for the smooth functioning post implementation.

# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has provided training services including

system administrator trainings for number of our
customers including State of Nevada, Pasco
County, State of Washington to name a few.

3 | Description of Approach We at HCL give special care for System
Administrator Training.

Our team will supervises a Simulation from DEQ
team, so that the all the modalities from the
administrator point can be described to him in
detail.

A detailed Administrator manual is also provided
to the DEQ for the better understanding of all the
components and their respective functions. This
manual also contains a complete Do’s & Don't for
the smooth functioning of the entire application.

A sample Administrator manual has been
provided in the appendix.

4 | Assumptions (if any) NA

5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
13. BASE 31: Can you provide the necessary services for the required security officer training?
Please submit a sample of similar training material your firm has created.
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has provided information security training
services for numerous project teams on need
basis.
3 | Description of Approach HCL provides Security awareness training to all
the members on the project at the time of project
kick off.
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Periodic customized security awareness trainings
are also conducted based on customer’s specific
requirements.

Same can be extended to identified Security
Officers of VITA.

Effectiveness of security awareness among all
members is measured through quizzes, feedback
and Audits.

Topics that are covered in the training include
below —

e Information Security group, their role and
responsibilities

e What is information; Need for Security;
Security Principles (Confidentiality, Integrity &
Availability); Information Security Risks

e Intellectual Property Rights

e Role of members
0 Computer Resources/ Software/ Internet/

company email usage

Protecting Passwords

Distribution of inappropriate material

Antivirus protection

Backups

Classifying data; disposing classified data;

data handling and disposal; assets,

labeling and threats

o Physical Security (Tailgating; Escorting
visitors)

0 Clear desk and clear screen

0 Social Engineering

0 Incident Reporting
e Disaster Recovery and Business

Continuity
e Role of manager; HR policy on
Disciplinary action

O O0OO0OO0O0

4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA

DEQ)
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. DEQ Case Study Post Award Deliverables

1. BASE 32: Can you provide the required project schedule?

Yes HCL will provide detailed project schedule based on milestones and deliverables.

HCL proposes to implement the entire ECM solution as desired by VITA in five phases for implementing
the entire ECM solution.

Phase 1 Implementation Plan
This will include following activities:

Business Process Management

Document Capture and integration with CEDS

Content Indexing Schema (Classification Schema and Enterprise taxonomy)
Records Management and Email Retention

Enterprise Reporting COLD Reports
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I Task Mame Curation ofart Finish  |Predecessors 0
ﬂ B

1 VITA ECM Implementation M days?  Fri8307  Frid2noe

2 Phaze 1 Implementation 92 days? Fri 83407  Mon 1240407

3 FileHet ECM Installation 0days Mon 9307 Fri 92807

4 E ECM Environment Set Up days Mon9G07 Frigzeny

5 Phase 1 Requirement Analysis 14days  Mon 93407 Thu 32007

B E Buziness Process Analysis Sdays Maon 907 Friammy

7 E Fecords Management Requirement Gathering ddays Mon9G07 Ved 9507

] Cortent Classification Schema &nalysis ddays Thu9BO7  Mon9nooy ¥

q CEDS-Azcent Capture Integration Analysiz 2days Tue 9MOT Wed 9n207 8
10 Erterprize Reporting Requirement Analysis 2days ThuSA307T Frignany g
il System Requirements Specifications Review & Update ddays Mon9ATOT Thu 852007 10
12 System Requirements Release for Approval Odays  Thu 92007 Thu 32007 1
13 Back File Conversion 1 day? Fri 8307 Fri 8307

14 Back File Conversion Design 1 day? Fri 36307 Fri 8i3n07

15 Phase 1 System Design 9days  Fri907 Wed 104707

16 Workflow Design ddays Fr92107 Wied 372607 12
17 Fecords Management Design ddays Fr92107 Wied 372607 12
18 Classification Schema Design ddays Thu 9707 Tue 100207 16
19 CEDS-Azcent Capture Integration Design ddays Wied 100307 Mon 100407 18
20 Enterprise Reports Design ddays Tue 10807 Fri10A2407 19
il System Design Document Review & Update ddays Mon 10A507 | Wed 101707 20
2 System Design Document Release for Approval Odays Wed 104707 | Wed 101707 21
ki Phase 1 Build and Unit Testing 25 days  Thu 104807 Wed 11:21:07

4 Basic Inteqgrated Application Development 15days | Thu10A807 ) Wed 1707 22
2 Basic Integrated Application Unit Testing 10cdays | Thu t1E0O7 | Wed 112107 24
2 Phase 1 System Integration Testing A0 days Thu 12247 Wed 125107

N System Integration Testing 10cays | Thu 12207 Wed 12607 25
28 Bug fixing and Testing Suppart 10days | Thu 112207 Wed 12607 25
A Phase 1 Deployment Jdays | Thu12%47  Mon 124007

a0 Application Release ddaye Thu126807 ) Mond20007 27
kil Deployment Verification 2days | Thud26A7 Fri12707 28
32 Phaze 2 Implementation 79 days Mon 124007 Thu 3:27/08

o4 Phaze 3 Implementation B0 days Thu 32708 Wed 716/08

75 Phaze 4 Implementation Mdays Thu7A708  Thu10:23/08
100 Phaze 5 Implementation 111 days  Fri1024/08 Fri 32709

Phase 2 Implementation Plan
This will include following activities
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e Air Workflows to be automated

e Solution implementation across all regional and satellite offices

e Process Reports configuration

[ Task Name Duration Stant Finish  |Predecessors
a

1 VITA ECM Implementation 43 days? Fri 8307 Fri 32708

2 Phase 1 Implementation 92 days? Fri §307 Mon 1240407

32 Phase 2 Implementation T9days Mon124007 Thu 32708

33 Phase 2 Requirement Analysis 14days Mon 124007 Thu 122707

k1 Buziness Process Analysis Sdays Won120007  Fri124407 31
3 Cortert & Records Management Requirements Analysis Jdays | MonA2HTO7 Wed 124307 34
36 Enterprise Reparting Requirement Analysis Jdays Thut2R2007 Mon 1202407 35
i System Requirements Specifications Update Jdavs Tue120807 Thu 1202707 36
38 System Requirements Release for Approval Odays Thut22707 Thu 122707 37
Kk Phase 2 System Design 19days  Fri122807 Wed 123108

40 Wirkflovy Design ddays Fri122807 Wed 10208 38
# Wihzphere Portlets Design for Step Processors Tdays  Thutf305  Fri1s108 40
42 Wihaphere Portlet Design for Content & Records Manageme Sdays MoniA408  Fri1A803 41
43 Process Analytics Reports Design Jdays Mon 12108 Wed /2308 42
44 Phase 2 Build & Unit testing J0days Thu12408 Wed 3508

45 Wihzphere Portlets Construction for Step Processors 15days Thu 12408 Wed 21308 43
46 Wihzphere Portlet Construction for Cortent & Records Mane Wdays Thu2M408  Wed 20708 45
47 Process Anabytics Configurations Scays Thu2/2808  Wed 3508 46
45 Phase 2 System Integration Testing 16days ~ Thu 3608 Thu 32708

43 Syztem Integration Testing 16days Thu3B0s  Thu 32708 47
a0 Bug Fixes & testing Supoprt Wdays  Thu3BO3  Wed 31908 47
5 Phase 2 Deployment Sdays  Thu32008 Wed 32608

a2 Application Rallout Jdays ThudR005  Mon 362408 50
a3 Deployment Verification Zdays TuedRalS Wyed 32805 52
54 Phase 3 Implementation 80days  Thu 2708 Wed 71608

75 Phase 4 Implementation Mdays  Thu7A708 Thu 102308
100 Phase 5 Implementation 111days  Fri102408  Fri 322709

Phase 3 Implementation Plan
This will include:

o Petroleum and tank process automation
e Process Reporting
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(i Task Name Duration Start Finish ~ |Predecessars 0

1 VITA ECM Implementation M days?  Fri3O7  Fri3eing

2 Phase 1 Implementation 92 days? Fri 8307 Mon 124007

32 Phase 2 Implementation T9days Mon12M007  Thu 327108

54 Phase 3 Implementation 80 days  Thu 32708 Wed 716108

22 Phase 3 Requirement Analysis 15days  Thu 32708 Wed 416108

a6 Petroleumi Tank Requirement Analysiz Tdays  Thu 327 Frid/ailG 53
57 Public Azcess Requirement Analysia ddays | MondFE  ThudA00E 56
58 System Reuirement Specifications Review & Update doays  FridM108) Wed 41808 57
2 System Requirements Specifications Release for Ap) Odays Wed 41608 Wed 416108 58
&0 Phase 3 System Design 17 days | Thu 44708 Fri 5/9/08

£1 Petroleum Process Design Tdays Thudi7ms  Fridi2sing 59
g2 Petroleum Process Portets Design Boays  Mon 42808 Mon 3508 61
f3 System Design Document Review & Updste ddays Tue SB08 Fris/ilg 62
£4 System Design Document Release for Approval 0 days Fri 59108 Fri 59708 63
g5 Phase 3 Build & Unit Testing 33 daye | Mon5M208 Wed B/25/08

BR Petroleum Partlets Development 2days Mon5SM208  Wed 61108 B4
&7 Petraleum Process Development 10ckays| ThuBr208 Wed 62305 66
B8 Unit Tested Code Drop Odays Wed 62508 Wed 625108 67
£9 Phase 3 System Integration Testing 10days Thub62608 Wed 79108

7 System Testing 10days  ThuB26M08  Wed 79008 B8
il Bug fixing and Testing Susnar 10ckays| ThuBREDE  Wed 7905 63
72 Phase 3 Deployment Sdays Thu7M008 Wed 716108

73 Apnlication Rallout Jdavs Thu7HOOS  Mon 71408 69
74 Deployment Yerification 2ddays Tue THSDE Wed THENDE 73
73 Phase 4 Implementation Tdays Thu7M708 Thu 102308
100 Phase 5 Implementation MM days  Fri102408  Fri 32709

Phase 4 Implementation Plan
This will include:

eForms Installation

eForms design and integration with workflow
GIS integration

COLD reports integration with EDMR
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¥ Task Mame Duration Start Finizh Predecessors
1]

1 VITA ECM Implementation 431 days? Fri 8307 Fri 321109

2 Phase 1 Implementation 92 days? Fri 83407  Mon 124007

32 Phase 2 Implementation 79 days Mon 121007 | Thu 3:27/08

54 Phase 3 Implementation 80 days Thu32708 Wed 716:08

73 Phase 4 Implementation Tl days | Thu7A708 Thu10/23/08

76 Phase 4 Requirement Analysis 15days  Thu7A708 Wed3/56/08

" eForms Reguirement Analysis ddays ThuTATOE  Tue 72208 74
78 (IS Integration Requirement Snalysis 2days Wed 72308 Thu7i408 77
73 COLD Reports Requiremert Analysis Jdays  FHiTR2A08 Tue 72908 V8
80 eForms Workflow Integration Reguirement Analysis Jdavs ) Wed 73008 Frigniog 79
81 System Requirement Specifications Reviev & Update Jdays MonBM0E Wed 808 80
82 System Requirements Specifications Release for Ap| Odays  Wed8%08 Wed3%508 ¥
83 Phase 4 System Design 19days | Thu&708%  Tue 972108

o4 eForms Design Gdays  ThuBFls  Thudh4la 82
85 G2 Integration Design Bdays  FriBA&0E  Frid2208 84
86 COLD Reports Design ddays Mon 82508 Thu8f28M08 83
a7 System Design Document Review & Updste Jdays FriGR905 Tue 9205 26
85 System Design Document Release for Approval Odays  Tue 9208 Tue97208 &7
& Phase 4 Build & Unit Testing 22days Wed 9308 Thu 10208

90 eFarms Construction Tdays  Wed 3508 Thu9M108 87
N gForms Integration with Business Process Goays  FriQA208  Frignens 20
92 G2 Intertace Development Sdayz Mon 32208 Thu10/208 91
e Unit Tested Code Drop Odays Thu10:208 | Thu 10/2/08 92
94 Phase 4 System Integration Testing 10days  Fri10/308 Thu1016:08

35 System Testing 0days  Frit0E08 Thu 1041608 93
96 Bug Fixes and Testing Support 10days Frit0E08 Thu10A16108 93
eH Phase 4 Deployment Sdays  Fri 104708 | Thu 1072308

98 Application Rollout Jdays Frif0MTOE| Tue10/2108 96
93 Deployment Verification 2days Wed 102208 Thu 102308 98
100 Phase 5 Implementation 111 days | Fri10/2408 |  Fri 32709

Phase 5 Implementation

This will incorporate the following:

Indexing schema validation & redeployment
CEDS integration with Ascent Capture

Records Management (Fileplan, disposition schedule, event triggers)
COLD reports integration with EDMR

Workflow implementation
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(] Task Name Duration Start Finish Predecessors
i)

1 VITA ECM Implementation 43 days? Fri§307  Fri 32709

2 Phase 1 Implementation 92 days? Fri 8307 Mon 1240107

32 Phase 2 Implementation T9dayz Mon 124007 Thu 32708

54 Phase 3 Implementation 80 days Thu3i2708 Wed 716108

72 Phase 4 Implementation Mdays  Thu 74708 Thu 1023108
100 Phase 5 Implementation Mdays  Fri102408  Fri 327709
101 Phase 5 Requirement Analysis Mdays  Fri102408  Fri11:21/08
102 Water Hazardous Indexing Schema Analysis ddays | Fri102408 Wed 10/2905 99
103 CEDS Ascent Capture Integration Analaysis Jdays | Thu10/20M%  Mon11/305 102
104 COLD Reparts Requirement Analysis ddays Tue 11403 Fri11/7m0a 103
108 Fecords Management Reguirement Analysis ddays | Mon T1A0M0E Thu 114308 104
106 Water and Solid wastes workflow Analysis Jdays FritiH408 Tue 114808 105
107 System Requirement Specifications Review & Update Jdays | Wed 11TA90E Fri112108 108
108 System Requirements Specifications Release for Ap) Odays Fri11/2408  Fri11:2408 107
109 Phase 5 System Design 27 dayz Mon 112408 Tue 12430/08
10 Warkflow Design Tdays | Mon 112408 Tue 120208 108
m Wighsphere Portlets Design Toays | Wed12/305 Thu121105 110
12 Fecords Manager FiePlan and Dispostion Schedules Design Sdays ) Fri12M205  Thu12M808 111
13 COLD Reparts Design Sdays | Fri1219M8 Thu122508 112
114 System Design Documert Review & Update Jdays  Fri12026008  Tue12/30M8 113
13 System Design Document Release for Approval Odays Tue1230/08 Tue123008 114
116 Phase 5 Build & Unit Testing 28 days Wed 123108 Fri 2/6/09
"7 Wighaphera Portlets Construction 10days | Wed 1273108 Tue1/309 115
18 Records Management Configurations Gdays Wed1M409  Frit/2309 17
14 COLD Reparts Developmert 10days | Mon 172609 Fri 2/603 118
120 Unit Tested Code Drop 0 days Fri 2609 Fri 25609 119
121 Phase 5 System Integration Testing 10days  Mon 2909  Fri 22009
122 System Testing 10days . Mon2809  Fri2f2009 120
123 Bug Fixes and Testing Suppart 10days  Mon 2809 Fri 22003 120
124 User Acceptance Testing 15days  Mon 22309  Fri3M309
125 Uzer Acceptance Testing 1adays | Mon 272304 FriZiama 123
126 Bug Fixes and UAT Support 15days Mon22309  Fri3#309 123
127 Phasge 5 Deployment 10days  Mon 34609  Fri 32709
128 Application Rollout Sdays Mon3MEID3 Fri 32009 126
129 Deployment Yerification Sdays Mon 32309 Fri3i27ma 128

2. BASE 33: Can you provide the required infrastructure requirements?

Yes HCL will provide required infrastructure requirements and this will be finalized during the requirement
analysis phase.

3. BASE 34: Can you provide the required detail design document?

Yes HCL will provide detailed design document based on HCL template or template defined by VITA. A sample
template has been provided in the section 2.8.9.
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4, BASE 35: Can you provide the required user education and training materials?

Yes HCL will provide required user education and training materials. A sample template has been provided in
HCL_VITA Appendix B.doc in HCL_VITA Appendices folder. The detailed material can be provided at
milestone.

5. BASE 36: Can you provide the required systems documentation?
Yes HCL will provide required systems documentation. A sample template has been provided in the section 2.8.9

6. BASE 37: Can you provide the required administrator’s manuals?

Yes HCL will provide required administrators manual. A sample template has been provided in HCL_VITA
Appendix A.doc in HCL_VITA Appendices folder.

7. BASE 38: Can you provide the required test plan?

Yes HCL will provide required test plan. A sample template has been provided in HCL_VITA Appendix J.doc in
HCL_VITA Appendices folder.

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has a dedicated Testing Center of
Excellence (CoE) focused on ECM products and
applications.

Our Testing CoE has extensive experience for
providing test planning and validation services
across ECM projects executed for customers in
different verticals like — Government, Banking &
Insurance, Publishing, Media & Entertainment,
Life sciences etc.

3 | Description of Approach HCL will create a comprehensive System Test
Plan which documents every aspect involved in
testing. This ensures transparent and
documented approach for the entire testing
phase in the Software Development Life Cycle.

Test plan includes
Introduction

o For Purpose & Scope definition of the
plan. It will also explain background of the
project and provide necessary references

Test items

e For identifying the features to be tested
and features not to be tested
Test strategy will define

e Test approach & Test planning

e Test Environment which will include
information on types of Test Environment
& Test Data

e Test case documentation strategy
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e Test coverage criteria

e Entry and EXxit criteria
Test execution strategy will define different
types of testing involved like

Unit testing
System testing
System integration testing
GUI testing
Security and access control testing
Configuration testing
Performance testing
Load testing
Usability testing
Acceptance testing
Automated regression testing
Backup and Recovery testing
Migration testing
e Production application smoke testing
Testing Tools

e This section will include information on all
the tools that will be used for Automation
testing

Test Environment Setup

Offsite test environment
Development environment at onsite
Integration test environment at onsite
Pre-production environment at onsite
Onsite production environment

Item pass/fail criteria

e This section will define when a test case
is considered pass and when it is
considered fail

Defect tracking

e This section will define the defect life
cycle and how the defects are managed

Suspension and resumption requirements

e This section will define when testing will
be suspended and resumed
Test deliverables

e This section will document all the agreed
deliverables during and after the
completion of testing

Staffing & Training needs this section will
document

e The roles & responsibilities of resources
involved in the project
e Training requirements for the personnel
responsible for testing
Risks and Contingencies
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e This section will document risks involved
while executing the tasks and respective
mitigation steps

Schedule/Milestones

e This section will define all the timelines
over which the entire project will be
executed

A detailed list of activities can be understood with
the enclosed HCL'’s System Test plan template.

4 | Assumptions (if any) NA
5 | Additional Information (if any) | Refer to Annexure for HCL System Test Plan
Template
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
8. BASE 39: Describe your relevant experience, capabilities and approach to supplier testing.
How will you comply with DEQ’s requirements for supplier testing?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has a dedicated Testing Center of
Excellence (CoE) focused on ECM products and
applications.
Our Testing CoE has extensive experience for
providing validation services across ECM projects
executed for customers in different verticals like —
Government, Banking & Insurance, Publishing,
Media & Entertainment, Life sciences etc.
3 | Description of Approach The approach behind testing is risk-based testing,

i.e. each test case will be prioritized as, High,
Medium, or Low priority and then scheduled
accordingly (Highest first). Exceptions to this
general rule might include instances where:

¢ Alarge number of low priority test cases
can be executed using a small amount of
resources

e A lower priority test is a pre-requisite of
another higher priority test e.g. an
expensive and high priority usability test
might necessitate many of the
inexpensive low priority navigational tests
to have passed

Requirements Traceability Matrix (RTM) will
be maintained separately for each Use
Case/Test Case. Non-functional and Functional
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requirements would be tracked against that.
This will provide the coverage of testing with
respect to the uses cases.

The testing will use a combination of manual
and automated testing.

On meeting the entry criteria, HCL will proceed
with testing.

Defect Management process can either be
manual or Tool based.

The test summary report will be prepared that
gives a gist of executed test cases / scripts. This
will be reviewed and sent to DEQ for their final
approval.

At the Conclusion of each testing phase, HCL will
ensure all exit criteria is met. DEQ will be
provided with all the deliverables as agreed and
documented in System Test plan. (refer:
Annexure A: Test Deliverables)

Regression testing will be performed as
mentioned in the System test plan and the
deliverables for the same will be as per the
System test plan.

HCL will be responsible for identifying the correct
automated tools required during Regression
testing. The same will be documented in System
test plan. The deliverables for this phase will be
as agreed and documented in System test plan.

Assumptions (if any)

Licensing options for testing tools will be
discussed with VITA during project planning
stage.

Additional Information (if any)

Some of the Functional testing tools are:

¢ WinRunner from Mercury Interactive

e QuickTest Professional from Mercury
Interactive

e Rational Functional Tester from IBM

Responsibility Matrix (HCL vs.
DEQ)

NA
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BASE 40: Describe your relevant experience, capabilities and approach to an acceptance

test plan? How will you comply with DEQ’s requirements for the acceptance test plan?

Response Details

Parameter

Compliance Yes

(Yes / No)

Relevant HCL has been involved in reviewing as well as preparing
Experience Acceptance Test Plans for customers in different verticals like —

Government, Banking & Insurance, Media &

Entertainment, Life sciences etc.

Publishing,

Description of
Approach

HCL will work in conjunction with VITA for review and finalization of the
Acceptance Test Plan.

HCL approach towards acceptance test plan preparation and finalization is
as follows:

T Menagement
Start %,  Processhum
I PP ‘_T
Confirm  Prepare ELIENOLITEIE Place ATP & Test cases
acceptance criteria as in N ha';&”:'%%%?;";i;:‘:gw ! under configuration
SOV / contract
‘ testing management
Estimate effort & Plan for Estimation # Q
resources requirements Sheet Prepare the Acceptance
—1 Test Plan (ATF) and Test
Cases
Prepare J Confirm Schedule
Acceptance
for installation & acceptance —r' Test ;tan
activities
l .,/ AP L l Acceptance
Confirtn Hardware & \ CukieiEy (S
Software environment for et
acceptance testing
,f'. Peer Review \ e ! L;;i:abﬂw
\nsnecioniIeyr Checkist } (@roon)
T_'_T Updste Tracehilty Matrix
Conduct peer review of 1
acceptance test plan
P
¢ Update ATP, Test Cases & Coniig.lrellnn\‘.
’/F;eer Revien)\ Trachebwlity vw"henevler the:ﬁe —» Ma;agemant ;
Wakthrough ATP wih SM |—»¢ Walkifirough : gEE R I e £ TOCESS
\ Process esnmmeet
¢ LW
Send a copy of ATP to cliert “
for review & approval
Obtain feedback from client
& incorporate valid changes

HCL team would provide with an analysis report which highlights the
following points:

e Unrealistic goals

¢ Modifications to existing activities

e Improvement areas

e Areas of concern

The Analysis report would be shared with VITA. HCL will provide detailed
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explanation on the analysis report.
Upon agreement between the two parties, the Acceptance Test Plan will be
finalized.
4 | Assumptions | NA
(if any)
5 [ Additional NA
Information (if
any)
6 | Responsibility | NA
Matrix (HCL
vs. DEQ)
10. BASE 41: Describe your relevant experience, capabilities and approach to acceptance
testing? How will you comply with DEQ’s requirements for acceptance testing?
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has been involved in providing support and
Acceptance Testing for customers in different
verticals like - Government, Banking &
Insurance, Publishing, Media & Entertainment,
Life sciences etc..
3 | Description of Approach HCL will review the Acceptance Test Cases
created by the VITA and suggest necessary
changes.

HCL will strongly focus on the entry criteria of
Acceptance Testing some of which includes:

Finalization of Acceptance Test Cases
Preparation of Test Data

Setting up test environment

Providing training to necessary resources
responsible for Acceptance Testing
Defect Management tool (if any)

e Automated tools (if any)

VITA may use some of the high priority System
test cases developed by HCL for System Testing
as Acceptance Test Cases.

HCL will ensure that Entry Criteria is fulfilled as
per the given timelines so as to proceed with
Acceptance Testing.

Any undesired behavior of the application noticed
as a result of Acceptance Testing will be
immediately rectified.
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On successful completion of the Acceptance
Testing the Acceptance Test Results will be
validated to ensure the fulfillment of the Exit
Criteria, after which the Acceptance Testing will
be considered complete.

to post-

4 | Assumptions (if any) Acceptance Testing will be performed at the

client location.

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA
DEQ)

11. BASE 42: Describe your relevant experience, capabilities and approach
implementation review? How will you comply with DEQ’s requirements for post-implementation
review?

# | Response Details
Parameter

1 | Compliance Yes
(Yes / No)

2 | Relevant HCL has Quality Assurance Group which has extensive experience
Experience for providing post implementation reviews across ECM projects

executed for customers in different verticals like — Government,
Banking & Insurance, Publishing, Media & Entertainment, Life
sciences etc.

3 | Description of

Approach

POST IMPLEMENTATION REVIEW PROCESS

We have a process of post implementation review for work products
which is applicable for all projects (Development, Testing,
Maintenance and Enhancement). This process is called the Final
Inspection Process. Before delivery of every work product (Work
product includes SRS, Design, Test Cases, Code, Project
Management Plan etc.), a Quality Analyst reviews that deliverable
on sample basis for both: process compliance & product
compliance.

The fundamental goal of the inspection process is to eliminate
defects from a well built work product by means of re-validation.
The work product could be a Software Requirements Specification,
High Level Design Document, or modules of code. Whatever the
work product is, the inspection process will go through the same
process stages. The following table lists the stages of the Final
Inspection process:
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Planning Identifies work product to be inspected and

sets the inspection schedule. This planning is
done in the Project Management Plan by the
Project Manager

Final QA inspects the work product (either review or
Inspection testing) to ensure the product and process

compliance wrt standards.

Rework The work product is revised to conform to

requirements and specifications in case a
defect is reported.

Follow up The rework is verified, final inspection data is

collected and summarized in the form of Final
Inspection Report, and the inspection is
officially closed.

Steps of Final Inspection Process:

1)

2)

3)

4)

5)

Project Manager initiates the Final Inspection of work products
which are ready for delivery. He prepares the Final Inspection
Report initially.

Quality Analyst carries out the Final Inspection process as
defined in the Project Management Plan and certifies the
customer deliveries. The results of inspection are recorded in
the Final Inspection Report. This inspection is usually done on
a sample basis using appropriate work product checklists,
available in our Quality Management System (Organization
Management System).

Release Note is prepared by the team and sent across to client.
Quality Analyst verifies the same and ensures all required
documents; executables etc are delivered as per contractual
requirements.

Project team sends the deliverable to customer along with
Acceptance Note at the time of final delivery.

In Acceptance Note, project mentions the details of deliverable
and in case any exceptions, also mentioned in the same.

The following are verified during Final Inspection:

1)

2)

3)
4)

Whether Project has met all the requirements as mentioned by
customer, by verifying the Traceability Matrix.

Planned versus actual results: quantitative goals compliance
(Schedule Variance, Effort variance, review efficiency, defect
removal efficiency, productivity and weighted defect density).
Closure and analysis of all NCs (Non-Conformities) and defects.
Risks associated with the release, mitigation and contingency
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plan.

5) Configuration Activities, followed in project as per Configuration
Management Plan.

6) Back ups, Virus checks.

7) On final delivery, Project performance with respect to the
organization is compared. The lessons learned during the
project lifecycle are discussed and best practices and
improvements are discussed and documented.

4 | Assumptions | NA
(if any)
5 | Additional NA
Information (if
any)

6 | Responsibility | NA
Matrix (HCL
vs. DEQ)

12. BASE 43: Provide the proposed configuration for DEQ’s ECM system.

Proposed configuration of ECM solution will be as per VITA-IBM contract document VA-070601-IBM.pdf

(@)
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J. General Requirements

1. (General 1) What CRM software have you integrated to IBM FileNet’s P8 software?
Response Parameter Details
Compliance (Yes / No) Yes

Relevant Experience

HCL has extensive FileNet — CRM integration
expertise for CRM products like Siebel, Oracle
Applications etc

Description of Approach

HCL has implemented mainframe integration
using the following approaches:

SOA: HCL has done CRM system integration
based on Service Oriented Architecture using
Web Services, MQ Services and proprietary
services using RMI/IIOP protocol

Point Integration: HCL has also integrated CRM
software using coin integration where CRM
software APIs were used for integration

Assumptions (if any)

NA

Additional Information (if any)

NA

Responsibility Matrix (HCL vs.
DEQ)

NA

2. (General 2) What ERP software have you integrated to IBM FileNet’'s P8 software?
Response Parameter Details
Compliance (Yes / No) Yes

Relevant Experience

HCL has a vast experience in integrating FileNet
P8 product with ERP (SAP, BAAN etc),
mainframes and legacy systems

Description of Approach

HCL has implemented mainframe integration
using Following approaches

SOA: HCL has done ERP system integration
based on Service Oriented Architecture using
Web Services, MQ Services and proprietary
services using RMI/IIOP protocol.

IBM/TIBCO ESB: HCL has integrated FileNet P8
product with ERP and mainframe systems using
EAIl products from IBM and TIBCO participating
in enterprise messaging framework.

Batch Import: Scenarios where information
availability time is not very critical HCL uses its
own reusable framework for batch import for ERP
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| systems like BAAN, SAP etc.

3. (General 3) Will the supplier provide prime contractor support for back-file conversion of
hard-copy documents, microfilm, and other media as requested by agencies in their Statement of
Work? Identify the size and type of some of the largest conversions you oversaw, and provide
customer references as available.

HCL proposes to partner with DBX Imaging system for carrying out back file conversion using following approach

Scanning

e Scanning Operators will physically inspect and test all scanning equipment at the beginning of
each shift

e Scanning Operator retrieves pre-scanned document and updates production control to indicate
that the document, or batch, is in progress

e Scanning Operator configures the scanner by loading the pre-defined scanner parameters
captured by the Key Scan Operator during the pre-scan process

e Scanning Operator will verify that the scanner is configured to meet acceptable image quality
standards. If the sample images are acceptable, then the Scan Operator will proceed. If the
sample images are rejected, then the Scan Operator will log as an exception, update production
control accordingly, and then reroute to the Key Scanning Operator for review

e The document will be scanned using the pre-defined scanner parameters and the Scanning
Operator will monitor its progress to completion

e Upon completion, excess or blank images will be deleted and all images will be re-sequenced
accordingly

e Production control updated to move the images from the document, or batch, to the Image
Processing queue

Diagram below elaborates the process model for document scanning:

Process Model
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¢ Production control updated to indicate that the batch is in progress.

o Image Operator will process the batch using Ascent Capture image enhancement features to
perform additional image enhancements including de-speckle, de-skewing, cropping, black
border removal, and image rotation as necessary.

e Production control updated to move the images to the Image QC queue.

The following diagram elaborates the process of image processing:
Image Processing
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e Production control updated to indicate that the batch is in progress.
e Image Operator will load the batch into Ascent Capture QC program.

Image QC
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o The Image Operator will review each image for the following:

(0]

O O0OO0OO0OO0Oo

(0]

Objective Image Quality

Required Image Format

Bit-depth

Resolution

Subjective Image Quality

Readability of data

Image Cropping to ensure that unwanted image data is deleted and that required imaged
data is not deleted in error

Image rotation to ensure proper page orientation (Portrait or Landscape)

e If an image within the batch is rejected

(0]

(0]

(0]

(0]

(0]

(0]
o

Batch will be logged as an exception noting the cause for rejection.

The Image Operator will update production control accordingly.

The Key Scanning Operator will then review the images and determine the appropriate
course of action.

If the Image Operator can correct the problem by adjusting the scanner setting for the
entire roll, then the images will be re-processed.

If the Image Operator cannot determine the cause for failure or cannot re-process the
images correctly, then the batch will be rejected and logged as an exception.

Production control will be updated accordingly,

Batch will be rerouted to the Key Scanning Operator for review.

e Production control updated to move the images to the Indexing queue.

o All images will be equal or better than the benchmark samples submitted and accepted by the
Customer.

The following diagram elaborates the process of image quality assurance:

Indexing
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HCL understands the critical nature of document indexing and recommends that its Professional
Services group carefully evaluates the Customer’s current process and environment to explore the
most timely and cost effective method to deliver the required indexing services.
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e Production control updated to indicate that the batch is in progress.

e Batches will be loaded into the indexing software

e Database Merge — solution will utilize the electronic validation file to ensure proper
identification of each document type and to ensure proper indexing of each document.

e The unique identifier will be extracted from the front page utilizing zonal OCR if applicable

otherwise manual data entry will be performed.

A lookup of the unique identifier within the database will be performed.

Subsequent Indexes will be populated with the database fields.

Manual Indexing

If index is not available in the database the document will be indexed according to the

requirements specified for each document manually.

¢ Upon completion production control updated to indicate that the indexing has been completed
and that the index control file has been created.

Response Parameter Details

=

Compliance (Yes / No) Yes

Relevant Experience HCL has vast experience in partnering with
SWM/WBE vendors for doing back file
conversion activities for converting hard copy
documents, microfiim and other media. For
VITA's back file conversion HCL has partnered
with DBX Imaging system who have extensive
back file conversion experience and worked for
clients like Spotsylvania County Commissioner of
the Revenue, Spotsylvania VA, Spotsylvania
County Board of Supervisors Spotsylvania VA,
James City County, Real Estate Division, James
City VA and many others

Description of Approach Please refer for proposed back file conversion
process for approach.

Also to ensure reliable back file conversion HCL
will ensure security of documents during the
conversion period

e Ensuring documents arrive at the service
bureau and are tracked accordingly is
very important. Misplaced or lost
documents is not an option and thus be
taken seriously

¢ Documents will be prepped, scanned, and
QC by Batch at DBX facilities located at
400 Nelm Cir, Fredericksburg VA, 22406.
DBX uses Kodak small format scanners,
Contex large format and microfiche
scanners. These scanners are powered
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by DELL Power Edge servers. If VITA is
not agreeable to the above mentioned
approach entire back file conversion will
be carried out at VITA site

As Batches are completed on a weekly
basis, the paper can be returned to the
client for long term retention if needed. It
is important to keep track of the
documents after it has been scanned to
ensure its proper disposition. FileNet File
Import tool will be leveraged for importing
scanned documents into  content
management system and declaring them
as records for applying retention
schedules

Assumptions (if any)

NA

Additional Information (if any)

Back file conversion effort and cost has not been
included in our response. This will be finalized
during requirement analysis phase.

Responsibility Matrix (HCL vs.
DEQ)

NA
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4.

HCL proposes using IBM FileNet Email Manager 3.5 to capture the instant messages and capture them
in the ECM content repository. With the proposed solution IBM FileNet Email Manager 3.5 will be
configured to capture instant messages (IM) from any of the major instant messaging management,
compliance and security solutions, including IMLogic and FaceTime (which in turn support virtually every
instant messaging protocol on the market). For instance, the solution will support Microsoft Office

(General 4)

files obtained via instant messaging?

System Live Communications Server 2003 and Microsoft Exchange 2000 IM.

|

: Y

i MSN Messenger IM
! Conversation
Ll

|2 et
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As shown above Instant Messaging capture is a simple addition of an appliance that sits just inside the
corporate firewall. This appliance monitors all IM conversations for all vendors such as MSN Messenger,
AOL, ICQ and others. When conversations are completed, they are packaged up and sent off to the
email server to a location being monitored by IBM FileNet Email Manager. From there they are picked
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— FileFlan
| Management
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p— Records Manager
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o

up and placed in the repository for safe keeping.

How will the ECM solution capture Instant Messaging and associated native

# | Response Parameter Details

1 | Compliance (Yes / No) Yes

2 | Relevant Experience HCL has done 5 successful implementations for
customers including a leading BPO organization
where emails are managed as records using
FileNet Email Manager and email servers are
located and managed remotely.

3 | Description of Approach The capture of IM messages can occur both as

they are delivered and as they are sent. In fact, in
order to retain the integrity of the IM
conversation, most IM solutions will record the
entire conversation thread into a single *.msg file
(the “end” of the conversation would be indicated
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by a closure of the IM window), a copy of which is
then sent to the Email Manager server, and
processed against business rules to determine
whether or not the IM thread should be archived
into IBM FileNet.

When the IM file is captured, additional
information may also be stored with the file,
including session information (e.g. date and time
of the IM session), and participants data. This
additional information can also be used for
enhanced search and reporting capabilities.

With respect to storage and security, Email
Manager supports Active Directory (AD) and
LDAP-based security models. All messages,
whether encrypted or not, are validated against
LDAP directly before being passed through or
stored.

With the proposed solution IBM FileNet Email
Manager will provide the ability to capture Instant
Messages (IM) and declare them as records. The
system captures each IM at set intervals and
saves the IM as a record once the IM
conversation window is closed. This s
accomplished by converting the IM into a *.msg
file which is then picked up by Email Manager for
capture in a IBM FileNet repository. During the
capture process, the IM *.msg file may be
declared as a record.

When the IM file is captured, additional
information may also be stored with the file,
including session information (e.g. date and time
of the IM session), and participants data. This
additional information can also be used for
enhanced search and reporting capabilities.

In the proposed solution IBM FileNet Email
Manager will interact with instant messaging
solutions (e.g. IMLogic or Face Time) inside the
firewall to intercept all IM traffic. Hence there is
no performance impact with a customer's
network.

Assumptions (if any)

The 3" party appliances are required to capture
the instant messages. The most common 3™
party appliances are IM-logic and Face Time
and needs to be purchased separately if not
present in VITA IT infrastructure
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5. (General 5) What experience have you had in
SharePoint 2003, with FileNet P87
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience
3 | Description of Approach HCL proposes FileNet P8 integration with share
point portal using FileNet share point connectors
where business users interface is SharePoint
portal server. HCL has leveraged generic content
management and workflow services framework
for integration of share point Ul portlets with
FileNet core engines i.e. Content Engine,
Process Engine.
6. (General 6) What experience have you had in integrating Falcon/DMS or other computer
aided drafting and design systems with FileNet P87
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
2 | Relevant Experience HCL has integrated FileNet P8 with Falcon DMS
system for government client in Singapore
3 | Description of Approach HCL has integrated FileNet P8 image viewer with
third party image viewers to support computer
aided drawings and draft with following
approaches
e Storing CAD drawings in FileNet content
repository
e Browser CAD plug-in download at client’s
machine enabling end users view the
CAD drawings
¢ Integrating FileNet portal applications with
third party viewers like Auto View for
viewing CAD drawings stored in FileNet
content engine
4 | Assumptions (if any) NA
5 | Additional Information (if any) | NA
6 | Responsibility Matrix (HCL vs. | NA
DEQ)
7. (General 7) Describe your experience with integrating each of the modules in Contract
VA-070601-1BM.
# | Response Parameter Details
1 | Compliance (Yes / No) Yes
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2 | Relevant Experience As a FileNet partner, HCL has been providing
end-to-end implementation, integration and
support services on various FileNet suite of
products for more than a decade. HCL has been
involved in implementing and integrating various
FileNet and peripheral products including:

e FileNet Panagon products — Image
Services, Content Services, eProcess,
IDM Desktop/Web Services

e ISRA, ACSAP, ACS adaptors and
connectors

e FileNet P8 products — CM, BPM, RM,
Email Manager, eForms, TCM, Records
Crawler, BAM, Systems Monitor, BPF

e Scan/Capture/ICR/OCR - FileNet
Capture, Capture ADR, Kofax Ascent
Capture, Captiva, ScanSoft

e Viewers — Daeja, SnowBound, Specie
View Café, Auto View

o Document Generation — Thunderhead

e Business Rule Engines — ILog JRules,
QuickRules, Blaze

e Reporting Tools — Crystal, Business
Objects, COLD reporting

3 | Description of Approach NA

4 | Assumptions (if any) NA

5 | Additional Information (if any) | NA

6 | Responsibility Matrix (HCL vs. | NA

DEQ)
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(General 8) Provide all certifications you possess related to FileNet integration projects.

Response Parameter Details
1 | Compliance (Yes / No) Yes
Relevant Experience HCL has one of the largest pool of FileNet

certified professionals in the world having done
more than 100 successful ECM integrations
based on FileNet product world wide

Description of Approach FileNet Certifications

FileNet Solution Architect: 30+
CM & BPM: 150+

Records Manager: 45+
FileNet Process Analyzer: 25+
EForms: 30+

FileNet Administrators: 50+

Assumptions (if any) NA

Additional Information (if any) | For sample certifications received by HCL
employees please refer to HCL_VITA Appendix D
in HCL_VITA Appendices folder

Responsibility Matrix (HCL vs. | NA
DEQ)

(General 9) Describe your experience and methodology for performing Business
Process Analysis.

Response Details

Parameter

Compliance | Yes

(Yes / No)

Relevant Being a leading BPM service provider HCL has extensive

Experience | experience in providing business process analysis resulting in
identification of process automation areas. This exercise led to a
BPM automation project resulting in multi million dollar saving for
one of the leading aircraft manufacturer, US. Similar exercise has
been done for the Health and Human Services department of State
of Nevada resulting in 60% improvement in turn around time for
providing services to the beneficiaries.

Description

of Approach HCL recommends its proprietary DMAIC methodology for any Business

Process Analysis exercise. DMAIC methodology (as illustrated in Figure
below) is a systematic method for analyzing and improving business
processes. This methodology helps in the identification and elimination of
defects in a business process through statistical analysis and to achieve
tangible benefits.
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DMAIC Methodology

elrfagiicl

DEFINE: Define the customer expectations; understand pain areas
and concerns

MEASURE: Measure current magnitudeffrequencies of failures

ANALYZE: Analyze the position, time and reason of defects;
Identify vital few.

IMPROVE: Identify and Suggest ways for fixing/improving the
processes

CONTROL: Defining the measures to make the processes stay
fixed

Process Definition

The DMAIC methodology takes off with process identification and
definition. This includes attaining a full understanding of all the
steps of a process. The processes are defined using customer
centric approach i.e. the processes are identified on the basis of
customer’s understanding.

This phase also includes the identification of who the true process
owners are - the ones who can effect change. There agreement
throughout will be the key to success. A series of sessions should
be held with process owners regarding the need and strategy for
business process automation. These Joint Application Design
(JAD) sessions build a consensus as to the vision of the ideal
system. They help identify essential goals for processes within each
department and then collectively define objectives for how the
project will impact each work group and the customer as a whole.

Key Deliverables

Process The document identifying the processes
Definition and their owners.
Document

When done correctly, Business Process Mapping leads to a better
understanding of what the customer is trying to achieve, a realigned
sense of purpose, and a number of suggestions that can streamline
operations while increasing customer satisfaction.

Process Measurement

Once the processes have been identified and defined, the
information regarding the objectives, risks, key controls over
processes and risks is captured. For each process identified, a
process map is created and parameters for success and failures
are captured.

On the basis of level of activity, business processes are categorized
into:
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Primary: Processes involving creation of services or products
Secondary: Processes involving maintenance of resources
Tertiary: Processes involving coordination and control

Key Deliverables

Process Metrics The document identifying the metrics
document required for optimum and efficient usage of
processes.

Process Analysis

Though the analysis of a process is done throughout the cycle, this
phase uses the tolls and approaches to make the processes run
more effectively and efficiently. This phase involves the analysis of
data gathered through modeling to produce metric reports that
enable to evaluate the performance of the business process,
identify bottlenecks, checking the performance with respect to
expectations.

The following are common questions to be answered during
analysis.

¢ What and where are the bottlenecks in the business process?

e Is the average and standard deviation of the elapsed time for
each process step consistent with the expectations of the
customers and are the costs in line with what management is
willing to pay?

e What will be the productivity of the process?

e What are the resource requirements?

e |If a new step is added to ensure compliance with customer
requirements or federal regulations, how much will it add to the
cost and time?

Key Deliverables

Business The document describing the information
Process flow associated with a given process.
Diagrams

Data Flow The document describing the information to
Tables be collected, used and retained.

System The document describing any mechanisms
Requirements that are required for smooth operation of

processes and any factors that may prevent
process from completing as desired.

Process Improvement

Once a process is defined and analyzed, it is refined to make the
performance consistent with expectations and to discover the
means of optimizing it for improved response or reduced cost. This
includes identifying unnecessary approvals, isolating rework,
removing duplicities and investigating decision requirements that
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lead to no discernable result.

“What-If" or “Should-Be” process models are prepared as a part of
improvement efforts. These models allow process owners to
compare ‘AS-IS’ processes with ‘TO-BE’ process designs and
determine the impact on the business, resources and performance.

The following are some of the core questions that need to be
answered when modeling process improvements.

o If the process is changed by deletion, simplification or
automation of any of the stages, how the process will be
impacted?

Will key bottlenecks be removed once the process is changed?
What will be the new throughput and costs for each operation?
What will be the productivity of the new process?

What will be the resource requirements to run the new process?
What will be the savings generated with the new processes?

Typically a pilot or validation phase occurs during the improvement
process to determine the effectiveness of the solution and minimize
potential risks prior to full implementation.

Key Deliverables

Gap Analysis Models for comparing the ‘AS-I1S’ and ‘TO-
Document and BE’ states are created. These provide the
Process impact on the business, resources and
Improvement performance.

Models

Process Control

After a process has been designed, measured, analyzed and
improved, the last step is to defining the measures to make the
processes stay fixed. The business process logic, rules,
exceptions, expectations and requirements are documented that
forms the core to control the processes.

Key Deliverables

Process Control The document describing the measures to

Document keep the processes within the control limits.
Assumptions | NA
(if any)
Additional NA
Information
(if any)
Responsibilit | NA
y Matrix
(HCL VS.
DEQ)
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10. (General 10) Describe your experience and methodology for performing business process
re-engineering.
# | Response Details
Parameter
1 | Compliance Yes
(Yes / No)
2 | Relevant Being a leading BPM service provider HCL has extensive
Experience experience in providing business process analysis and

reengineering resulting in streamlining and effective processes for
customers across various verticals.

HCL has done number of Dbusiness process reengineering
consulting assignments in conjunction with business process
automation for customers including multi dollar saving for one of the
leading aircraft manufacturer, US automating contract processing
function. HCL has also provided BPR services to a leading bank in
Australia that led to reduction of Credit Card approval time from 17
days to less than 60 seconds. HCL is also currently with State of
Florida for developing their ECM roadmap involving process
optimization.

3 | Description of

Approach Business Process Re-engineering (BPR) Services

Operational efficiencies, cost concerns, revenue leaks, and growth
management are, by and large, the concerns of most organizations. HCL's
BPR services focus on this area and strive to achieve a radical
improvement by using comprehensive process analysis and redesign
techniques. Recognizing the fact that not all organizations are at the same
level of process maturity, HCL offers different levels of engagement
within the spectrum of BPR to meet the different objectives of its
customers. Under the BPR umbrella, HCL has packaged its offering as the
following services:

e Assessment and diagnostics
e Transformation and innovation

HCL uses a comprehensive methodology (as illustrated in Figure) to
execute these projects. Its methodology has five phases, namely, plan,
discover, analyze, remodel, and implement (and improve). Change
Management is an integral part of this methodology.
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Business Process Re-engineering methodology
Plan Discover Analyze | | Re-model Implement
= Define Objectives = Gather Information = Analyze Process + Re-design Processes | |« Implement Solution
= Finalize Scope = Map Current Issues « DefinefValidate inter- «  Monitor Metrics
@ g = Select Processes, Processes = Baseline Leading process linkages + Refine Targets
aE Process Champion, = Study IT Architecture Practices « Defined metrics for + Fine tune processes
(“j 5‘ Process Owners » ldentify Metrics * Process Gap Analysis redesigned processes
g ‘g *  Kickoff Project s Identify Process » Identify and Evaluate + Prepare
oo s Understand Business Issues Improvement implementation
= Drivers and Goals Opportunities Roadmap
» Visioning Exercise s Evaluate BP «  Develop Business
Automation taols Case
* Recommend
Solutions
E «  Finalize Team s Project Oversight » Project Oversight «  Project Oversight s Project Oversight
w s Prepare Project s Client Relationship * Client Relationship +  Client Relationship + Client Relationship
gz Charter +  Status Report +  Status Report +  Status Report +  Status Report
£ g"n‘ s Perform Risk Analysis +  Leaming Review +  Learning Review
o ‘;: + Develop Project +  Project Closure «  Project Closure
= Management Plan
*  Plan Awareness +  User + Profile Change ¢ Implement Change
Campaign (Communication) Characteristics Management Plan
= E « Senior Management ‘Waorkshops + Change Readiness
Os Workshop Assessment
g ('-3 + Stakeholder
E < Assessment
oz + Change Management
= Plan

Assumptions
(if any)

NA

Additional
Information (if

any)

NA

Responsibility
Matrix  (HCL
vs. DEQ)

NA

11. (General 11) Describe any innovative methodologies or reusable component(s) that may
be utilized to expedite the timelines or reduce the costs for any given project.
# | Response Details
Parameter
1| Compliance | Yes
(Yes / No)
2 | Relevant HCL uses its “Feature Mapping” centric methodology along with its
Experience | vast “Reusable Library” to provide quick and robust ECM & BPM

solutions resulting in reduction of implementation timelines as well as
project cost.

HCL has been able to reduce the implementation cycle time and
effort by about 20-40% for most of its FileNet based ECM & BPM
projects.

Following table represents some projects where various frameworks
and components have been implemented as part of solution:
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HCL’s FileNet e CTP Claims — Suncorp Metway,

Development Australia

Framework (eQuip) | ¢ ECMS — Dept of Health & Human
Services, Nevada

e EDMS - Pasco County, Florida

e Contract Processing Tool — Leading
Aircraft Manufacturer, USA

e Project Goalkeeper — ANZ Bank,
Australia

e Unsecured Lending Origination —

Leading Bank, Australia

Leading Bank, Singapore

Genpact, India

Karnataka Water Board, India

Henrico County, Virginia

A leading bank, USA

Genpact, India

Henrico County, Virginia

Pasco County, Florida

CTP Claims — Suncorp Metway

ECMS — Dept of Health & Human

Services, Nevada

e Contract Processing Tool — Leading
Aircraft Manufacturer

e Project Goalkeeper — ANZ Bank,
Australia

e Unsecured Lending Origination —
Leading Bank, Australia

e Leading Bank, Singapore

e Genpact, India

Eco Frame

Split Image Viewer

Workflow Testing
Tool (eOpT)

Description
of Approach

“Feature Mapping” methodology focuses on breaking the project
requirements into following four major categories:

1. Requirements available as features of the base IBM/FileNet or
peripheral products

2. Requirements that can be implemented with fine tuning of
product configuration

3. Requirements that are available within HCL's “Reusable
Library” as Frameworks/Components and can be used either
directly or with little customization

4. Requirements that need custom development

This methodology helps estimating the work to higher level of
accuracy, better planning and sequencing the tasks hence reducing
the risk of schedule or effort slippage.

Access to HCL’s “Reusable Library” as the knowledge management
database helps the project teams to analyze, identify, customize and
implement various components within the solution hence reducing
the timelines and effort. Since numbers of components are well
tested through earlier implementations, customer gets robustness in
the solution. This helps in reducing the risk of inducting an average or
poor quality component in terms of functionality coverage, ease of
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integration, and scalability.

“Reusable Library” is continuously updated for new and updated
components & frameworks along with the documentation on design
and usage helping various project teams in quick implementations.
Maturity of these components is regularly measured and published
through “Component Maturity Index”.

While preparing Component Maturity Index the following things are
considered:

Directly proportional to No. of implementations/Usage
Directly proportional to Defect Removal Efficiency
Directly Proportional to Component Stability Index
Measured on scale of 10

Sample of Framework & Component Maturity Index:

Component [Number of Defect Stability |Component
Implementatio [Removal  lindex Maturity
ns Efficiency |g)) Index

(DRE) (Scale 0-(CMI)
(Scale 0-1) 1) (Scale 1-10)

Split  Image 20+ 1.0 0.9 9.7

Viewer

eQuip 20+ 0.9 0.9 9.3

eOpT 20+ 0.9 0.9 9.3

SLA Tracker 10+ 1.0 0.8 9.3

Workers 8 0.8 0.6 7.3

Compensatio

n

Agenda 5 0.9 0.7 7.0

Processing

P2P8 8 0.6 0.7 7.0

LN2P8 6 0.6 0.7 6.3

Public Utility 6 0.7 0.6 6.3

eTrain 4 0.7 0.8 6.3

HCL has invested in developing a number of frameworks and
components which can help in the development, testing and
functionality enhancement of FileNet implementations.
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We have found these to be of utility for many of our customers who
have gone ahead to use them for their own development and
maintenance activities. HCL would be open to sharing these tools
during the course of project development. Some of the tools are

detailed below:

Workflow
Testing
Tool (eOpT)

eOpT (efficient & Optimal Testing) is a
comprehensive BPM based testing tool built for FileNet
P8 architecture that uniquely and efficiently allows
Business Process Designers and Quality Engineers to
perform extensive Workflow testing in a very
methodical and optimized way. This would lead to
considerable improvement in utilization of effort and
cost during the Testing phase of any BPM based
project implementation.

FileNet
Developme
nt
Framework
(eQuip &
CMWS)

CMWS is a comprehensive development framework
that uniquely allows FileNet BPM Solution Architects,
Designers and Application developers to build
applications quickly and efficiently. This would lead to
considerable improvement in utilization of effort and
cost during the development phase of any BPM based
project implementation. This framework supports two
different types of implementation - API based and Web
Services based.

Eco Frame-
FileNet
Workplace
enhanceme
nt
framework

Eco Framework provides all features that can be used
to make an efficient FileNet Workplace customization.
It provides easy to use standalone data provider,
externalize all database queries and provides XML
result that is compatible with WAT XML schema.

Eco framework is designed over FileNet WAT
framework with enhanced features. The FileNet Web
Application Toolkit provides an extensible framework
and reusable modules for building Web applications.
Apart from FileNet WAT features, Eco Framework
supplies External  database integration, Ul
customization, IBM form integration, and other features
of robust and scaleable

Applications.

The features of Eco Framework can be explained
under four categories:

Grouped Properties
Table Browse

Table Search

e |IBM Forms Integration

Split Image
Viewer

Split Image Viewer is an indexing application that can
be easily integrated with FileNet image repository. It is
based on the java Doc viewer, which is solely
developed and maintained by HCL.
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Split Image Viewer has capability to display document
properties as well as the document on the same
screen. The following diagram shows the screenshot
of Split Image Viewer:

LG mesnt | Qusck Repoet | Email | Fo |

Total Documenk(s) 2 Cawrent Dpcument: 1

Eroper y LETT
CHF Musm by
Brocument Title
Customer Mame
SETIN

e Typpe

Doz Dake
Rocound Status

Jepomt]
Customes rame Yl Hide
s3utin hide n Ecicabls eaue

|

ST Customer Bumber
DyurmEmt 1D

Si i [hake

Aocpunt ATH Mumber
Application Type

D st LITn L

Rocuumnt Purge Dats
Line OF Business

Sooument 1d rsg Resd Only

OCCReRIDoEDOED W&

SLA
Tracker

This component enhances FileNet BPM's SLA
management functionality to define, track and manage
SLAs based on defined hours of operation and
holidays.

HCL's
Lotus
Notes
FileNet
(LN2P8)
Migration
Tool

to
P8

The tool encompasses the following aspects for
migration from Lotus Notes to FileNet P8 platform

e Users/User Group, security and permissions
migration

o Content Migration (structured as well as
unstructured content and metadata migration)

e Business Process Migration (Workflow as well
as process references to content migration)

e User Interface Migration: Lotus Notes user
interface to FileNet user interface (FileNet
Workplace)

Advantages of Using this tool

e Seamless Migration from Lotus Notes to FileNet
P8
e Mitigates Risks
e Low turn around time by using reusable
migration utilities
Well established framework and proven methodology

Assumptions
(if any)

NA
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Additional
Information

(if any)

NA

Responsibilit
y Matrix
(HCL VS.

DEQ)

NA
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EXHIBIT B=X
CONTRACT NUMBER VA-071114-HCL
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
HCL AMERICA, INC.

Exhibit B=X is hereby incorporated into and made an integral part of Contract Number VA-071114-HCL
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or
“State”) and HCL America, Inc. (“Supplier”).

In the event of any discrepancy between this Exhibit B:X and Contract No. VA-071114-HCL, the
provisions of Contract No. VA-071114-HCL shall control.

[Note: Instructions for using this template to draft a Statement of Work are in italics. These instructions
should be deleted after the appropriate text has been added to the Statement of Work. Contractual
language is not italicized and should remain in the document. Text that is highlighted in blue is variable
based on the nature of the project.]

STATEMENT OF WORK

This Statement of Work is issued by VITA on behalf of Authorized User, hereinafter referred to as
“Authorized User”. The objective of the project described in this Statement of Work is for the Supplier to
provide the Authorized User with a Authorized User Project Name Solution (“Solution”).

1. Project Scope and Understanding of the Requirements
Provide information on the scope of the project and the Authorized User’s requirements for this
particular engagement including:
a) general description of the Solution
b) project boundaries
¢) Authorized User-specific requirements
d) special considerations for implementing technology at Authorized User’s location(s)

e) other characteristics of this project that must be addressed to insure the success of the
engagement

2. Contract Products and Services to Support the Requirements
a. Solution Components

List the Solution components (hardware, software, etc.) provided by Supplier that will be used to
support the requirement. Identify any special configuration requirements, and describe the
system infrastructure to be provided by the Authorized User. Provide an overview that reflects
how the system will be deployed within the Authorized User’s environment.

b. Services
Provide information on the services (e.g., requirements development, Solution design,
configuration, installation) that will be provided by Supplier in the course of providing the Solution.
c. Training and Knowledge Transfer

Provide an overview of training services to be provided to the Authorized User and any special
requirements for specific knowledge transfer to support the Authorized User’s successful
implementation of the Solution. If the intent is for the Authorized User to become self-sufficient in
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operating or maintaining the Solution, determine the type of training necessary, and develop a
training plan, for such user self-sufficiency.

d. Support

Document the level of support, as available under the Contract, required by the Authorized User
to operate and maintain the Solution. This may include conversion support, legacy system
integration, transition assistance, Solution maintenance (including maintenance level), or other
specialized consulting to facilitate delivery or use of the Solution.

Project Events and Tasks

Provide a high-level overview of project events and tasks to be accomplished to deliver the required
Solution.

Period of Performance

Implementation of the Solution will occur within XX (XX) months of execution of this Statement of
Work. This includes delivery and installation all of the products and services necessary to implement
the Authorized User’s Solution, training, and any support, other than on-going maintenance services.
The period of performance for maintenance services shall be one (1) year after implementation and
may be extended for additional one (1) year periods, pursuant to and unless otherwise specified in
the Contract.

Place of Performance
Tasks associated with this engagement will be performed at the Authorized User’s location(s) in
, Virginia, at Supplier’s location(s) in Wherever, or other locations as

required by the effort.

Milestones, Deliverables, Payment Schedule, and Holdbacks
The following table identifies milestone events and deliverables, the associated schedule, any
associated payments, any retainage amounts, and net payments.

Milestone Event Deliverable Schedule Payment Retainage Net Payment

Project kick-off Execution + 5

meeting days

Site survey Site survey Execution + 10
report days

Installation of Execution + 20 $10,000 $1,000 $9,000

software days

Configuration Execution + 20

and testing days

Training Training manual | Execution + 30 $10,000 $1,000 $9,000

days

User Acceptance | --- Execution + 30 $20,000 $2,000 $18,000

Testing days

Implementation Solution Execution + 45 $10,000 ($4,000) $14,000

complete days

The total Solution price shall not exceed $US XXX.

Supplier’s invoices shall show retainage of ten percent (10%). Following completion of Solution
implementation, Supplier shall submit a final invoice to the Authorized User, for the final milestone
payment amount plus the total amount retained by the Authorized User.

Required Deliverables are as follows: (Provide a description of all Deliverables for this engagement.)
0 Site survey report:
0 Training manual:
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0 Solution: See Sections 1 and 2 above.

In addition, Supplier will provide copies of any briefing materials, presentations, or other information
developed to support this engagement.

Any inventions, combinations, machines, methods, formulae, techniques, processes, improvements,
software designs, computer programs, strategies, specific computer-related know-how, data and
original works of authorship discovered, created, or developed by Supplier, or jointly by Supplier and
an Authorized User(s) in the execution of this Statement of Work shall be deemed Work Product.
Configuration of software shall not be deemed Work Product. All provisions of the Contract regarding
Work Product shall apply to this Statement of Work.

If travel expenses are not included in the fixed price of the Solution, such expenses shall be
reimbursed in accordance with Commonwealth of Virginia travel policies as published by the Virginia
Department of Accounts
(http://www.doa.virginia.gov/procedures/adminservices/capp/pdfdocs/20335.pdf).

Acceptance Criteria

Acceptance Criteria for this Solution will be based on a User Acceptance Test (UAT) designed by
Supplier and accepted by the Authorized User. The UAT will ensure that all of the functionality
required for the Solution has been delivered. Supplier will provide the Authorized User with a detailed
test plan and acceptance check list based on the mutually agreed upon UAT Plan. This UAT Plan
check-list will be incorporated into this Exhibit D-X.

This section should reflect the mutually agreed upon UAT and Acceptance Criteria specific to this
engagement.

Each deliverable created under this Statement of Work will be delivered to the Authorized User with a
Deliverable Acceptance Receipt. This receipt will describe the deliverable and provide the project
manager with space to indicate if the deliverable is accepted, rejected, or conditionally accepted.
Conditionally Accepted deliverables will contain a list of deficiencies that need to be corrected in
order for the deliverable to be accepted by the Project Manager. The Project Manager will have ten
(10) days from receipt of the deliverable to provide Supplier with the signed Acceptance Receipt
unless an alternative schedule is mutually agreed to between Supplier and the Authorized User in
advance.

Assumptions and Project Roles and Responsibilities

This section contains assumptions specific to this engagement.

State assumptions here.

The following roles and responsibilities have been defined for this engagement:

(Sample Responsibility Matrix)

Responsibility Matrix Supplier | Authorized
User

Infrastructure — Preparing the system infrastructure that meets the J
recommended configuration defined in Section 2B herein
Server Hardware J
Server Operating J
Server Network Connectivity J
Relational Database Management Software (Installation and J
Implementation)
Server Modules — Installation and Implementation J
PC Workstations — Hardware, Operating System, Network Connectivity J
PC Workstations — Client Software J
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10.

11.

Application Installation on PC Workstations J

Wireless Network Access Points N

Cabling, Electric and User Network Connectivity from Access Points J

Wireless Mobile Computing Products — Scanners, printers

Project Planning and Management

Requirements Analysis

Application Design and Implementation

Product Installation, Implementation and Testing

L N N Y-S ES

Conversion Support

Conversion Support -- Subject Matter Expertise J

Documentation

Training

Product Maintenance and Support

L N S

Problem Tracking

Troubleshooting — IT Infrastructure J

Troubleshooting — Solution N

Security Requirements

Provide (or reference as an Attachment) Authorized User’s security requirements. For any individual
Authorized User location, security procedures may include but not be limited to: background checks,
records verification, photographing, and fingerprinting of Supplier's employees or agents. Supplier
may, at any time, be required to execute and complete, for each individual Supplier employee or
agent, additional forms which may include non-disclosure agreements to be signed by Supplier’s
employees or agents acknowledging that all Authorized User information with which such employees
and agents come into contact while at the Authorized User site is confidential and proprietary. Any
unauthorized release of proprietary information by the Supplier or an employee or agent of Supplier
shall constitute a breach of the Contract.

At a minimum, Supplier shall adhere to all of VITA’s standard security requirements.

Risk Management

Risk is a function of the probability of an event occurring and the impact of the negative effects if it
does occur. Negative effects include schedule delay, increased costs, and poor quality of
deliverables.

Depending on the level of risk of this project, as assessed by the Authorized User, this section may
contain any or all of the following components, at a level of detail commensurate with the level of risk:

a) ldentification of risk factors.
b) Initial risk assessment.

¢) Risk management/mitigation plan, including determination of roles and responsibilities of
the Authorized User and Supplier.

d) Risk monitoring plan, including frequency and form of reviews, project team
responsibilities, steering and oversight committee responsibilities, documentation.

Reporting
The following are examples of reporting requirements which may be included in the Statement of
Work by the Authorized User. [Note: In an effort to help VITA monitor Supplier performance, it is
strongly recommended that the Statement of Work include “Supplier Performance Assessments”.
These assessments may be performed at the discretion of the Authorized User and are not
mandated by VITA.]
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Weekly/Bi-weekly Status Update. The weekly/bi-weekly status report, to be submitted by Supplier
to the Authorized User, should include: accomplishments to date as compared to the project plan;
any changes in tasks, resources or schedule with new target dates, if necessary; all open issues or
guestions regarding the project; action plan for addressing open issues or questions and potential
impacts on the project; risk management reporting.

Supplier Performance Self-Assessment. Within thirty (30) days of execution of the Statement of
Work, the Supplier and the Authorized User will agree on Supplier performance self-assessment
criteria. Supplier shall prepare a monthly self-assessment to report on such criteria. Supplier shall
submit its self-assessment to the Authorized User who will have five (5) days to respond to Supplier
with any comments. If the Authorized User agrees with Supplier’s self-assessment, such Authorized
User will sign the self-assessment and submit a copy to the VITA Supplier Relationship Manager.

Supplier Performance Assessments. The Authorized User may develop assessments of the
Supplier's performance and disseminate such assessments to other Authorized Users of the
Contract. Prior to dissemination of such assessments, Supplier will have an opportunity to respond to
the assessments, and independent verification of the assessment may be utilized in the case of
disagreement.

12. Point of Contact
For the duration of this project, the following project managers shall serve as the points of contact for
day-to-day communication:

Authorized User:

Supplier:

By signing below, both parties agree to the terms of this Exhibit.

Supplier VITA
By: By:

(Signature) (Signature)
Name: Name:

(Print) (Print)
Title: Title:
Date: Date:
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EXHIBIT D
CONTRACT NUMBER VA-071114-HCL
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
HCL AMERICA, INC.

Exhibit D is hereby incorporated into and made an integral part of Contract Number VA-071114-HCL
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or
“State”) and HCL America, Inc. (“Supplier”).

In the event of any discrepancy between this Exhibit D and Contract No. VA-071114-HCL, the provisions
of Contract No. VA-071114-HCL shall control.

Hourly
Catedor Detailed Description of Skills, Knowledge Rate
gory and Abilities (Standard
)
Classification/Labor Rate 1 Progam Manager/Project Manager - PMP $120

Certified with 5+ years of project
management experience

o FileNet Architect/Project Lead/Technical
Classification/Labor Rate 2 Lead - FileNet Certified Architect with 6+ $95
years of FileNet Experience

Designer/Senior Developer - FileNet

Classification/Labor Rate 3 | Certified Developer with 4+ years of FileNet $85
Experience

Classification/Labor Rate 4 Developer - FileNet Certified Developer with $80
2+ years of FileNet Experience

Classification/Labor Rate 5 Senior QA Engineer - 5+ years QA planning $75

and executing experience

Classification/Labor Rate 6 . . . 70
QA Engineer - 2+ years testing experience $

Technical Writer - Experience of US English $60

Classification/Labor Rate 7 ; ;
and project documentation

Classification/Labor Rate 8 Trainer - Local Trainer with ECM knowledge $80

Business Analyst/ Technical Analyst - 5+
years of experience in requirement gathering
& analysis with 3+ years experience on ECM
projects

Classification/Labor Rate 9 $75
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EXHIBIT E: CERTIFICATION REGARDING LOBBYING

The undersigned certifies, to the best of his or her knowledge and belief, that:

).

ii).

No Federal appropriated funds have been paid, by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee or an agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with the awarding of any Federal Contract, the making of any Federal
grant, the making of any Federal loan, the entering into of any cooperative agreement, and
the extension, continuation, renewal, amendment, or modification of any Federal Contract,
grant, loan, or cooperative agreement.

If any funds other than Federal appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with this Federal Contract, grant, loan, or cooperative agreement, the
undersigned shall complete and submit standard Form-LLL, "Disclosure Form to Report
Lobbying," in accordance with its instructions.

The undersigned shall require that the language of this certification be included in the award
documents for all sub awards at all tiers (including subcontracts, sub grants, and Contracts
under grants, loans and cooperative agreements) and that all sub recipients shall certify and
disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for

each such failure.

Signature:

[ BB

Printed Name: RS—C\\'\UL& QO L@—VSLW
Organization: \J .Bl“\ C L_, M e K_W Q

Date:

\| |1 2] 20973
\ ]
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