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Commonwealth of Virginia
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ARMICS CONSULTING SERVICES

Date: June 9, 2010
Contract #: VA-070622-PRAG
Contractor: Pragmatic Solutions Inc.
7617 Little River Turnpike
Suite 450
Annandale, VA 22003
FIN: 54-1892604
Contact Person: Shanta Patel

Phone: 703-750-2330
Fax: 703-750-2334
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Payment: Net 30 days

Contract Information:

Supply Chain Management
Virginia Information Technologies Agency

Doug Crenshaw

Phone: 804-416-6160

E-Mail: doug.crenshaw@vita.virginia.qov
Fax: 804-416-6361

NOTES: Individual Commonwealth of Virginia employees are not authorized to purchase equipment or
services for their personal use from this Contract.

For updates, please visit our Website at http://www.vita.virginia.gov/procurement/contracts.cfm

VIRGINIA INFORMATION TECHNOLOGIES AGENCY (VITA): Prior review and approval by VITA
for purchases in excess of $100,000.00 is required for State Agencies and Institutions only.
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CONTRACT #VA-070622-PRAG
CONTRACT CHANGE LOG

Change Effective

No. Description of Change Date
1 Mod 1 extends contract term 6/22/08
2 Extends contract term 6/22/09
3 Updates VITA'’s contact information 2/18/10
4 Extends contract term 6/22/10
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COMMONWEALTH of VIRGINIA

_ Virginia Information Technologies Agency
Sar_nuel A. lepn, Jr. _ 11751 Meadowville Lane TDD VOICE -TEL. NO.
Chief Information Officer Chester Virginia 23836-6315 711
E-mail: cio@uvita.virginia.gov ester, virginia :

(804) 416-6100

June 8, 2010

Ms. Shanta Patel
Pragmatic Solutions, Inc.

Ms. Patel,

Per Section 3.A. (“Term and Termination”) of contract VA-070622-PRAG, The Virginia
Information Technologies Agency has elected to exercise its option to renew the contract for one
year, from June 22, 2010 through June 21, 2011. Should you have any questions, please feel free
to contact me.

Respectfully,

Doug Crenshaw

Strategic Sourcing Manager

Virginia Information Technologies Agency
(804) 416-6160

AN EQUAL OPPORTUNITY EMPLOYER



COMMONWEALTH of VIRGINIA

CIO of the Commonwealth VIRGINIA INFORMATION TECHNOLOGIES AGENCY TDD VOICE -TEL. NO.
Email: lem.stewart@vita.virginia.gov 11751 Meadowville Lane 711
Lemuel C. Stewart, Jr. Chester, VA 23836

(804) 416-6100

May 28, 2009

VIA EMAIL

TO: Pragmatic Solutions, Inc.

RE: VA-070622-PRAG

In accordance with Section 3 of the above referenced contract, entitled
“Term and Termination” please consider this correspondence your
notification of the Commonwealth’s extension of the above referenced
contract.

The expiration of the agreement is now extended to June 21, 2010.

Regards,

Doug Leslie

VITA/Supply Chain Management

c: contract file

AN EQUAL OPPORTUNITY EMPLOYER



MODIFICATION #1
TO
CONTRACT NUMBER VA-070622-PRAG
BETWEEN THE
COMMONWEALTH OF VIRGINIA
AND
PRAGMATIC SOLUTIONS, INC

This MODIFICATION #1 is an agreement between the Commonwealth of Virginia,
hereinafter referred to as "State" or "Commonwealth" or "VITA" (Virginia Information
Technologies Agency), and Pragmatic Solutions, Inc. hereinafter referred to as "Contractor”
relating to the modification of the above contract. This Modification #1 is hereby incorporated
into and made an integral part of Contract VA-070622-PRAG, as modified.

Both of the above referenced parties agree to the following:

Reference: Page 5 of 22, paragraph 3, entitled “ Term and Termination” of the
VITA contract VA-070622-PRAG , Information Technology Services Terms and
Conditions.

The term of Contract VA-070622-PRAG shall be extended from June 22, 2008 to June
21, 20009.

The foregoing is the complete and final expression of the parties' agreement to
modify Contract VA-070622-PRAG and cannot be modified, except by a writing signed by duly
authorized representatives of both parties.

ALL OTHER TERMS AND CONDITIONS REMAIN UNCHANGED.
PERSONS SIGNING THIS CONTRACT ARE AUTHORIZED
REPRESENTATIVES OF EACH PARTY TO THIS CONTRACT AND

ACKNOWLEDGE THAT EACH PARTY AGREES TO BE BOUND BY THE
TERMS AND CONDITIONS OF THE CONTRACT.

Pragnyﬁtli)c Solutiong, Inc. l Jl jr] ; COMMONWEALTH OF VIRGINIA
o ™ {/ : )
BYIJ./I;\__Q}.- AN/ J A BY: ( el

VRS el

= v

NAME: 5 ! ' ‘ NAME: Doug Crenshaw

TITLE: (13 }2_‘5?(7) G,U\/&— TITLE:_Strategic Sourcing Manager
DATE: 6}18!98 DATE:___(,(23/s |

Modification #1
To Contract VA-070622-PRAG
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Virginia Information Technologies Agency

ARMICS Consulting Services Contract

expect the best

between

The Virginia Information Technologies Agency

on behalf of

The Commonwealth of Virginia

and

Pragmatic Solutions, Inc.
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ARMICS CONSULTING SERVICES CONTRACT

THIS ARMICS CONSULTING SERVICES CONTRACT (“Contract”) is entered into by and between the
Virginia Information Technologies Agency (VITA) pursuant to §2.2-2012 of the Code of Virginia and on
behalf of the Commonwealth of Virginia (hereinafter referred to as “VITA”), and Pragmatic Solutions, Inc.
(“Supplier”) to be effective as of June 22, 2007 (“Effective Date”).

1. PURPOSE AND SCOPE
This Contract sets forth the terms and conditions under which Supplier shall provide to the Authorized
Users consulting services to assist such Authorized Users in meeting the requirements of Comptroller
of Virginia Directive 1-07, Agency Risk Management and Internal Control Standards (ARMICS).

2. DEFINITIONS

A. Acceptance
Acceptance shall take the form of successful performance of the Services at the designated
location, or completed and successful Acceptance testing in conformance with the Requirements
as determined by the Authorized User in the applicable order/Statement of Work.

B. Agent
Any third party independent agent of any Authorized User.

C. Authorized Users
All public bodies, including VITA, as defined by §2.2-4301 and referenced by §2.2-4304 of the
Code of Virginia.

D. Confidential Information
Any confidential or proprietary information of a Party that is disclosed in any manner, including
oral or written, graphic, machine readable or other tangible form, to any other Party in connection
with or as a result of discussions related to this Contract or any order issued hereunder, and
which at the time of disclosure either (i) is marked as being “Confidential” or “Proprietary”, (ii) is
otherwise reasonably identifiable as the confidential or proprietary information of the disclosing
Party, or (iii) under the circumstances of disclosure should reasonably be considered as
confidential or proprietary information of the disclosing Party.

E. Deliverable
The tangible embodiment of the Services, including the development or creation of Work Product,
performed or provided by Supplier as identified in the applicable Statement of Work.

F. Party
Supplier, VITA, or any Authorized User.

G. Requirements
The parameters and characteristics of the Service(s) and Deliverables described in the applicable
documentation, Exhibit A _and such other parameters, characteristics, or performance standards
that may be agreed upon in writing by the VITA and Supplier or the Parties to an order issued
hereunder.

H. Service
Any work performed or service provided, including provision to the Authorized User of any
Deliverable described in the applicable SOW, by Supplier under this Contract for an Authorized
User. Service includes the discovery, creation, or development of Work Product, if any.

I. Statement of Work (SOW)
Any document in substantially the form of Exhibit B to this Contract which, upon signing by both
Parties to the agreement in accordance with the requirements set forth herein, shall be deemed a
part of this Contract, and which describes the deliverables, due dates, assignment duration and
payment obligations for a specific project, engagement, or assignment for which Supplier shall be
providing Services to an Authorized User. Any Statement of Work shall constitute an order.
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J. Supplier
Includes any individual who is an employee, agent, sub-contractor, or independent contractor of
Supplier who is assigned by Supplier to perform Services under this Contract.

K. VITA
Virginia Information Technologies Agency, an agency of the Commonwealth of Virginia pursuant
to Chapter 20.1 (882.2-2005 et seq.) of the Code of Virginia.

L. Warranty Period
One (1) year from Acceptance of the Deliverable. One-hundred eighty (180) days from
performance of the Services.

M. Work Product
Inventions, combinations, machines, methods, formulae, techniques, processes, improvements,
software designs, strategies, specific computer-related know-how, data and original works of
authorship (collectively, the "Work Product") discovered, created, or developed by Supplier, or
jointly by Supplier and an Authorized User(s) in the performance of this Contract or any order
issued hereunder.

3. TERM AND TERMINATION

A. Contract Term
This Contract is effective and legally binding as of the Effective Date and, unless terminated as
provided for in this section, shall continue to be effective and legally binding for a period of one
(1) year. VITA, in its sole discretion, may extend this Contract for up to three (3) additional one (1)
year periods after the expiration of the initial one (1) year period. VITA will issue a written
notification to the Supplier stating the extension period, not less than thirty (30) days prior to the
expiration of any current term. Expiration of the term of the Contract shall not affect any perpetual
license granted hereunder. Nor shall expiration of this Contract affect any ownership of Work
Product by the Commonwealth or any Authorized User pursuant to this Contract. In addition,
performance of an order may survive the expiration of the term of this Contract, and all terms and
conditions required for the operation of such order shall remain in full force and effect until
Services pursuant to such order have met the final acceptance criteria of the applicable
Authorized User.

B. Termination for Convenience
VITA may terminate this Contract, in whole or in part, or any order issued hereunder, in whole or
in part, or an Authorized User may terminate an order, in whole or in part, upon not less than
thirty (30) days prior written notice at any time for any reason (“Termination for Convenience”). In
addition, VITA may immediately terminate this Contract, in whole or in part, or any order issued
hereunder, if Supplier becomes a party excluded from Federal Procurement and Nonprocurement
Programs. VITA shall provide written notice to Supplier of such termination, and Supplier shall
provide written notice to VITA if federal debarment proceedings are instituted against Supplier.
Supplier shall submit any contractual dispute or order dispute to VITA or any dispute regarding an
order terminated by an Authorized User for resolution according to the terms of the Dispute
Resolution Section of this Contract. Upon termination, neither the Commonwealth, nor VITA, nor
any Authorized User shall have any future liability except for Deliverables accepted by the
Authorized User or Services rendered by Supplier and accepted by the Authorized User prior to
the termination date. Termination of this Contract or any order shall not affect any perpetual
license granted pursuant to this Contract, provided all fees for such license have been paid. Nor
shall termination of this Contract or any order for Convenience affect any ownership of Work
Product by the Commonwealth or any Authorized User pursuant to this Contract.

C. Termination for Breach or Default
VITA shall have the right to terminate this Contract, in whole or in part, or any order issued
hereunder, in whole or in part, or an Authorized User may terminate an order, in whole or in part,
for breach and/or default of Supplier (“Termination for Breach” or “Termination for Default”).
Supplier shall be deemed in breach and/or default in the event that Supplier fails to meet any
material obligation set forth in this Contract or in any order issued hereunder.
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If VITA or an Authorized User deems the Supplier to be in breach and/or default, VITA or the
Authorized User shall issue a “Show Cause Notice” identifying the failure/nonperformance and
providing Supplier fifteen (15) days to cure the failure/nonperformance. If Supplier fails to answer
the Show Cause Notice, or does not correct the deficiencies noted, VITA may immediately
terminate this Contract or any order issued hereunder, in whole or in part, or the Authorized User
may immediately terminate its order, in whole or in part. Such termination shall be deemed a
Termination for Breach or a Termination for Default. In addition, if Supplier is found by a court of
competent jurisdiction to be in violation of or to have violated 31 USC 1352, VITA may
immediately terminate this Contract, in whole or in part, for breach. VITA shall provide written
notice to Supplier of such termination and Supplier shall provide written notice to VITA if Supplier
is charged with violation of 31 USC 1352.

Upon Termination for Breach or Termination for Default, neither the Commonwealth, nor VITA,
nor any Authorized User shall have any future liability except for Services rendered by Supplier
and accepted by the Authorized User or Deliverables provided by Supplier and accepted by the
Authorized User prior to the termination date. Supplier shall accept return of any Deliverable that
was not accepted by the Authorized User(s), and Supplier shall refund any monies paid by any
Authorized User for such Deliverable.

The failure of VITA or an Authorized User to exercise its right to terminate for breach and/or
default under this provision shall not be construed as a waiver of its right to terminate for breach
and/or default, rescind or revoke this Contract or any order issued hereunder in the event of any
subsequent breach and/or default of any provisions of such agreements.

Supplier shall submit any contractual or order dispute to VITA or the terminating Authorized User
for resolution according to the terms of the Dispute Resolution Section.

The terms of the Termination for Convenience and Termination for Breach or Default Sections
shall not apply to termination for non-appropriation of funds.

Termination by Supplier will not be considered.

D. Transition of Services
Prior to or upon expiration or termination of this Contract and at the request of VITA, Supplier
shall provide all assistance as VITA or an Authorized User may reasonably require to transition
Services to any other supplier with whom VITA or such Authorized User contracts for provision of
services identical or similar to the Services provided by Supplier pursuant to this Contract. This
obligation may extend beyond expiration or termination of the Contract for a period not to exceed
six (6) months. In the event of a termination for breach and/or default of Supplier or a termination
due to Supplier’s status as a party excluded from Federal Procurement and Nonprocurement
Programs, Supplier shall provide such assistance at no charge or fee to VITA or any Authorized
User; otherwise, Supplier shall provide such assistance at a reasonable hourly rate or a charge
agreed upon by Supplier and VITA or an Authorized User.

4. SERVICES

A. Nature of Services and Engagement
Supplier is an independent contractor engaged to perform certain Services, including but not
limited to consulting and support activities on behalf of an Authorized User as set forth in any
Statement of Work. Notwithstanding all Authorized User’s rights to purchase Supplier’s products
or Services under this Contract, an Authorized User is under no obligation to purchase from
Supplier any of Supplier’s products or Services. This Contract is optional use and non-exclusive
and all Authorized Users may, at their sole discretion, purchase or otherwise receive benefits
from third party suppliers of products and services similar to, or in competition with, the products
and services provided by Supplier.

This Contract is not intended to be or to be used as a staff augmentation contract. Unless
otherwise authorized in writing by VITA, no individual employee or contractor of Supplier, whether
employed by Supplier or a contractor or subcontractor of Supplier, shall perform more than one
thousand (1,000) hours of work for any one Authorized User during any six (6) month period; nor
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shall any such individual employee or contractor perform Supplier's Services for any one
Authorized User for more than eight (8) months in any twelve (12) month period.

B. Subcontractors
Supplier shall not use subcontractors to perform the Services unless specifically authorized in
writing to do so by the Authorized User. Supplier represents and warrants that any authorized
subcontractors performing the Services shall perform the Services in accordance with the
warranties set forth in this Contract. If an order issued pursuant to this Contract is supported in
whole or in part with federal funds, Supplier shall not subcontract any Services pursuant to such
order to any subcontractor that is a party excluded from Federal Procurement and
Nonprocurement Programs. In no event shall Supplier subcontract any Services to any
subcontractor which is debarred by the Commonwealth of Virginia or which owes back taxes to
the Commonwealth and has not made arrangements with the Commonwealth for payment of
such back taxes.

C. Statement of Work (SOW)
All Services shall be performed at the times and locations set forth in the applicable SOW and at
the rates set forth in Exhibit D herein. Unless VITA issues a written authorization for a time and
materials type SOW, a SOW shall be of a fixed price type but may, with the written approval of
VITA, contain a cost-reimbursable line item(s) for pre-approved travel expenses. Supplier
personnel shall maintain daily time records of hours and tasks performed, which shall be
submitted or made available for inspection by the Authorized User upon forty-eight (48) hours
advance written notice.

All changes to the Services to be provided must be described in a written change request which
includes any appropriate adjustments to the SOW. Either Party to an SOW may issue a change
request that will be subject to written approval of the other Party before it becomes part of this
Contract. An SOW or any other order from an Authorized User may contain additional terms and
conditions; however, to the extent that the terms and conditions of the Authorized User's order
are inconsistent with the terms and conditions of this Contract, the terms of this Contract shall
supersede. In no event shall any SOW or any modification thereto require the Supplier to perform
any work beyond the scope of this Contract as such scope is defined in Exhibit A hereto.

An SOW may designate certain of Supplier’'s personnel as Key Personnel or Project Managers.

Supplier’'s obligations with respect to Key Personnel and Project Managers shall be described in
the applicable SOW. Failure of Supplier to perform in accordance with such obligations may be

deemed a default of this Contract or of the applicable SOW.

An SOW may be written as follows:

1. Fixed Price Type

A Fixed Price type SOW should be used when the Authorized User’s requirements can be set
forth in sufficient detail as to allow for a fixed price to be developed. A Fixed Price type SOW
may include a cost-reimbursable line item(s) for such expenses as travel, incidentals, and
materials; however, any such travel, incidental, and material expenditures must be approved
in advance by the Authorized User and reimbursement of such pre-approved travel expenses
shall be in accordance with the then-current per diem amounts as published by the Virginia
Department of Accounts

(http://www.doa.virginia.gov/Admin_Services/ CAPP/CAPP_Topics/20335 1206.pdf, or a
successor URL(s)). A Fixed Price type SOW should also include Deliverables and a
milestone payment schedule associated with such Deliverables.

2. Time and Materials Type

A Time and Materials type SOW should be used when the Authorized User’s requirements
are not sufficiently defined as to allow for a fixed price to be developed. A Time and Material
type SOW shall list the Services to be performed by labor category of personnel, and, for
each labor category: a) the number of hours allocated thereto, b) the hourly rate, and c) an
extended price. A Time and Materials SOW may also include line item funding for travel,
incidentals, and materials, as applicable; however, any such travel, incidental, and material
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expenditures must be approved in advance by the Authorized User and reimbursement of
such pre-approved travel expenses shall be in accordance with the then-current per diem
amounts as published by the Virginia Department of Accounts
(http://www.doa.virginia.gov/Admin_Services/ CAPP/CAPP_Topics/20335 1206.pdf, or a
successor URL(S)).

A Time and Materials SOW shall contain a Not to Exceed funding limitation, which shall be
considered a reasonably accurate estimate. Supplier shall notify the Authorized User in
writing when billable amounts reach eighty percent (80%) of the funding limitation, and, for a
time and materials type order, Supplier’s notice shall include an estimate to complete the
requirements of the order. Supplier shall not be obligated to incur costs in excess of such
limitation, and the Authorized User shall not be obligated to reimburse Supplier for costs in
excess of such limitation.

Any SOW valued at or above US$100,000 shall be signed and approved by VITA and Supplier
prior to Supplier's commencement of work pursuant to such SOW. If an SOW initially valued
below US$100,000 is modified such that the total value of such SOW after modification is at or
above US$100,000, the modification of such SOW must be signed by VITA and Supplier prior to
Supplier's commencement of work pursuant to such modification. [Note: dollar values may be
lower than $100,000 but not greater.]

In addition, any SOW with a period of performance of one (1) year or longer shall be signed and
approved by VITA and Supplier prior to Supplier's commencement of work pursuant to such
SOW. If an SOW with an initial period of performance of less than one (1) year is extended such
that the period of performance is one (1) year or longer, the extension of the period of
performance of such SOW must be signed by VITA and Supplier prior to Supplier's performance
of work beyond one (1) year after the start of such period of performance.

D. Acceptance
Service(s) and Deliverables shall be deemed accepted when the Authorized User determines that
such Service(s) and Deliverables meet the Requirements or written criteria set forth in the
applicable SOW. If applicable, Supplier shall be responsible for ensuring that any individual
Deliverable is consistent with any other Deliverable provided pursuant to the SOW. Should a
previously Accepted Deliverable require further modification in order to be consistent with any
other Deliverable, Supplier shall be responsible for all costs associated with such modification.

Authorized User shall commence review of the Service or Deliverable for purposes of Acceptance
within 10) days after receipt of the Service or Deliverable. Review for Acceptance will be no
longer than 30) days, or such longer period as may be agreed in writing between Authorized User
and Supplier, for each Deliverable or for the first instance of each Service type set forth in Exhibit
B. Supplier agrees to provide to the Authorized User such assistance and advice as the
Authorized User may reasonably require, at no additional cost, during such review. Any travel
expenses not included in the total price of a fixed price type SOW must be pre-approved by the
Authorized User and shall be reimbursable by such Authorized User at the then-current per diem
amounts as published by the Virginia Department of Accounts
(http://www.doa.virginia.gov/Admin_Services/CAPP/CAPP_Topics/20335 1206.pdf, or a
successor URL(s)). Authorized User shall provide to Supplier written notice of Acceptance upon
completion of a successful review.

E. Cure Period
Supplier shall correct any non-conformities identified hereunder and shall thereafter re-submit
such previously non-conforming Service or Deliverable for a second review within seven (7) days
of the appropriate Authorized User’s written notice of non-conformance, or as otherwise agreed
between such Authorized User and Supplier. In the event that Supplier fails to deliver a Service
or Deliverable which meets the Requirements, the Authorized User may, in its sole discretion:
(i) reject the Service or Deliverable in its entirety, and any Service or Deliverable rendered
unusable due to the non-conforming Service or Deliverable, and recover amounts previously paid
hereunder for all such Services and Deliverables; (i) issue a “partial Acceptance” of the Service
or Deliverable with an equitable adjustment in the price to account for such deficiency; or (iii)
conditionally accept the applicable Service or Deliverable while reserving its right to revoke
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Acceptance if timely correction is not forthcoming. Failure of a Service or a Deliverable to meet,
in all material respects, the specifications after the second set of reviews may constitute a default
by Supplier. In the event of such default, the Authorized User may, at its sole discretion, terminate
its order, in whole or in part, for the Services to be provided thereunder by Supplier. Supplier shall
accept return of the non-conforming Deliverable, and any product or Deliverable rendered
unusable due to the non-conforming Service or Deliverable, and Supplier shall refund any monies
paid by such Authorized User pursuant to the order, or portion thereof terminated. All costs of
return of products or Deliverables shall be borne by Supplier. Notwithstanding the foregoing, VITA
or the Authorized User shall be entitled to pursue any other remedies that are available to it under
this Contract and at law or in equity.

F. Training and Documentation
Any training or documentation necessary for an Authorized User to have full benefit of the Service
shall be deemed included in the scope of the SOW unless expressly excluded.

5. LICENSE GRANT
If Authorized User is a state agency, board, commission, or other quasi-political entity of the
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, the license
shall be held by the Commonwealth. If Authorized User is a locality, municipality, school, school
system, college, university, local board, local commission, or local quasi-political entity, the license
shall be held by that public body.

If and to the extent that any pre-existing rights are embodied or reflected in the Service Deliverables,
Supplier hereby grants to the Commonwealth or the Authorized User an irrevocable, perpetual, non-
exclusive, worldwide, royalty-free right and license to (i) use, modify, transmit, execute, reproduce,
display, perform, distribute copies of and prepare derivative works based upon such pre-existing
rights and any derivative works thereof, and (ii) authorize others to do any or all of the foregoing. It is
expressly understood that “perpetual” license rights shall commence upon delivery of the Service
Deliverables and shall exist in perpetuity unless otherwise terminated in accordance with the
applicable provisions of the Contract.

6. RIGHTS TO WORK PRODUCT
If Authorized User is a state agency, board, commission, or other quasi-political entity of the
Commonwealth of Virginia or other body referenced in Title 2.2 of the Code of Virginia, all rights in,
title to, and ownership of Work Product shall vest with the Commonwealth. If Authorized User is a
locality, municipality, school, school system, college, university, local board, local commission, or
local quasi-political entity, all rights in, title to, and ownership of Work Product shall vest with that
public body.

A. Work Product
VITA and Supplier each acknowledge that performance of this Contract may result in Work
Product. The Parties shall document all Work Product specifications and such specifications
shall be made an incorporated exhibit to this Contract. Supplier agrees that it shall promptly and
fully disclose to the Commonwealth or the Authorized User any and all Work Product generated,
conceived, reduced to practice or learned by Supplier or any of its employees, either solely or
jointly with others, during the term or performance of this Contract, which in any way relates to the
business of the Commonwealth, VITA, or any Authorized User. Supplier further agrees that
neither Supplier nor any of Supplier's employees, nor any party claiming through Supplier or
Supplier's employees, shall, other than in the performance of this Contract, make use of or
disclose to others any proprietary information relating to the Work Product. All Services
performed hereunder shall include delivery of all Work Product source code, object code,
executables, and documentation. Supplier agrees that a copy of the most recent Work Product
source code shall be provided to the Commonwealth or to the Authorized User pursuant to whose
order the Work Product was discovered, created, or developed.
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B. Ownership
Supplier agrees that, whether or not the Services are considered “works made for hire” or an
employment to invent, all Work Product discovered, created or developed under this Contract
shall be and shall remain the sole and exclusive property of the Commonwealth of Virginia and its
assigns or the Authorized User and its assigns. Except as specifically set forth in writing and
signed by both VITA and Supplier, or Authorized User and Supplier, Supplier agrees that the
Commonwealth or the Authorized User shall have all rights with respect to any Work Product
discovered, created or developed under this Contract without regard to the origin of the Work
Product.

If and to the extent that Supplier may, under applicable law, be entitled to claim any ownership
interest in the Work Product, Supplier hereby transfers, grants, conveys, assigns and relinquishes
exclusively to the Commonwealth or the Authorized User any and all right, title and interest it now
has or may hereafter acquire in and to the Work Product under patent, copyright, trade secret and
trademark law in perpetuity or for the longest period otherwise permitted by law. If any moral
rights are created, Supplier waives such rights in the Work Product. Supplier further agrees as to
the Work Product to assist the Commonwealth or the Authorized User in every reasonable way to
obtain and, from time to time, enforce patents, copyrights, and other rights and protection, and in
protecting trade secrets, with respect to such Work Product, and to that end, Supplier and its
employees shall execute all documents for use in applying for and obtaining such patents,
copyrights, and other rights and protection with respect to such Work Product, as the
Commonwealth or the Authorized User may reasonably request, together with any assignments
thereof to the Commonwealth or the Authorized User or entities designated by the
Commonwealth or the Authorized User. Supplier's and its employees' obligations to assist the
Commonwealth or the Authorized User in obtaining and enforcing such rights shall continue
beyond the termination of this Contract.

The Supplier hereby agrees that, notwithstanding anything else in this Contract, in the event of
any breach of this Contract by VITA or any Authorized User, the Supplier's remedy shall not
include any right to rescind, otherwise revoke, or invalidate the provisions of this Section.
Similarly, no termination of the Contract by VITA shall have the effect of rescinding the provisions
of this Section.

C. Return of Materials
Upon termination of this Contract, Supplier shall immediately return to VITA or the appropriate
Authorized User all copies, in whatever form, of any and all Confidential Information, Work
Product and other properties provided by VITA or such Authorized User, which are in Supplier's
possession, custody or control.

7. SUPPLIER PERSONNEL

A. Selection and Management of Supplier Personnel
Supplier shall take such steps as may be necessary to ensure that all Supplier personnel
performing Services under this Contract are competent and knowledgeable of the contractual
arrangements and the applicable SOW between Authorized User and Supplier. Supplier shall be
solely responsible for the conduct of its employees, agents, and subcontractors, including all acts
and omissions of such employees, agents, and subcontractors, and shall ensure that such
employees and subcontractors comply with the appropriate Authorized User’s site security,
information security and personnel conduct rules, as well as applicable federal, state and local
laws, including export regulations. Authorized User reserves the right to require the immediate
removal from such Authorized User’s premises of any employee, subcontractor or agent of
Supplier whom such Authorized User believes has failed to comply or whose conduct or behavior
is unacceptable or unprofessional or results in a security or safety breach.

B. Supplier Personnel Supervision
Supplier acknowledges that Supplier, or any of its agents, contractors, or subcontractors, is and
shall be the employer of Supplier personnel, and shall have sole responsibility to supervise,
counsel, discipline, review, evaluate, set the pay rates of and terminate the employment of
Supplier personnel.
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8. GENERAL WARRANTY
With respect to the Services provided by Supplier, Supplier represents and warrants the following:

A.

Ownership

Supplier has the right to provide the Services, including Deliverables, without violating or
infringing any law, rule, regulation, copyright, patent, trade secret or other proprietary right of any
third party.

Performance

i). All Services shall be performed with care, skill and diligence, consistent with or above
applicable professional standards currently recognized in its profession, and Supplier shall be
responsible for the professional quality, technical accuracy, completeness and coordination of
all plans, information, specifications, Deliverables and Services furnished under this Contract;

ii). The Services are pursuant to a particular Request for Proposal (“RFP”), and therefore such
Services and any associated Deliverables shall be fit for the particular purposes specified by
VITA in the RFP and in this Contract, and Supplier is possessed of superior knowledge with
respect to the Services and Deliverables and is aware that all Authorized Users are relying on
Supplier's skill and judgment in providing the Services and Deliverables;

iii). The Services and Deliverables shall meet or exceed the Requirements;
iv). The Services shall be performed in a professional manner;

v). The documentation which Supplier is required to provide under this Contract shall be
sufficient in detail and content to allow a user to understand and fully utilize the Deliverables
without reference to any other materials or information.

Limited Warranty Period and Remedy

During the Warranty Period, Supplier warrants that the Deliverables shall not contain any material
errors and shall meet the Requirements. Supplier shall correct, at no additional cost to any
Authorized User, all errors and omissions identified during the Warranty Period in any of the
Services or Deliverables. If Supplier is unable to make the Deliverable conform, in all material
respects, to the Requirements within ten (10) days following written notification by an Authorized
User, Supplier shall, at such Authorized User’s request, accept return of such Deliverable and
any other related Deliverable(s) rendered unusable, and return all monies paid by such
Authorized User for the non-conforming Deliverable and such other related Deliverable(s)
rendered unusable.

Supplier’s Viability

Supplier warrants that it has the financial capacity to perform and continue to perform its
obligations under this Contract; that Supplier has no constructive or actual knowledge of an actual
or potential legal proceeding being brought against Supplier that could materially adversely affect
performance of this Contract; and that entering into this Contract is not prohibited by any contract,
or order by any court of competent jurisdiction.

Supplier's Past Experience
Supplier warrants that the Services have been successfully performed for a non-related third-
party without significant problems due to the Services or Supplier.

THE OBLIGATIONS OF SUPPLIER UNDER THIS GENERAL WARRANTY SECTION ARE
MATERIAL. SUPPLIER MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION ANY CONCERNING MERCHANTABILITY OR FITNESS FOR
ANY OTHER PARTICULAR PURPOSE.

9. ORDERS AND COMPENSATION
A. Order

Supplier is required to accept any order placed by an Authorized User through the eVA electronic
procurement website portal (http://www.eva.state.va.us). eVA is the Commonwealth of Virginia's
e-procurement system. State agencies, as defined in §2.2-2006 of the Code of Virginia, shall
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order through eVA. All other Authorized Users are encouraged to order through eVA, but may
order through the following means:

i). Purchase Order (PO): An official PO form issued by an Authorized User.

ii). Any other order/payment charge or credit card process, such as AMEX, MASTERCARD, or
VISA under contract for use by an Authorized User.

This ordering authority is limited to issuing orders for the Services available under this Contract.
Under no circumstances shall any Authorized User have the authority to modify this Contract. An
order from an Authorized User may contain additional terms and conditions; however, to the
extent that the terms and conditions of the Authorized User's order are inconsistent with the terms
and conditions of this Contract, the terms of this Contract shall supersede.

Notwithstanding the foregoing, Supplier shall not accept any order from an Authorized User if
such order is to be funded, in whole or in part, by federal funds and if, at the time the order is
placed, Supplier is not eligible to be the recipient of federal funds as may be noted on any of the
Lists of Parties Excluded from Federal Procurement and Nonprocurement Programs.

ALL CONTRACTUAL OBLIGATIONS UNDER THIS CONTRACT IN CONNECTION WITH AN
ORDER PLACED BY ANY AUTHORIZED USER ARE THE SOLE OBLIGATION OF SUCH
AUTHORIZED USER AND NOT THE RESPONSIBILITY OF VITA UNLESS SUCH
AUTHORIZED USER IS VITA.

B. Purchase Price and Price Protection
Exhibit D sets forth the fees and the appropriate Commonwealth discounts. Fees shall not
increase and discounts shall not decrease for a period of not less than two (2) years from the
Effective Date. No such increase shall exceed the lesser of three percent (3%) or the annual
increase in the Consumer Price Index for All Urban Consumers (CPI-U), U.S. City Average, All
Items, not seasonally adjusted, as published by the Bureau of Labor Statistics of the Department
of Labor (http://www.bls.gov/cpi’/home.htm), for the effective date of the increase compared with
the same index one (1) year prior. Any such change in price shall be submitted to all Authorized
Users in writing in accordance with the above and shall not become effective for sixty (60) days
thereafter. Supplier agrees to offer price reductions to ensure compliance with the Competitive
Pricing Section.

C. Invoice Procedures
For an order with a period of performance not expected to exceed one (1) month, Supplier shall
remit each invoice to the “bill-to” address provided with the order promptly after all Deliverables or
Services have been accepted and in accordance with the milestone payment schedule, if any, in
the applicable order. For a time and materials type Statement of Work with a period of
performance expected to exceed one (1) month, Supplier shall submit invoices to the ordering
Authorized User monthly in arrears, unless otherwise specified in such Statement of Work. For a
fixed price type Statement of Work, Supplier shall invoice in accordance with the milestone
payment schedule, if any, in the applicable order; if such order does not include a milestone
payment schedule, Supplier shall invoice after all Deliverables or Services have been accepted
by the ordering Authorized User. No invoice shall include any costs other than those identified in
the executed order or Statement of Work, which costs shall be in accordance with Exhibit D.
Without limiting the foregoing, all shipping costs are the Supplier’s responsibility except to the
extent such charges are identified in Exhibit D, or as noted in any executed order or Statement of
Work referencing this Contract. Invoices issued by the Supplier shall identify at a minimum:

i). Deliverable or Service type, or project milestone, and description

if). Quantity, charge and extended pricing for each Deliverable and/or Service item or milestone;
or, for a time and materials type order, the name(s) of the assigned employee(s), the hourly
rate(s), and the number of hours worked;

ii). Applicable order date or Statement of Work date

iv). This Contract number and the applicable order number
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v). Supplier's Federal Employer Identification Number (FEIN).

Any terms included on Supplier’s invoice shall have no force or effect and will in no way bind
VITA or any Authorized User.

D. Invoice and Payment Terms
All payment obligations under this Contract are subject to the availability of legislative
appropriations at the federal, state, or local level, for this purpose. In the event of non-
appropriation of funds, irrespective of the source of funds, for the items under this Contract, VITA
may terminate this Contract, in whole or in part, or any order or Statement of Work, in whole or in
part, or an Authorized User may terminate an order, in whole or in part, for those goods or
services for which funds have not been appropriated. Written notice will be provided to the
Supplier as soon as possible after legislative action is completed. Termination for lack of
appropriations shall not affect any perpetual license granted pursuant to this Contract, provided
all fees for such license have been paid.

Supplier is responsible for the accuracy of its billing information. Supplier agrees not to issue
invoices hereunder until Services have been performed or milestones have met Acceptance
criteria. Charges for Services accepted more than ninety (90) days prior to receipt of a valid
invoice may not be paid, except in accordance with a milestone payment schedule. Should
Supplier repeatedly over bill Authorized User, Authorized User may assess a one percent (1%)
charge for the amount over billed for each month that such over billing continues.

If there are any disputed items, the appropriate Authorized User shall pay all undisputed charges
and promptly notify Supplier in writing of any disputed amount. Supplier shall thereupon review
its records, and, if it does not concur with such Authorized User, provide such Authorized User
with documentation to support the charge. If such charges remain in dispute, such dispute shall
be resolved in accordance with the Dispute Resolution section of this Contract. In the absence of
the Supplier’s written evidence identifying the merit of the disputed amounts, Authorized User
may not pay the disputed amounts and may consider the matter concerning the specific identified
amounts closed. All payment terms are net 30 days after Acceptance.

E. Reimbursement of Expenses
If allowable pursuant to an Authorized User's SOW, such Authorized User shall pay, or reimburse
Supplier, for all reasonable and actual travel-related expenses for greater than thirty (30) miles
from portal to portal incurred by Supplier during the relevant period; provided, however, that such
Authorized User shall only be liable to pay for Supplier’s travel-related expenses, including
transportation, meals, lodging and incidental expenses, that have been authorized by such
Authorized User in advance and which will be reimbursable by such Authorized User at the then-
current per diem amounts as published by the Virginia Department of Accounts
(http://www.doa.virginia.gov/Admin_Services/ CAPP/CAPP_Topics/20335 1206.pdf, or a
successor URL(S)).

All reimbursed expenses will be billed to the Authorized User on a pass-through basis without any
markup by Supplier. At Authorized User's request, Supplier shall provide copies of receipts for all
travel expenses over US$30.00.

F. Supplier's Report of Sales and Industrial Funding Adjustment
By the 10th day of every month, the Supplier shall submit the “Supplier Monthly Report of Sales”.
A template showing the format in which the report is to be submitted is available at
http://www.vita.virginia.gov/procurement/supplierResources.cfm. The report shall be submitted
via electronic mail to the VITA IFA Coordinator and the VITA Controller (contact information
provided below), and shall report all invoices submitted by Supplier pursuant to the Contract to all
Authorized Users during the preceding month. The report shall also show a cumulative record of
all invoices submitted to all Authorized Users pursuant to the Contract.

The Supplier shall submit the Industrial Funding Adjustment (IFA) payment for the period covered
by such “Supplier Monthly Report of Sales” within thirty (30) days of submitting the “Supplier
Monthly Report of Sales”. The IFA payment shall be submitted in the form of a check or electronic
funds disbursement made payable to the Treasurer of Virginia. The IFA payment is equal to two
percent (2%) of total sales under this Contract during the relevant month, as determined by the
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amount invoiced to Authorized Users. The IFA payment shall reference this Contract number,
“report amounts”, and “report period”.

Supplier shall remit IFA payments made via check to VITA, Attention VITA Controller. Supplier
shall also provide a copy of the IFA payment to the VITA IFA Coordinator via email or fax. Failure
to comply with reporting and payment requirements of this section may result in default of
Contract.

Contact information for the VITA Controller and the VITA IFA Coordinator submission of the
Supplier Monthly Report of Sales and the IFA payment, as applicable, is available at
http://www.vita.virginia.gov/procurement/supplierResources.cfm under “Supplier Reporting”.

G. Small, Woman, and Minority-Owned Business (SWaM) Participation
Supplier and VITA agree to meet promptly after the Effective Date of this Contract to discuss the
participation of Virginia Department of Minority Business Enterprise (DMBE)-certified Small,
Woman, and Minority Owned Businesses (SWaMs) as subcontractors and second-tier suppliers
under this Contract. Supplier and VITA will review Supplier's SWaM subcontracting plan, which
was submitted with Supplier’s proposal, and SWaM subcontract reporting, and will discuss ways
of encouraging SWaM participation and increasing subcontracting spend with SWaM suppliers.

Supplier and VITA agree to meet annually thereafter to review SWaM subcontracting reports and
discuss further action with respect to SWaM subcontracting and spend.

Discussions regarding SWaM subcontracting may be held in conjunction with meetings of the
Steering Committee, as described in the Steering Committee section of this Contract.

In addition, by the 10th day of every month, Supplier shall submit to VITA the Small, Woman, and
Minority Owned Business (SWaM) Subcontracting Monthly Report (template available at
http://www.vita.virginia.gov/procurement/supplierResources.cfm). Supplier’s report should include
spend on all Supplier's contracts with second-tier suppliers which provide products or services
under this Contract. The report should specify the amount of such spend provided to SWaM
vendors, by SWaM category, regardless of such SWaM vendors’ certification status. Supplier
shall submit the report to SWaM@vita.virginia.gov.

10. COMPETITIVE PRICING
Supplier warrants and agrees that each of the charges, economic or product terms or warranties
granted to VITA pursuant to this Contract are comparable to or better than the equivalent charge,
economic or product term or warranty being offered to any commercial or government customer of
Supplier. If Supplier enters into any arrangements with another customer of Supplier or with an
Authorized User to provide Services under more favorable prices, as the prices may be indicated on
Supplier's current U.S. and International price list or comparable document, then this Contract shall
be deemed amended as of the date of such other arrangements to incorporate those more favorable
prices, and Supplier shall immediately notify VITA of such change.

11. CONFIDENTIALITY

A. Treatment and Protection
Each Party shall (i) hold in strict confidence all Confidential Information of any other Party, (ii) use
the Confidential Information solely to perform or to exercise its rights under this Contract, and (iii)
not transfer, display, convey or otherwise disclose or make available all or any part of such
Confidential Information to any third-party. However, an Authorized User may disclose the
Confidential Information as delivered by Supplier to subcontractors, contractors or agents of such
Authorized User that are bound by non-disclosure contracts with such Authorized User. Each
Party shall take the same measures to protect against the disclosure or use of the Confidential
Information as it takes to protect its own proprietary or confidential information (but in no event
shall such measures be less than reasonable care).

B. Exclusions
The term “Confidential Information” shall not include information that is:
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i). in the public domain through no fault of the receiving Party or of any other person or entity
that is similarly contractually or otherwise obligated;

ii). obtained independently from a third-party without an obligation of confidentiality to the
disclosing Party and without breach of this Contract;

ii). developed independently by the receiving Party without reference to the Confidential
Information of the other Party; or

iv). required to be disclosed under The Virginia Freedom of Information Act (882.2-3700 et seq.
of the Code of Virginia) or similar laws or pursuant to a court order.

C. Return or Destruction
Upon the termination or expiration of this Contract or upon the earlier request of the disclosing
Authorized User, Supplier shall (i) at its own expense, (a) promptly return to the disclosing
Authorized User all tangible Confidential Information (and all copies thereof except the record
required by law) of the disclosing Authorized User, or (b) upon written request from the disclosing
Authorized User, destroy such Confidential Information and provide the disclosing Authorized
User with written certification of such destruction, and (ii) cease all further use of the Authorized
User’s Confidential Information, whether in tangible or intangible form.

VITA or the Authorized User shall retain and dispose of Supplier's Confidential Information in
accordance with the Commonwealth of Virginia's records retention policies or, if Authorized User
is not subject to such policies, in accordance with such Authorized User’s own records retention
policies.

D. Confidentiality Statement
All Supplier personnel, contractors, agents, and subcontractors performing Services pursuant to
this Contract shall be required to sign a confidentiality statement or non-disclosure agreement.
Any violation of such statement or agreement shall be shall be deemed a breach of this Contract
and may result in termination of the Contract or any order issued hereunder.

12. LIABILITY AND INDEMNIFICATION
Supplier agrees to indemnify, defend and hold harmless the Commonwealth, VITA, or any Authorized
User, their officers, directors, agents and employees (“Commonwealth’s Indemnified Parties”) from
and against any and all third party claims, demands, proceedings, suits and actions, including any
related liabilities, obligations, losses, damages, fines, judgments, settlements, expenses (including
attorneys’ and accountants’ fees and disbursements) and costs (each, a “Claim” and collectively,
“Claims”), incurred by, borne by or asserted against any of Commonwealth’s Indemnified Parties to
the extent such Claims in any way relate to, arise out of or result from: (i) any intentional or willful
misconduct or negligence of any employee, agent, or subcontractor of Supplier, (ii) any act or
omission of any employee, agent, or subcontractor of Supplier, (iii) breach of any representation,
warranty or covenant of Supplier contained herein, (iv) any defect in the Services or Deliverables
provided by Supplier, or (v) any actual or alleged infringement or misappropriation of any third party’s
intellectual property rights by any of the Services or Deliverables. Selection and approval of counsel
and approval of any settlement shall be accomplished in accordance with all applicable laws, rules
and regulations. For state agencies the applicable laws include 88 2.2-510 and 2.2-514 of the Code
of Virginia. In all cases the selection and approval of counsel and approval of any settlement shall be
satisfactory to VITA or the Authorized User against whom the claim has been asserted.

In the event that a Claim is commenced against any of Commonwealth’s Indemnified Parties alleging
that use of any Deliverable or that the provision of Services under this Contract infringes any third
party’s intellectual property rights and Supplier is of the opinion that the allegations in such Claim in
whole or in part are not covered by this indemnification provision, Supplier shall immediately notify
VITA and the affected Authorized User(s) in writing, via certified mail, specifying to what extent
Supplier believes it is obligated to defend and indemnify under the terms and conditions of this
Contract. Supplier shall in such event protect the interests of the Commonwealth’s Indemnified
Parties and secure a continuance to permit VITA and the affected Authorized User(s) to appear and

Pragmatic Solutions ARMICS Services Contract.docContract Number VA-070622-PRAG Page 15 of 22
Rev. 03/07



defend their interests in cooperation with Supplier as is appropriate, including any jurisdictional
defenses VITA or the affected Authorized User(s) may have.

In the event of a Claim pursuant to any actual or alleged infringement or misappropriation of any third
party’s intellectual property rights by any of the Services or Deliverables, and in addition to all other
obligations of Supplier in this Section, Supplier shall at its expense, either (a) procure for all
Authorized Users the right to continue use of such infringing Services or Deliverables, or any
component thereof; or (b) replace or modify such infringing Services or Deliverables, or any
component thereof, with non-infringing products or services satisfactory to VITA. And in addition,
Supplier shall provide any Authorized User with comparable temporary replacement deliverables and
services, or reimburse VITA or any Authorized User for the reasonable costs incurred by VITA or
such Authorized User in obtaining alternative products and services in the event such Authorized
User cannot use the affected Deliverable or benefit from the affected Services. If Supplier cannot
accomplish any of the foregoing within a reasonable time and at commercially reasonable rates, then
Supplier shall accept the return of the infringing component of the Services or Deliverable, along with
any other components of any products rendered unusable by any Authorized User as a result of the
infringing component, and refund the price paid to Supplier for such components.

EXCEPT WITH REGARD TO CLAIMS FOR PROPERTY DAMAGE, PERSONAL INJURY OR
INFRINGEMENT, AND THE INDEMNIFICATION AND CONFIDENTIALITY OBLIGATIONS, WITH
RESPECT TO EACH OF WHICH LIABILITY SHALL NOT BE LIMITED PURSUANT TO THIS
SECTION, IN NO EVENT WILL ANY PARTY BE LIABLE TO ANY OTHER PARTY (OR THE
INDEMNIFIED PARTIES OF SUCH PARTY) FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL
OR PUNITIVE DAMAGES, INCLUDING (WITHOUT LIMITATION) LOSS OF PROFIT, INCOME OR
SAVINGS, EVEN IF ADVISED OF THE POSSIBILITY THEREOF, EXCEPT WHEN SUCH DAMAGES
ARE CAUSED BY THE GROSS NEGLIGENCE OR WILLFUL MISCONDUCT OF THE PARTY, ITS
EMPLOYEES, AGENTS OR SUBCONTRACTORS.

13. INSURANCE
In addition to the insurance coverage required by law as specified in the URL identified in the
Incorporated Contractual Provisions section of this Contract, Supplier shall carry errors and omissions
insurance coverage in the amount of $1,000,000 per occurrence.

14. SECURITY COMPLIANCE
Supplier agrees to comply with all provisions of the then-current Commonwealth of Virginia security
procedures, published by the Virginia Information Technologies Agency (VITA) and which may be
found at (http://www.vita.virginia.gov/docs/psg.cfm) or a successor URL(S), as are pertinent to
Supplier's operation. Supplier further agrees to comply with all provisions of the relevant Authorized
User’s then-current security procedures as are pertinent to Supplier’'s operation and which have been
supplied to Supplier by such Authorized User. Supplier shall also comply with all applicable federal,
state and local laws and regulations. For any individual Authorized User location, security procedures
may include but not be limited to: background checks, records verification, photographing, and
fingerprinting of Supplier's employees or agents. Supplier may, at any time, be required to execute
and complete, for each individual Supplier employee or agent, additional forms which may include
non-disclosure agreements to be signed by Supplier's employees or agents acknowledging that all
Authorized User information with which such employees and agents come into contact while at the
Authorized User site is confidential and proprietary. Any unauthorized release of proprietary
information by the Supplier or an employee or agent of Supplier shall constitute a breach of this
Contract.

Supplier shall indemnify, defend, and hold the Commonwealth, VITA, the Authorized User, their
officers, directors, employees and agents harmless from and against any and all fines, penalties
(whether criminal or civil), judgments, damages and assessments, including reasonable expenses
suffered by, accrued against, or charged to or recoverable from the Commonwealth, VITA, the
Authorized User, their officers, directors, agents or employees, on account of the failure of Supplier to
perform its obligations pursuant this Section.
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15.

16.

17.

IMPORT/EXPORT
Any product generated from any data collected, developed, analyzed, or otherwise used or obtained
by Supplier pursuant to Supplier's performance of this Contract shall be considered Data Product.

Supplier shall not export or re-export any data collected, developed, analyzed, or otherwise used or
obtained by Supplier pursuant to Supplier's performance of this Contract, or any Data Product, to any
country, person, entity or end user subject to U.S. export restrictions. Supplier specifically agrees not
to export, re-export, or download such data or Data Product: (a) to any country to which the U.S. has
embargoed or restricted the export of goods or services, which currently include, but are not
necessarily limited to Cuba, Iran, Iraq, Libya, North Korea, Sudan, Syria, Federal Republic of
Yugoslavia, or to any national of any such country; (b) to any end-user who Supplier knows or has
reason to know will utilize the data or Data Product or portion thereof in the design, development or
production of nuclear, chemical, or biological weapons, or for any purpose which may, directly or
indirectly, pose a security threat to the United States or its territories; or (c) to any end-user who has
been prohibited from participating in U.S. export transactions by any federal agency of the U.S.
government. Supplier is responsible for complying with local laws in Supplier’s jurisdiction, as well as
all federal and state laws and regulations regarding import and export, which might impact its right to
import, export, or use the data or Data Product.

In addition, VITA requires that any data deemed “restricted” or “sensitive” by either federal or state
authorities, must only be collected, developed, analyzed, or otherwise used or obtained by persons or
entities working within the boundaries of the United States.

BANKRUPTCY

If Supplier becomes insolvent, takes any step leading to its cessation as a going concern, fails to pay
its debts as they become due, or ceases business operations continuously for longer than fifteen (15)
business days, then VITA may immediately terminate this Contract, or an Authorized User may
terminate an order, on notice to Supplier unless Supplier immediately gives VITA or such Authorized
User adequate assurance of the future performance of this Contract or the applicable order. If
bankruptcy proceedings are commenced with respect to Supplier, and if this Contract has not
otherwise terminated, then VITA may suspend all further performance of this Contract until Supplier
assumes this Contract and provides adequate assurance of performance thereof or rejects this
Contract pursuant to Section 365 of the Bankruptcy Code or any similar or successor provision, it
being agreed by the VITA and Supplier that this is an executory contract. Any such suspension of
further performance by VITA pending Supplier’'s assumption or rejection shall not be a breach of this
Contract, and shall not affect the rights of VITA or any Authorized User to pursue or enforce any of its
rights under this Contract or otherwise.

STEERING COMMITTEE

In order to facilitate mutually beneficial contractual relationships with suppliers, VITA has procedures
for establishing a steering committee (“Steering Committee”), which will consist of senior
management personnel, including personnel involved in the contractual relationship, from VITA and
Supplier.

Roles of the Steering Committee will include but not be limited to a) identifying potential issues which
may arise during the performance of a contract, b) discussing and assigning roles and
responsibilities, c) establishing methods for quickly resolving potential disputes, d) setting rules for
communication and decision making, €) monitoring and measuring the business relationship between
the parties, and f) acting as a final decision board for escalated problems.

A meeting of the Steering Committee is intended to be a forum for brainstorming and sharing ideas,
emphasizing respect, cooperation, and access, with the end goal of developing relationships to avoid
conflict. A facilitator may, but is not required to, conduct a meeting of the Steering Committee.

The Steering Committee will meet within thirty (30) days of the Effective Date of this Contract and will
meet annually thereafter during the term of the Contract, including any extension thereto. One or
more additional meetings may be held at any time during the Contract term, should VITA, at its sole
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discretion, determine that a meeting(s) would be beneficial to the contractual relationship, and
Supplier agrees to participate in such meeting(s). In addition, Supplier may at any time submit a
written request to VITA for a meeting of the Steering Committee, which VITA will not unreasonably
deny.

Supplier shall ensure the availability of the appropriate personnel to meet with the VITA contract
management team. Additional Steering Committee meetings involving representatives from VITA, the
Supplier, and an Authorized User may be required prior to or during performance on any specific
Statement of Work issued pursuant to this Contract.

18. GENERAL PROVISIONS

A. Relationship Between VITA and Authorized User and Supplier
Supplier has no authority to contract for VITA or any Authorized User or in any way to bind, to
commit VITA or any Authorized User to any agreement of any kind, or to assume any liabilities of
any nature in the name of or on behalf of VITA or any Authorized User. Under no circumstances
shall Supplier, or any of its employees, hold itself out as or be considered an agent or an
employee of VITA or any Authorized User, and neither VITA nor any Authorized User shall have
any duty to provide or maintain any insurance or other employee benefits on behalf of Supplier or
its employees. Supplier represents and warrants that it is an independent contractor for purposes
of federal, state and local employment taxes and agrees that neither VITA nor any Authorized
User is responsible to collect or withhold any federal, state or local employment taxes, including,
but not limited to, income tax withholding and social security contributions, for Supplier. Any and
all taxes, interest or penalties, including, but not limited to, any federal, state or local withholding
or employment taxes, imposed, assessed or levied as a result of this Contract shall be paid or
withheld by Supplier or, if assessed against and paid by VITA or any Authorized User, shall be
reimbursed by Supplier upon demand by VITA or such Authorized User.

B. Incorporated Contractual Provisions
The contractual provisions at the following URL are mandatory contractual provisions, required by
law or by VITA, that are hereby incorporated by reference:
http://www.vita.virginia.gov/procurement/documents/MandatoryContractTsandCs. pdf

The contractual claims provision 82.2-4363 of the Code of Virginia and the required eVA
provisions at http://www.vita.virginia.gov/procurement/documents/eVATsandCs.pdf are also
incorporated by reference.

The terms and conditions in documents posted to the aforereferenced URLSs are subject to
change pursuant to action by the legislature of the Commonwealth of Virginia, change in VITA
policy, or the adoption of revised eVA business requirements. If a change is made to the terms
and conditions, a new effective date will be noted in the document title. Supplier is advised to
check the URLs periodically.

C. Compliance with the Federal Lobbying Act
Supplier shall not, in connection with this Contract, engage in any activity prohibited by 31 USC
1352 (entitled "Limitation on use of appropriated funds to influence certain Federal Contracting
and financial transactions") or by the regulations issued from time to time thereunder (together,
the "Lobbying Act"), and shall promptly perform all obligations mandated by the Lobbying Act in
connection with this Contract, including, without limitation, obtaining and delivering to the
Commonwealth all necessary certifications and disclosures.

Supplier is hereby advised that a significant percentage of the funds used to pay Supplier's
invoices under this Contract may be federal funds. Under no circumstances shall any provision of
this Contract be construed as requiring or requesting the Supplier to influence or attempt to
influence any person identified in 31 USC 1352(a)(1) in any matter.

Supplier’'s signed certification of compliance with the foregoing is incorporated as Exhibit E
hereto.
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D. Governing Law
This Contract shall be governed by and construed in accordance with the laws of the
Commonwealth of Virginia without regard to that body of law controlling choice of law. Any and
all litigation shall be brought in the circuit courts of the Commonwealth of Virginia. The English
language version of this Contract prevails when interpreting this Contract. The United Nations
Convention on Contracts for the International Sale of Goods and all other laws and international
treaties or conventions relating to the sale of goods are expressly disclaimed. UCITA shall apply
to this Contract only to the extent required by 859.1-501.15 of the Code of Virginia.

E. Dispute Resolution
In accordance with §2.2-4363 of the Code of Virginia, Contractual claims, whether for money or
other relief, shall be submitted in writing to the public body from whom the relief is sought no later
than sixty (60) days after final payment; however, written notice of the Supplier's intention to file
such claim must be given to such public body at the time of the occurrence or beginning of the
work upon which the claim is based. Pendency of claims shall not delay payment of amounts
agreed due in the final payment. The relevant public body shall render a final decision in writing
within thirty (30) days after its receipt of the Supplier's written claim.

The Supplier may not invoke any available administrative procedure under §2.2-4365 of the Code
of Virginia nor institute legal action prior to receipt of the decision of the relevant public body on
the claim, unless that public body fails to render its decision within thirty (30) days. The decision
of the relevant public body shall be final and conclusive unless the Supplier, within six (6) months
of the date of the final decision on the claim, invokes appropriate action under §2.2-4364, Code of
Virginia or the administrative procedure authorized by §2.2-4365, Code of Virginia.

Upon request from the public body from whom the relief is sought, Supplier agrees to submit any
and all contractual disputes arising from this Contract to such public body’s alternative dispute
resolution (ADR) procedures, if any. Supplier may invoke such public body’s ADR procedures at
any time and concurrently with any other statutory remedies prescribed by the Code of Virginia.

In the event of any breach by a public body, Supplier's remedies shall be limited to claims for
damages and Prompt Payment Act interest and, if available and warranted, equitable relief, all
such claims to be processed pursuant to this Section. In no event shall Supplier's remedies
include the right to terminate any license or support services hereunder.

F. Advertising and Use of Proprietary Marks
Supplier shall not use the name of VITA or any Authorized User’s name or refer to VITA or any
Authorized User , directly or indirectly, in any press release or formal advertisement without
receiving prior written consent of VITA or such Authorized User. In no event may Supplier use a
proprietary mark of VITA or an Authorized User without receiving the prior written consent of VITA
or the Authorized User.

G. Notices
Any notice required or permitted to be given under this Contract shall be in writing and shall be
deemed to have been sufficiently given if delivered in person, or if deposited in the US mails,
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed
to the addresses shown on the signature page. VITA or Supplier may change its address for
notice purposes by giving the other Party notice of such change in accordance with this Section.

H. No Waiver
Any failure to enforce any terms of this Contract shall not constitute a waiver.

I. Assignment
This Contract shall be binding upon and shall inure to the benefit of the permitted successors and
assigns of VITA and Supplier. Supplier may not assign, subcontract, delegate or otherwise
convey this Contract, or any of its rights and obligations hereunder, to any entity without the prior
written consent of VITA, and any such attempted assignment or subcontracting without consent
shall be void. VITA may assign this Contract to any entity, so long as the assignee agrees in
writing to be bound by the all the terms and conditions of this Contract.
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If any law limits the right of VITA or Supplier to prohibit assignment or nonconsensual
assignments, the effective date of the assignment shall be thirty (30) days after the Supplier gives
VITA prompt written notice of the assignment, signed by authorized representatives of both the
Supplier and the assignee. Any payments made prior to receipt of such notification shall not be
covered by this assignment.

J. Captions
The captions are for convenience and in no way define, limit or enlarge the scope of this Contract
or any of its Sections.

K. Severability
Invalidity of any term of this Contract, in whole or in part, shall not affect the validity of any other
term. VITA and Supplier further agree that in the event such provision is an essential part of this
Contract, they shall immediately begin negotiations for a suitable replacement provision.

L. Survival
The provisions of this Contract regarding License, Rights To Work Products, Warranty,
Confidentiality, Liability and Indemnification, and the General Provisions shall survive the
expiration or termination of this Contract.

M. Force Majeure
No Party shall be responsible for failure to meet its obligations under this Contract if the failure
arises from causes beyond the control and without the fault or negligence of the non-performing
Party. If any performance date under this Contract is postponed or extended pursuant to this
section for longer than thirty (30) calendar days, VITA, by written notice given during the
postponement or extension, may terminate Supplier’s right to render further performance after the
effective date of termination without liability for that termination, and in addition an Authorized
User may terminate any order affected by such postponement or delay.

N. Remedies
The remedies set forth in this Contract are intended to be cumulative. In addition to any specific
remedy, VITA and all Authorized Users reserve any and all other remedies that may be available
at law or in equity.

O. Right to Audit
VITA reserves the right to audit those Supplier records that relate to the Services rendered or the
amounts due Supplier for such Services under this Contract. VITA's right to audit shall be limited
as follows:

i). Three (3) years from Service performance date;

ii). Performed at Supplier's premises, during normal business hours at mutually agreed upon
times; and

ii). Excludes access to Supplier cost information.

The Supplier shall not have the right to audit, or require to have audited, VITA or any Authorized
User.

P. Offers of Employment
During the first twelve (12) months of the Contract, should Supplier hire an employee of an
Authorized User who has substantially worked on any project covered by this Contract without
prior written consent, the Supplier shall be billed for fifty percent (50%) of the employee’s annual
salary in effect at the time of termination.

Q. Contract Administration
Supplier agrees that at all times during the term of this Contract an account executive, at
Supplier's senior management level, shall be assigned and available to VITA. Supplier reserves
the right to change such account executive upon reasonable advance written notice to VITA.

Pragmatic Solutions ARMICS Services Contract.docContract Number VA-070622-PRAG Page 20 of 22
Rev. 03/07



R. Limitation on Future Contracting
VITA and Supplier agree that there may be a potential for conflict of interest that could arise in the
course of Supplier's providing audit Services to an Authorized User. Such conflict of interest is
properly mitigated by precluding the Supplier from bidding on or participating in the
implementation of any of the remedial activities that Supplier may recommend to such Authorized
User. Supplier agrees that by accepting an order from an Authorized User to perform Services
pursuant to this Contract, it agrees to not bid on or participate in the implementation of such
recommendations in any capacity for a period of three (3) years. The three year period begins
with the completion of the order under which such services were performed. Notwithstanding the
foregoing, VITA may, at its sole discretion, waive the limitation on future contracting, at the
request of an Authorized User and for such Authorized User, if it is determined, in VITA’s sole
discretion, to be in the best interest of the Commonwealth.

S. Entire Contract
The following Exhibits, including all subparts thereof, are attached to this Contract and are made
a part of this Contract for all purposes:

i). Exhibit A  Service Requirements

ii). ExhibitB Statement of Work (SOW) Template
iii). Exhibit C Reserved

iv). ExhibitD  Service Fees

v). Exhibit E  Certification Regarding Lobbying

This Contract, its Exhibits, and any prior non-disclosure agreement constitute the entire
agreement between VITA and Supplier and supersede any and all previous representations,
understandings, discussions or agreements between VITA and Supplier as to the subject matter
hereof. Any and all terms and conditions contained in, incorporated into, or referenced by the
Supplier's Proposal shall be deemed invalid. The provisions of the Virginia Department of
General Services, Division of Purchases and Supply Vendor’s Manual shall not apply to this
Contract or any order issued hereunder. This Contract may only be amended by an instrument in
writing signed by VITA and Supplier. In the event of a conflict, the following order of precedence
shall apply: this Contract document, Exhibit A, any SOW issued hereunder, Exhibit D.

An Authorized User and Supplier may enter into an ordering agreement pursuant to this Contract.
To the extent that such ordering agreement include any terms and conditions inconsistent with
the terms and conditions of this Contract, such terms and conditions shall be of no force and
effect.

VITA and Supplier each acknowledge that it has had the opportunity to review this Contract and
to obtain appropriate legal review if it so chose.

Executed as of the last date set forth below by the undersigned authorized representatives of VITA and
Supplier.
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EXHIBIT A
CONTRACT NUMBER VA-070622-PRAG
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
PRAGMATIC SOLUTIONS, INC.

Exhibit A is herby incorporated into and made an integral part of Contract Number VA-070622-PRAG
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or
“State”’) and Pragmatic Solutions, Inc. (“Supplier”).

In the event of any discrepancy between this Exhibit A and Contract No. VA-070622-PRAG, the
provisions of Contract No. VA-070622-PRAG shall control.

Detailed Description of Proposal Services

Pragmatic will perform best practice analysis to assess current finance and accounting practices, to
clearly identify process shortcomings or control weaknesses, to define desired future state(s) and
develop remediation plan to meet that desired state, and to provide tools to annually monitor
compliance. We assume availability of Subject Matter Experts (SMEs) within the VITA financial
business units and access to agency source documents (e.g., existing financial books, files and records
as well as finance and accounting guidelines, procedures, policies, and existing audit or regulatory
assessments or reports.)

A. Functional

1. Canyou provide all resources necessary to fully meet the requirements of Comptroller’s Directive
1-07, ARMICS?

Describe how you will comply. Provide examples if available.

Yes.

We can offer:
\' Internal Control Expertise
Financial Expertise
V' Business Intelligence

To deliver:

v Six Sigma Methodology \ CobiT and COSO Frameworks

\ Capabilities Maturity Model \ Information Mapping Techniques
\' Business Process Management \'SOX Controls

\ Project Management \ Financial Analysis Best Practice

Our human and technical resources are more than adequate to meet VITA’s expressed need in meeting
the requirements of the Directive. In addition to a core team of seasoned, experienced professionals
with a wealth of project, budget and staff management successes* under their belts,” we have an
established cadre of full-time project managers/consultants and a stable resource pool of over 300
more screened contractor candidates. We have developed a system of tracking multiple projects by
assigning capable project managers to focus on and track the goals and objectives of each task, and are
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fully confident that our system will ensure adequate project coverage, targeted attention to your needs,
and timely deliverables. Our back room operational capability (accounting, billing, personnel
management and recruiting) routinely accommodates multiple consultants assigned to projects in
multiple sites; while most contracts have been within the Commonwealth, we have also staffed and
managed in multiple jurisdictions and states (e.g., Richmond, Virginia and Dallas, Texas.)

Our team will utilize its five-phase approach to implement the internal controls assessment. We
recommend that this controls assessment be performed on the day-to-day operation as well as on any
technology hot sites or back-up sites to increase the success of Continuity of Operations plans.

Quantitative, financial analytical and operational audit skills will be applied to investigate:
e Payment practices, including electronic payments

Collection practices, including cash management controls

Operational efficiencies within the financial services area

Financial operations analysis within targeted department or unit

Budget analysis

Activity-based-costing analysis

Status of financial controls

SWOT Assessment of financial controls

Existing financial procedural documentation

Automated financial processing systems

Financial Reporting Systems

Investment strategies

Phase activities are visually represented below and then described step-by-step following:

Phase | Phase 2 Phase 3 Phase 4 Phase §
Understand Inventory & Simulate Implement '\ﬂ{?;f%e
Current Analyze Future i
State Gaps State & Train Change

Deliverables

v'Current State Organization Chart
v Current State Process Flow
v'Controls Inventory

¥'Current State Control Assmnt
vArtifact Inventory

¥Current State Cost Estimate

vFuture State Process Flow
vReview GUIS

¥'Schedule 3-6 month Check-ins
vDoc. Updates

v'Redevelop Documentation vCyclical Risk & Control Assessment
v'Website Content Changes v Alternate Site Process & Doc.
vTest/Pilot Future State Synch

vFuture State Cost Estimate

vFinalize Artifacts

vRecommend Org. Improvements
¥Training Material/Delivery
¥Launch Plan

¥Transition Plan

v'Process Gaps w/ Solutions
v'Control Mitigation Resolutions
vEdited Artifacts

v'40-Point Website Usability Review
vSWOT Analysis

Phase 1: Understand Current State: Steps in this phase include: Perform a current state assessment of
the availability and currency of agency process flows. If process flows are not found or up-to-date, the
SIPOCS (Supplier-Input-Process-Output-Customer-Systems) approach will be used to document the
process flows.

Contract No. VA-070622-PRAG
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e Using the process flows, we will identify the current state controls and gather existing process
artifacts (policies, procedures, web content, forms, data/business rules) for inventory and
quality review. Identify current state key performance indicators and samples of existing
reporting. Utilize the COSO' framework for the business infrastructure assessment and CobiT
4.0” for the Technology Assessment. Produce a current state maturity model.

e Phase 2: Inventory & Analyze Gaps: Steps in this phase include: Perform Strengths,
Weaknesses, Opportunities and Threats (SWOT) analysis and assess the presence, adequacy
and evidence of controls function. Identify key controls. Review all process artifacts for quality
and consistency. Generate the Gaps inventory; code each issue as a) active, real issue, b) likely
issue in 0-1 years or c) likely issue in 2+ years. Provide recommended solutions. Work with
client leadership to prioritize gaps and refine solutions.

e Phase 3: Simulate Future State: Steps in this phase include: Utilizing the solutions and
priorities, work with client leadership and state budget analysts to estimate the cost to
implement solutions. Work with client leadership to re-prioritize solutions based on: a)
probability of the risk materializing; and b) tangible and intangible costs of resolution. Re-craft
process flows to invoke new control solutions. Identify and update key performance indicators
and reporting routines. Work with client leadership to identify new and changed processes
requiring pilot and testing prior to implementation. Implement pilots and tests as needed.

e Phase 4: Implement and Train: Work with client leadership and project manager to develop an
implementation action plan (one for each agency). Update process artifacts to reflect and be
synchronized with the new/changed processes. Include internal controls training in the
implementation plan so agency management can learn how to identify and manage internal
controls and perform self-assessments. Produce a revised maturity model.

e Phase 5: Manage Risk and Change: Once the controls framework and assessment routine is
established, it is critical to manage risk and change on a routine basis. We recommend a
quarterly risk assessment to keep agency management current on changing conditions, newly
introduced risks, new requirements, status of previously resolved issues and newly presenting
control issues. An annual assessment should be performed to certify the previous year, but we
recommend quarterly self-assessments in addition to an annual year-end assessment to build
the competency in management and the routine. In addition, as processes evolve, it is critical
that agency-specific documentation and process artifacts be revised on a quarterly basis to
remain synchronized.

2. Can you develop a detailed assessment and implementation plan to be approved by the VITA’s
Controller? Describe how you will comply. Provide examples if available.

Yes. We will develop the assessment template, assessment criteria, reporting criteria and
implementation plan utilizing current COSO and CoBit standards. Using over 15 years of experience
implementing these controls frameworks at a Fortune 50 firm, the team is well-versed how to deploy
controls frameworks, assess controls, interpret findings, resolve control issues and develop

' COSO: Committee of Sponsoring Organizations of the Treadway Commission framework for monitoring risks and
control activities to achieve financial reporting objectives.

* CobiT 4.0: The IT Governance Institute (ITGI), author of control objectives for information and related technology
(COBIT), released version 4.0 of its governance framework in December 2005, which is a significant improvement on its
predecessor and forms the foundation for a strong IT governance framework.
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management reports. We will present our proposed project plan, report formats, sample deliverable
formats, and detailed implementation plan to VITA’s Controller for approval prior to implementation.

B. Stage 1 Agency-Level Internal Control Assessment

1. Can you identify VITA’s significant fiscal processes? Describe how you will comply. Provide
examples if available.

Can you assess agency level control activities applicable to:
e VITA’s significant fiscal processes
e VITA’s accounting administration
e VITA’s general ledger
e VITA’s information systems
Describe how you will comply. Provide examples if available.

Yes. We will use a combination of VITA process documentation reviews, internal / external audit
paper reviews, VITA financial management staff interviews, outsourced service key financial
management documentation and interviews, and other discovery procedures as needed to identify and
track cash flows and accounting transactions originating within or passing through VITA business
operations.

We will evaluate the quality and effectiveness of VITA accounting administration policy, procedure,
staff, and outsourced accounting services, if any. We will sample and test transaction logs to assess
the adequacy and reliability of financial data integrity procedures and fraud detection controls, and
review and validate compliance with VITA policies and procedures for fiscal management. We
will identify and examine all points of data entry into VITA accounting systems, ledgers, and sub
ledgers and test for compliance with appropriate government accounting conventions and stated VITA
accounting policy and procedure.

Given the critical nature of VITA’s responsibilities for state technology procurement decision-making,
oversight, and contract administration, we will perform in-depth end-to-end reviews of supply chain
management operations and processes. We will review and evaluate the adequacy of supply chain
management policy, procedure, and practices. We will perform discovery procedures as needed to
determine the degree of awareness of and compliance with stated internal control policies and
procedures.

2. Can you provide complete documentation that includes a description of the design of the agency—
level controls across the five components of internal control (control environment, risk assessment,
control activities, information and communication, and monitoring)? This documentation includes the
development of a Code of Ethics. Describe how you will comply. Provide examples if available.

Yes. We will review the state and condition of all controls-related artifacts to include: policies,
procedures, position descriptions, performance review templates, agency-level directives, personnel
manuals and code of ethics/code of conduct manuals. All documentation found in support of the five
internal control dimensions will be inventoried and reviewed for completeness, consistency messaging
and currency. Where found to be weak, missing or lacking, recommendations will be made to
strengthen documentation or create new documentation. Through this documentation, we will review
the tone set by agency leadership to ensure that messages are consistently sent and received by agency
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staff. Where the messages or tone are inconsistent or inaccessible, recommendations will be made to
strengthen the communications vehicles associated with articulating policy and expectations (see also
the addition of risk/control training to reinforce).

As needed, we will work with management to develop standards for inclusion in the Code of Ethics
and will draft a Code for review and implementation, working with legal or other stakeholders as
necessary. The Code of Ethics will address:

e Identifying proprietary and confidential information;
Identifying specific unlawful acts;
Safeguarding data and/or other confidential information, including honoring copyright laws;
Protection of all assets of the Commonwealth from loss, damage, misuse or sabotage;
Reporting requirements if an employee has knowledge of ethics violations;

e Honoring ethics standards established by the Commonwealth; and

e Fostering a positive work environment by honoring diversity principles.
Specific employee behaviors will be defined in order to provide clear guidance. Specific behaviors in
addition to the requirements above might include:

e Restrictions on sharing password

e Required steps to safeguard confidential information

e Specific conflict of interest circumstances between the employee’s interest and the

Commonwealth such as outside employment
e Substance abuse restrictions; and
e The requirement to conform to all State laws and safety conditions.

3. Can you provide complete documentation of the methods used to test the effectiveness of the
agency-level controls and the results of those tests? Describe how you will comply. Provide examples
if available.

Yes. We will develop an internal controls testing approach that will include a description of each
control, how each control was expected to perform, and how each control actually performed. The
method and evidence of the control (e.g., documentation or observation) and method of assessment
will be presented. In addition, we will collect copies of the evidentiary material that represents control
function or operation and note when such evidentiary material was not found in the process. Sample
testing tools and reports will be provided by approval by VITA prior to implementation. For example,
the documentation will depict the testing approach, testing results and next step recommendations to
solve any identified defects.

C. Stage 2 — Process and Transaction level Internal Control Assessment

Can you provide a complete description of each significant fiscal process including:
e A description of the fiscal process with examples of pertinent process documents. The use of
process flow diagrams to graphically document the steps of the process is encouraged.
e Policies and procedures governing the process.
e Computer information systems used to support the process.
Describe how you will comply with the above and provide examples if available.
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Yes. We will utilize the SIPOCS (Supplier-Input-Output-Customer-System) format to document
process flows for each significant fiscal process. This process flow format records, at the activity
level, how the process starts and with what supplier, what artifact or interaction begins the process, the
activity or processing performed on the artifact, the system invoked during processing, the output of
the processing, the consumer and how the consumer processes the artifact, etc. This process flow
format depicts timelines, key decisions, key scenarios requiring analysis and a directional path, and
ends with the process completing, beginning a cycle or handing off to another process (in which case,
the last step produces an output which is the input which begins the next process). Level 1 process
maps will provide overviews of each significant fiscal process. Level 2 process maps may include
swim lanes for different stakeholder inputs and outputs as well as identifying key control points and
processes. Level 3 process maps or activity cards may be appropriate to detail process steps behind
each activity box in the Level 2 process flows. Level 3 process cards may also capture characteristics
related to activity, such as confidentiality requirements for financial information.

Process Name: [Name of core process] Subprocess: [Name of the sub-process to be documented]
Input Criteria: [What begins the process] Output Criteria: [VWhen ends the process]

Supplying onsuming

Customer
4 process or } 4 process or }
Qrganizatiof Qrganizatiol

No path

3.2.1 3.2.2 3.2.3 3.2.4 3.2.5

Activity > Activity Yes—w Activity [ —— Activity > Activity

Actar Actor Actor

___Actor 4 N~ Actor

|
Output from this
activity

» Application #---------------oo oo

Auto-generated
output from this
activity

Auto-
generated
output from
this system

Controls: Controls in this process would be listed here and gaps identified would appear in the lane below.

Gaps and Issues: This section would contain a listing of gaps identified

What are the key features? 2 ’
1. Where the process starts and stops and who is 1. As the process owner, you know the scope of your area’s

performing the activities responsibilities; building a new process for the first time

2. What the individual tasks are in a sequential 2. The order of the process steps are recorded if someone else
order has to perform them

3. What's happening at each step of the process 3. Someone else may have to perform the steps or the process
4. When the process is performed during a can be recreated from another (disaster site) location if needed
repeating cycle 4. Someone else can perform the repeating process if needed
5. When activities and people interact with a 5. Someone else may need to perform the duties; business
system process converts to business requirements and technology

6. What controls are present in the process requirements when systems are new or changing

7. What policies and procedures are present 6. In preparing or responding to audits and audit findings

8. What decision-making processes staff use to 7. Someone else may have to perform the function; for auditing
determine activities and direction purposes

8. When key staff leave the organization through downsizing or
resignation; use notice periods to capture these details; recruit
and train the replacement

For example, the SIPOCS swim lane format accounts for key policies and procedures governing the
process and these key documents are referenced by name and number. The SIPOCS format depicts all
the necessary detail of a process to account for the inputs, processing and outputs as well as all the
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interactions, systems, players and controls invoked in the process. Additionally, the format depicts the
core process and its controls and gaps on one succinct page for ease of use.

2. Can you provide a risk assessment of each significant fiscal process including:
e An identification of potential events or conditions that could have an impact on the functioning
or outcome of the process. The use of SWOT analysis is encouraged.
e An assessment of the likelihood of the events and impact of the events on the agency.
e A description of the associated agency risk responses.
Describe how you will comply and provide examples if available.

Yes. During our multi-phased approach, we will identify the target processes, document the process
flows, assess the controls, identify the gaps and develop resolutions. A SWOT analysis is completed as
well as a maturity model. With a baseline of both the SWOT components and the process at maturity,
we are able to test and measure the solutions to ensure that solutions resolve control weaknesses, but
also to ensure that we are able to aid in the repeatability and maturity of the process.

3. Can you provide an internal control evaluation and control tests including:
e A description of the control activities in place to accomplish the related control objectives for
the business process.
e Documentation of the methods used to test the effectiveness of the fiscal process control
activities and the results of those tests.
Describe how you will comply and provide examples if available.

Yes. The risk assessment template will provide a description of the control activities present in the
process. These control activities and their associated procedures make up the day-to-day business
process. With every risk identified, we will test for and expect to find one or more controls to offset
the risk. For each control, we will test the control’s performance in the process and seek evidence of
the control. Examples of control activities may include documented approval authority levels and dual
signature requirements, documented procedures, automated system controls, employee on-the-job risk
management training materials and performance evaluation write-ups, and human resource policies
and disciplinary procedures related to actual breaches of controls or standards.

The testing approach will document the expected outcome, how each control was tested and how each
control actually performed. In the course of the test, we will collect evidence of the control’s
performance or notate where a particular control performance was observed.

D. Stage 3 —Corrective Action Plans

1. If significant weakness in internal control are identified in Stages 1 and/or 2 that are not mitigated
through offsetting controls, can you complete a corrective action plan, which must include the
following elements:

e Summary description of the deficiency in internal control.
When the deficiency was identified
A target date for the completion of corrective action in consultation with the VITA Controller.
Agency personnel responsible for monitoring progress.
Indicators or statistics used to gauge resolution progress.
A quantifiable target or qualitative characteristic that will indicate that the deficiency in
internal control has been corrected.
Describe how you will comply and provide examples if available.

Pragmatic Solutions, Inc. ARMICS Contract No. VA-070622-PRAG
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Yes. We will categorize internal control deficiencies as significant, major or minor based on impact to
the overall process function, customer service, data quality, timeliness of deliverable and other criteria
to be developed. The impacts of all deficiencies will be analyzed to determine the best corrective
action. Major and significant weaknesses that severely impact process quality, customer satisfaction
or data quality will be deemed material. These issues will be described in detail in terms of cause and
effect, when the issue was identified, who identified the issue and if it was disclosed by the agency.
We will make remediation recommendations in accordance with best practices. Prior to developing
remediation approach, we will work with agency leadership to determine the level of effort, funding,
staffing and action plan to correct the issue and implementation date. For all weaknesses, regardless of
severity, agency personnel responsible for leading the solution implementation as well as the
monitoring of the solution will be documented.

We are prepared to apply technical resources to make recommendations for enhanced electronic
financial management, including system development and enhancement as appropriate.

During the course of its multi-phased approach, we will capture current state metrics and indicators of
performance. When necessary, new metrics and measurable key performance indicators will be
created to gauge the performance of the control and the success of the control improvement. Key
performance indicators will be developed that indicate when a control is fully functioning as expected.
Documentation will be maintained to record the progress of each weakness as it moves through the
assessment, mitigation and implementation process. If the solution requires an extended (>30 day)
timeframe for implementation, we will assist the VITA agency in developing a project Plan to track
milestone and interim action steps toward resolution.

A sample format to support a Corrective Action Plan might be the following Gaps Resolution Matrix
for a targeted process:

Level Ref | Gap Recommended Remediation Key* Term | Lead Priority
Accounts 2.0 |21 Separate key review and approval steps Y 30 Smith [ H
Receivable Key Person between the analyst and the owner to achieve day
Dependency segregation of duties and minimize key person
dependency

*Indicates key control. Management must be aware of, or educated on, key controls to critically assess the success of business and
adequacy of control environment.

Recommended remediation may then be broken down into action steps required to achieve the
remediation, e.g., changing approval authority matrices, documenting procedures and required
evidence of dual approvals, etc. Other necessary information such as regulatory, legal or other
requirement may be added to the matrix.

During the project, the team will maintain project tracking and reporting tools and continuously
provide input to VITA using “Open Issues,” “Decision Logs,” “Action

Items,” and “Dashboard” status reporting. All work papers will be provided timely as detailed by the
project plan and will include electronic and hard copy files.

E. Stage 4

Pragmatic Solutions, Inc. ARMICS Contract No. VA-070622-PRAG
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1. Can you establish an annual internal control monitoring process?
Describe how you will comply and provide examples if available.

Yes. Internal control monitoring is a management routine and a good business practice. With this, we
will work with agency leadership to establish a realistic internal control monitoring, assessment and
reporting schedule to ensure that processes are monitored for change, new threats, and new
requirements. An annual controls assessment calendar will be created that assesses high-impact,
business-critical processes or systems more frequently (monthly or quarterly) and lower-impact, lower
risk processes less frequently (semi-annually or annually). With the creation of an annual calendar, we
can instill in agency leadership the importance of ongoing monitoring and provide a vehicle to act as
an ‘early warning system’ should a new risk or change present itself.

Additionally, we recommend that quarterly risk/control training workshops be offered and that this
workshop be a requirement for management with oversight responsibility or control accountability.
Risk/Internal Controls training will aid train existing management as well as transferred staff or
external hires into financial control positions within VITA agencies.

Additional Orders

1. Can you provide the services identified in stages 1 through 4 for public bodies other than VITA
which may issue orders pursuant to a contract, if any, awarded as a result of this solicitation? (Note
that required due dates will vary by order.)

Describe how you will comply and provide examples if available.

Yes. The same multi-phased approach can be provided to public bodies other than VITA. With some
customization, our approach works very well for any business process and any system. Pragmatic
Solutions is prepared to provide detail as to how the approach may be customized to any other state
agency other than VITA based on a description of the existing business process, existing (current)
state and risk factors. We have experience applying these principles and tools and will determine level
of effort for such tasks and negotiate additional work/task orders in accordance with the approved
level of effort and our labor categories and rates in our pricing proposal.

2. Do you agree to comply with any updates or modifications to the Directive, if any?
Yes. Our proposed work will be modified as needed in response to any updates or modifications

which may impact the required assessment or other deliverable as defined in this RFP and as
understood from the current Directive.

Pragmatic Solutions, Inc. ARMICS Contract No. VA-070622-PRAG
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Level of Effort

Aggregate Level of Effort for completion of functional and technical requirements is documented in
the following table, followed by level of effort broken down by phase and associated labor category.
Please see pricing proposal for associated labor rates.

Table 1: Level of Effort Table

Phase Function Total Level of
Effort (Hours)
A Assessment & Implementation 68
Plan
B Agency Level Assessment 724
C Process/Transaction Level 4568
Assessment
D Corrective Action Plan 1740
E Annual Monitoring Process 424
F TBD -0
Total 7524

Tables 2a through 2e. Breakdown of LOE by Project Phases

Phase | Requirements Staff Level Hours
A
e Provide Resources to meet Directive Engagement Manager 4
e  Conduct kickoff activities and stakeholder | Sr. Consultant 12
interviews Consultant 24
e Develop detailed assessment and Mid-Level Consultant 16
implementation plan Jr. Consultant 8
Administrative 4
TOTAL LOE 68
ghase Requirements Staff Level Hours
o Identify significant fiscal processes Engagement Manager 20
e Assess agency level control activities Sr. Consultant 80
related to fiscal processes, accounting, GL | Consultant 336
and IT Mid-Level Consultant 168
e Provide description of agency-levels Jr. Consultant 80
controls across internal control Administrative 40
components
e  Document test methodology of agency
controls
TOTAL LOE 724
Phase C | Requirements Staff Level Hours
e Provide description of significant fiscal | Engagement Manager 32
processes and documents Sr. Consultant 1008
e Develop flow diagrams Consultant 2016

Contract No. VA-070622-PRAG
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e  Document policies & procedure controls | Mid-Level Consultant 1008
e  Document system controls Jr. Consultant 252
e  Provide risk assessment of significant Administrative 252
fiscal processes (SWOT)
e  Assess likelihood of risk events
e Describe agency risk responses
e  Control tests methodology and results
TOTAL LOE 4568
Phase D | Requirements Staff Level Hours
e Recommended remediation Engagement Manager 8
e Action plan & calendar for each Sr. Consultant 100
deficiency/correction Consultant 1008
e Indicators of resolution Mid-Level Consultant 504
e  Metrics for correction Jr. Consultant 60
Administrative 60
TOTAL LOE 1740
Phase E | Requirements Staff Level Hours
e  Establish annual monitoring process Engagement Manager 8
e Training as needed for ongoing Sr. Consultant 40
assessment process Consultant 168
Mid-Level Consultant 168
Jr. Consultant 20
Administrative 20
TOTAL LOE 424

Pragmatic Solutions, Inc. ARMICS
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Contract No. VA-070622-PRAG, Exhibit B

EXHIBIT B - STATEMENT OF WORK TEMPLATE

EXHIBIT B
CONTRACT NUMBER VA-070622-PRAG
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
PRAGMATIC SOLUTIOINS, INC.

Exhibit B is hereby incorporated into and made an integral part of Contract Number VA-070622-PRAG
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or
“State”) and Supplier (“Supplier”).

In the event of any discrepancy between this Exhibit b and Contract No. VA-070622-PRAG, the
provisions of Contract No. VA-070622-PRAG shall control.

[Note: Instructions for using this template to draft a Statement of Work are in gray. These instructions
should be deleted after the appropriate text has been added to the Statement of Work. Contractual
language is not in gray and should remain in the document. Text that is highlighted in blue is contractual
language that is variable based on the nature of the project. Text that is highlighted in green is deemed
non-negotiable and may not be modified by the Authorized User without VITA's consent.]

[Authorized User should delete the title “Exhibit D — Statement of Work Template” prior to issuing this
SOW.]

STATEMENT OF WORK

This Statement of Work is issued by Authorized User, hereinafter referred to as “Authorized User”. The
objective of the project described in this Statement of Work is for the Supplier to provide the Authorized
User with [describe the services] services (“Services”).

1. PROJECT SCOPE AND REQUIREMENTS
Provide information on the scope of the project and the Authorized User’s requirements for this
particular engagement including:

i). [For SOWs issued under an Advanced IT Resources contract, Authorized User MUST
include:] Approved IT Agency Procurement Request (APR) number

ii). Project Name

iii). general description of the Services

iv). project boundaries

V). Authorized User-specific requirements

vi). special considerations for implementing technology at Authorized User’s location(s)

vii). other characteristics of this project that must be addressed to insure the success of the
engagement

2. ADDITIONAL CONTRACT SERVICES TO SUPPORT THE REQUIREMENTS

A. Training and Knowledge Transfer
Provide an overview of training services to be provided to the Authorized User and any special
requirements for specific knowledge transfer to support the Authorized User’s successful
utilization of Service Deliverables.

Pragmatic SOW Exhibit B vO1 Template.doc Page 1 of 6
Rev. 03/07


http://www.doa.virginia.gov/AICCO/ARMICS/ARMICS_Main.cfm

Contract No. VA-070622-PRAG, Exhibit B

B. Support
Document the level of support, as available under the Contract, required by the Authorized User
to utilize the Service Deliverables. This may include conversion support, legacy system
integration, transition assistance, or other specialized consulting.

PROJECT EVENTS AND TASKS
Provide a high-level overview of project events and tasks to be accomplished to perform the required

Services.

PERIOD OF PERFORMANCE
The period of performance for Services shall be [start date] to [end date] and may be extended,
pursuant to and unless otherwise specified in the Contract.

PLACE OF PERFORMANCE
Tasks associated with this engagement will be performed at the Authorized User’s location(s) in

required by the effort.

MILESTONES, DELIVERABLES, PAYMENT SCHEDULE, AND HOLDBACKS
The following table identifies milestone events and deliverables, the associated schedule, any
associated payments, any retainage amounts, and net payments.

, Virginia, at Supplier’s location(s) in Wherever, or other locations as

Milestone Deliverable Schedule Payment Retainage Net Payment
Event

Project kick-off Execution + 5

meeting days

Site survey Site survey Execution + 10
report days

Draft of Requirements Execution + 20 $10,000 $1,000 $9,000

requirements draft days

Final Final Execution + 20

documentation requirements days

of requirements document

Training Training manual | Execution + 30 | $10,000 $1,000 $9,000

days

Customer Execution + 30 $20,000 $2,000 $18,000

training days

Project Final report Execution + 45 $10,000 (%$4,000) $14,000

completion days

The total price for Services shall not exceed $US XXX.

Supplier’'s invoices shall show retainage of ten percent (10%). Following completion of Services,
Supplier shall submit a final invoice to the Authorized User, for the final milestone payment amount

plus the total amount retained by the Authorized User.
Required Deliverables are as follows: [Provide a description of all Deliverables for this engagement.]

i). Site survey report:

ii). Requirements draft

ii). Final requirements document
iv). Training manual

In addition, Supplier will provide copies of any briefing materials, presentations, or other information
developed to support this engagement.

Pragmatic SOW Exhibit B vO1 Template.doc
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fixed price

7. TESTING AND ACCEPTANCE

A. User Acceptance Test Plan
Acceptance Criteria for Deliverables will be based on the Requirements set forth in Contract
Exhibit A and Section 1 of this Statement of Work. Supplier shall design a written User
Acceptance Test (UAT) Plan, acceptable to the Authorized User, which will ensure that all of the
functionality required for the Deliverables been delivered. Supplier will provide the Authorized
User with a detailed Acceptance check-list based on the Requirements. The UAT Plan, including
the Acceptance check-list, will be incorporated as Attachment 1 to this Exhibit D-X.

Review / Testing of Deliverables

Following delivery / performance / completion of each Deliverable, on-site review/testing shall be
conducted in accordance with the Acceptance test provisions of the Contract and the UAT Plan.
The Authorized User shall provide Supplier with reasonable access to its premises, proper
environmental and site conditions, any required test data in proper format, and the cooperation of
its staff and any other contractors to assist Supplier during testing of the Deliverable.

Deliverable Acceptance Receipt

Each Deliverable provided by Supplier under this Statement of Work will be delivered to the
Authorized User with a Deliverable Acceptance Receipt. This document will describe the
Deliverable and provide the Authorized User’s Project Manager with space to indicate if the
Deliverable is accepted, rejected, or partially accepted. For partially accepted Deliverables, the
Authorized User’s Project Manager shall list on the Deliverable Acceptance Receipt any
deficiencies that must be corrected in order for the Deliverable to be accepted by the Project
Manager. The Project Manager will have five (5) days, or such longer period as mutually agreed
to by the Supplier and the Authorized User in advance, from the completion of review/testing to
provide Supplier with the signed Acceptance Receipt. If no material variances from the
Requirements are identified within such time period, the Deliverable shall be deemed accepted by
the Authorized User.

Correction of Defects

Correction of defects and Cure Period shall be in accordance with the applicable provisions of the
Contract. Supplier shall not be required to correct minor imperfections or defects that do not
materially impair the operation or quality of the Deliverable.

©

o

©

8. ASSUMPTIONS AND PROJECT ROLES AND RESPONSIBILITIES
This section contains assumptions specific to this engagement.

State assumptions here.

The following roles and responsibilities have been defined for this engagement:

(Sample Responsibility Matrix)

Responsibility Matrix Supplier | Authorized
User
Pragmatic SOW Exhibit B vO1 Template.doc Page 3 of 6
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Infrastructure — Preparing the system infrastructure that meets the J
recommended configuration defined in Section 2B herein

Server Hardware

Server Operating

Server Network Connectivity

< | =~ | =< =

Relational Database Management Software (Installation and
Implementation)

9. SECURITY REQUIREMENTS
Provide (or reference as an Attachment) Authorized User’s security requirements. For any individual
Authorized User location, security procedures may include but not be limited to: background checks,
records verification, photographing, and fingerprinting of Supplier's employees or agents. Supplier
may, at any time, be required to execute and complete, for each individual Supplier employee or
agent, additional forms which may include non-disclosure agreements to be signed by Supplier’s
employees or agents acknowledging that all Authorized User information with which such employees
and agents come into contact while at the Authorized User site is confidential and proprietary. Any
unauthorized release of proprietary information by the Supplier or an employee or agent of Supplier
shall constitute a breach of the Contract.

At a minimum, Supplier shall adhere to all of VITA’'s standard security requirements.

10. PERSONNEL [THIS SECTION IS OPTIONAL]

A. Key Personnel
Supplier acknowledges and agrees that Authorized User selected Supplier, and is entering into
this Statement of Work, because of the special qualifications of certain of Supplier’'s personnel
(“Key Personnel”) identified below.

[Insert names and titles or Key Personnel]

Supplier's Key Personnel shall not delegate performance of their powers and responsibilities with
respect to this SOW to another Supplier employee(s) without the prior written consent of the
Authorized User. Further, Supplier shall not re-assign or transfer the Key Personnel to other
duties or positions such that the Key Personnel are no longer available to provide the Authorized
User with their expertise, experience, judgment, and personal attention, without the Authorized
User’s prior written consent to such re-assignment or transfer, which Authorized User shall not
unreasonably withhold. Notwithstanding the foregoing, Supplier may replace Key Personnel
without Authorized User’s consent in the event any Key Personnel are no longer available due to
death, illness or termination of employment with Supplier.

In the event Supplier requests that the Authorized User approve a re-assignment or transfer of
the Key Personnel, or if Supplier must replace Key Personnel due to death, iliness or termination
of employment with the Supplier, the Authorized User shall have the right to review the
qualifications of and approve or disapprove the proposed replacement(s) for the Key Personnel.
Any such replacement shall have substantially equivalent or better qualifications than the Key
Personnel being replaced, and shall perform the Services in accordance with the warranties set
forth in the Contract. Any replacement personnel approved by Authorized User shall thereafter be
deemed a Key Personnel for purposes of this SOW and this SOW shall be deemed amended to
include such Key Personnel.

[Use only for time and materials SOWSs] Supplier shall not charge Authorized User and
Authorized User shall not pay for any proposed replacement Key Personnel while such
replacement acquires the necessary skills and project knowledge to proceed with the Services
required hereunder; however, such period of non-charge may not exceed twenty-eight (28)
calendar days, but shall last for a minimum of fourteen (14) calendar days, after which time
Authorized User shall pay for such Key Personnel if Supplier demonstrates to Authorized User’s
satisfaction that such replacement has acquired the necessary skills and project knowledge to
proceed with the Services required hereunder.
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11.

12.

13.

B. Project Manager
Supplier shall designate one of the Key Personnel as Project Manager for providing the Services
to the Authorized User. The Project Manager shall be familiar with Authorized User’s business
operations and objectives, and shall perform the Services in accordance with the warranties set
forth in the Contract. The Project Manager will participate with Authorized User in periodic review
sessions and will provide, at the Authorized User’s request, detailed progress reports that identify
completed tasks and the status of the remaining Services.

RISK MANAGEMENT

Risk is a function of the probability of an event occurring and the impact of the negative effects if it
does occur. Negative effects include schedule delay, increased costs, and poor quality of
deliverables.

Depending on the level of risk of this project, as assessed by the Authorized User, this section may
contain any or all of the following components, at a level of detail commensurate with the level of risk:

i). Identification of risk factors.
ii). Initial risk assessment.

iii). Risk management/mitigation plan, including determination of roles and responsibilities of the
Authorized User and Supplier.

iv). Risk monitoring plan, including frequency and form of reviews, project team responsibilities,
steering and oversight committee responsibilities, documentation.

REPORTING

The following are examples of reporting requirements which may be included in the Statement of
Work by the Authorized User. [Note: In an effort to help VITA monitor Supplier performance, it is
strongly recommended that the Statement of Work include “Supplier Performance Assessments”.
These assessments may be performed at the discretion of the Authorized User and are not mandated
by VITA.]

Weekly/Bi-weekly Status Update. The weekly/bi-weekly status report, to be submitted by Supplier
to the Authorized User, should include: accomplishments to date as compared to the project plan; any
changes in tasks, resources or schedule with new target dates, if necessary; all open issues or
guestions regarding the project; action plan for addressing open issues or questions and potential
impacts on the project; risk management reporting.

Supplier Performance Self-Assessment. Within thirty (30) days of execution of the Statement of
Work, the Supplier and the Authorized User will agree on Supplier performance self-assessment
criteria. Supplier shall prepare a monthly self-assessment to report on such criteria. Supplier shall
submit its self-assessment to the Authorized User who will have five (5) days to respond to Supplier
with any comments. If the Authorized User agrees with Supplier’s self-assessment, such Authorized
User will sign the self-assessment and submit a copy to the VITA Supplier Relationship Manager.

Supplier Performance Assessments. The Authorized User may develop assessments of the
Supplier’'s performance and disseminate such assessments to other Authorized Users of the
Contract. Prior to dissemination of such assessments, Supplier will have an opportunity to respond to
the assessments, and independent verification of the assessment may be utilized in the case of
disagreement.

POINT OF CONTACT
For the duration of this project, the following project managers shall serve as the points of contact for
day-to-day communication:

Authorized User:

Supplier:
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EXHIBITD
CONTRACT NUMBER VA-070622-PRAG
BETWEEN
VIRGINIA INFORMATION AGENCY
AND
PRAGMATIC SOLUTIONS, INC.

Exhibit D is herby incorporated into and made an integral part of Contract Number VA-070622-PRAG
(“Contract”) between the Virginia Information Technologies Agency (“VITA” or “Commonwealth” or
“State”) and Pragmatic Solutions, Inc. (“Supplier”).

In the event of any discrepancy between this Exhibit D and Contract No. VA-070622-PRAG, the
provisions of Contract No. VA-070622-PRAG shall control.

SERVICE FEES

Following is the revised Pricing Proposal for Pragmatic Solutions, Inc. response to “Request for
Proposals 2007-31 for ARMICS (Agency Risk Management and Internal Control Standards)” dated
May 29, 2007.

We have provided a labor rate table below to support pricing for this proposal. Pricing includes the
Industrial Funding Adjustment and eVA fees. Rate quotes for the Commonwealth of Virginia are
discounted substantially from those offered to commercial clients as well as discounted from
comparable labor categories to those we have proposed for our GSA schedule. Our original proposed
labor rates represented approximately a 7% reduction from the proposed GSA rates. Our best and final
rates have been reduced an additional 5% based on the anticipation of a greater volume of work attained
associated with this contract; thus our new numbers represent a total discount of approximately 12%
reduction from our proposed GSA rates. This “best pricing” proposal offers the Commonwealth the
maximum rate reduction without reducing the domain knowledge, experience level, and high quality of
the consultants necessary to meet your needs as defined in the RFP. The rate table includes those
professional positions required to meet the functional responsibilities described in your statement of
work and defined in our technical proposal.

There are no material changes to our technical proposal associated with this revised pricing proposal;
functional responsibilities and proposed key personnel remain the same.

Labor Rate Functional Responsibility Assumptions:

Engagement Manager (Principal)

Tasks: The principal is an officer of Pragmatic and is authorized to make binding decisions for the
contract. He or she is responsible for customer relations, particularly to ensure your overall satisfaction
with performance of the contract and deliverables. Hours billed will be minimal; typically the principal
would be included in the project kick-off and initial strategy session, be available for issue resolution,
and follow-up as needed to ensure your continued satisfaction.

Senior Consultant (Project Manager)
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Tasks: The Senior Consultant will serve as project manager on this procurement to manage ongoing
project activities and ensure the quality and timeliness of all contract tasks. The project manager will
consult with your staff to identify and refine scope of the contract, will provide reporting mechanisms
and ongoing communications throughout the contract and conduct senior management briefings for the
Commonwealth as necessary. The senior consultant is qualified to manage resources, budget, strategy
and reporting and will be directly involved in the development of deliverables as appropriate,
particularly in the establishment of corrective action plans to address control weaknesses.

Consultant/Manager (Mid-level manager, project manager or senior analyst)

Tasks: Consultants at this level will be subject matter experts in risk and internal controls, financial
processes, or technology assessment. Consultants will support planning and execution support of all
phases of the risk management contract. The consultants will develop project reports, conduct
facilitation or data-gathering sessions, conduct data analysis, develop communication plans and
materials, develop spreadsheet tools, provide control remediation recommendations, analyze existing
systems and applications, and/or direct more junior consultants as appropriate to complete deliverables.

Junior Consultant (Junior-level business analyst, technical specialist)

Tasks: Consultants will possess one or more technical skills dependent on the scope of consulting
services and will support mid-level and senior consultants while under supervision. Tasks may include
developing spreadsheets, conducting research, reviewing existing artifacts and controls, or documenting
business process flows.

Administrative Support (Program support level assistant)

Tasks: Administrative support staff may assist in deliverable production, e.g., printing and copying,
provide office support such as billing, travel and logistical arrangements or documentation, report
dissemination, electronic file maintenance or other support activities.

Table 1: Labor Rates

Position Labor Rate

Engagement Manager $183.00
Sr. Consultant/Project Manager 168.00
Consultant/Manager 136.00
Consultant/Business Analyst 93.00
Junior Consultant/Junior Analyst 72.00
Administrative Support 48.00

Other Direct Costs

We understand that travel, lodging, meals, and incidental expenses will be reimbursed in accordance
with Commonwealth of Virginia Travel Regulations. We have estimated travel costs and other direct
costs in total pricing below based on our technical level-of-effort estimates, but understand that
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individual contract work may require more on-site work or more agency interaction which will impact
resultant other direct costs.

ARMICS SERVICES CONTRACT VA-070622-PRAG 3



Table 2: Other Direct Cost Estimates*

Phase | Activities Total Travel Costs | Total Travel Costs Total Misc.
(1-day trips) (2-day trips) Travel (Print/copy/
distr. Costs)
A Assessment and $687.50 $1,680.00 $2,367.50 $100.00
Implementation Plan
B Agency Level Assessment $412.50 $1,680.00 $2,092.50 $125.00
C Process/Transaction Level $1,100.00 $2,240.00 $3,340.00 $75.00
Assessment
D Corrective Action Plan 0 $1,120.00 $1,120.00 $75.00
E Annual Monitoring $1,237.50 0 $1,237.50 $125.00
Close Out Activities $550.00 0 $550.00 $225.00
Total $3,987.50 $6,720.00 | $10,707.50 $725.00

*Qther Direct Costs Assumptions

Travel costs are based on assumed level of effort and technical stages of proposed level of effort. We
have documented below the minimum number of trips anticipated to meet with stakeholders, present
materials and otherwise interact with agencies in person while not working on-site. We have used only
Richmond locations for estimating Other Direct Costs, based on information in RFP related to the
location of VITA impacted agencies.

Estimates are based on:

Mileage rate: .485

Per Diem Lodging: $102
Per diem M&I: $54.00

Per diem 1% and last day M&I: $40.50

Total cost one day trip per person = $137.50
(Mileage @ 200 roundtrip miles from Pragmatic Office to Richmond plus daily expenses at first

day per diem $40.50.

Total cost two day trip per person = $280.00
Miles of $97.00 plus daily M&I and one day’s lodging
Miscellaneous costs include printing/delivery costs or other approved materials costs

A description of the activities resulting in other direct costs by phase of the project follows:
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Other Direct Cost Activity Assumptions:
Phase A:
Assumes one 1-day trip for 5 consultants for:
e Kick-off meeting
Two 2-day trips for 3 consultants for:
e Introductory stakeholder meetings

Phase B:

Assumes two 2-day trips for 3 consultants for:
e Agency stakeholder meetings

And one 1-day trip for 3 consultants for:
e Review of deliverables

Phase C:

Assumes two 2-day day and two 1-day trips for 4 consultants for:
e Process level meetings with all business units (# unknown)
e Review of deliverables

Phase D:

Assumes two 2-day trips for 2 consultants for:
e Review of resulting tests with business units
e Development meetings for corrective plans
e Review of corrective plan deliverables

Phase E:
Assumes one one-day trip for 3 consultants for:

e Review of proposed annual monitoring process deliverables
And three one-day trips for 2 consultants for:

e Train-the-trainer sessions for ongoing monitoring process

Close Out:

Assumes one 1-day trip for 4 consultants for:
e Close out “lessons learned” session with key stakeholders
e Handoff of final deliverables/work papers/electronic files
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Table 3: Total Pricing by Project Phase

The table below provides total pricing consistent with Level of Effort tables found in technical business
proposal (see Level of Effort tables in “Description of Services” section.) We have added estimated
LOE labor costs for the close-out trip/meeting documented above.

Phase Total Total Labor Other Cost - Other Total
Hours Cost* Travel** (Misc.) Phase

A Assessment and 68 $8268.00 $2,367.50 $100.00 $10,735.00
Implementation Plan

B Agency Level Assessment 724 $86,100.00 $2,092.50 $125.00 [ $88,317.50

C Process/Transaction Level 4,568 $573,360.00 $3,340.00 $75.00 [ $576,775.00
Assessment

D Corrective Action Plan 1,740 $209,424.00 $1,120.00 $75.00 | $210,619.00

E Annual Monitoring 424 $49,056.00 $1,237.50 $125.00 | $50,418.50
Close Out 24 $3,738.00 $550.00 $225.00 $4,513.00

Total 7,548 $931,074.00 $10,707.50 $725.00 942,506.50

*Time and materials for subsequent orders (if any) based on above labor rates and category descriptions.
**Derived from planned activities documented above for each phase.

Summary of Revisions

In summation, this revised proposal reflects a reduction in labor rates of an additional 5% across the
board and a subsequent labor total reduction from $975,080.00 to $926,326.00. The small adjustment of
additional hours for close-out activities has brought the new estimated labor total for all phases to
$931,074.00.

There are no changes to estimates of other direct costs by phase or to our proposal for staffing,
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Table 4: Detaile d Labor Pricing Analysis by Project Phase

A - Assessment & Implementation Plan
B - Agency Level Assessment
C - Process/Transaction Level Assessment
D - Corrective Action Plans

E - Annual Monitoring Process

SR - Senior Consultant/PM
CON- Consultant/Manager
MID - Mid-level Consultant/BA
JR - Junior Consultant/JR BA
ADM - Admin/Program Support

Hours Hours Hours Hours
STAGE EM X Rate SR X Rate CON X Rate MID
A 4 $732.00 12 $2,016.00 24 $3,264.00 16
B 20 $3,660.00 80 $13,440.00 336 $45,696.00 168
C 32 $5,856.00 1008 $169,344.00 2016 $274,176.00 1008
D 8 $1,464.00 100 $16,800.00 1008 $137,088.00 504
E 8 $1,464.00 40 $6,720.00 168 $22,848.00 168
Close 6 $1,098.00 6 $1,008.00 12 $1,632.00
TOTAL 78 $14,274.00 1246 $209,328.00 3564 $484,704.00 1864
KEY
PHASE E M - Engagement Manager

Total Price Summary

Labor Costs:

Estimated Other Direct Costs (Travel)
Other Direct Costs (Misc.)

Estimated Total Contract:

$931,074.00
$ 10,707.50
$ 725.00

$942,506.50

X Rate
$1,488.00
$15,624.00
$93,744.00
$46,872.00
$15,624.00
$0.00
$173,352.00

Hours

JR

80
252
60
20

420

X Rate
$576.00
$5,760.00
$18,144.00
$4,320.00
$1,440.00

$30,240.00

Hours

ADM
4
40
252
60
20

376

X Rate
$192.00
$1,920.00
$12,096.00
$2,880.00
$960.00

$19,176.00

TOTAL

COST
$8,268.00
$86,100.00
$573,360.00
$209,424.00
$49,056.00
$3,738.00
$931,074.00

Note: Total bid is estimated based on level of effort and anticipated travel costs; labor rates will remain constant but further refinement of LOE by client may
alter anticipated totals.
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EXHIBIT E
CONTRACT NUMBER VA-070622-PRAG
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
PRAGMATIC SOLUTIONS, INC

CERTIFICATION REGARDING LOBBYING

The undersigned certifies, to the best of his or her knowledge and belief, that:

i}.

i).

ii).

No Federal appropriated funds have been paid, by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee or an agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with the awarding of any Federal Contract, the making of any Federal
grant, the making of any Federal loan, the entering into of any cooperative agreement, and
the extension, continuation, renewal, amendment, or modification of any Federal Contract,
grant, loan, or cooperative agreement.

If any funds other than Federal appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with this Federal Contract, grant, loan, or cooperative agreement, the
undersigned shall complete and submit standard Form-LLL, "Disclosure Form to Report
Lobbying," in accordance with its instructions.

The undersigned shall require that the language of this certification be included in the award
documents for all sub awards at all tiers (including subcontracts, sub grants, and Contracts
under grants, loans and cooperative agreements) and that all sub recipients shall certify and
disclose accordingly.

This certification is a2 material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this

transaction imposed by Section 1352, title 31, U.S.
certification shall be subj
each such failure.

Signature:

ode. Any person who fails to file the required
5 than $18,000 and not more than $100,000 for

t to a civil penalty of no

Printed Name: ' Mé §H’q7\)m /_"A;)_é E’—'

Organization: PFWaéf’ Mf\bmg, ‘_7?'} i

Date:

6}2\(2_[97
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